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Abstract

Given a function f mapping n-variate inputs from a finite field F' into F', we consider
the task of reconstructing a list of all n-variate degree d polynomials that agree with
f on a tiny but non-negligible fraction, §, of the input space. We give a randomized
algorithm for solving this task. The algorithm accesses f as a black box and runs in

time polynomial in % and exponential in d, provided 6 is Q(+/d/|F|). For the special

case when d = 1, we solve this problem for all € def s ﬁ

running time of our algorithm is bounded by a polynomial in % and n. Our algorithm
generalizes a previously known algorithm, due to Goldreich and Levin, that solves this
task for the case when F' = GF(2) (and d = 1).

In the process we provide new bounds on the number of degree d polynomials that
may agree with any given function on 6 > /d/|F| fraction of the inputs. This result
is derived by generalizing a well-known bound from coding theory on the number of
codewords from an error-correcting code that can be “close” to an arbitrary word; our
generalization works for codes over arbitrary alphabets, while the previous result held
only for binary alphabets.

> 0. In this case the
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1 Introduction

We consider the following archetypal reconstruction problem:

Given: An oracle (black box) for an arbitrary function f : F™ — F, a class of functions C,
and a parameter 0.
Output: A list of all functions g € C that agree with f on at least ¢ fraction of the inputs.

The reconstruction problem can be interpreted in several ways within the framework of
computational learning theory. First, it falls within the framework of learning with persistent
noise. Here one assumes that the function f is derived from some function in the class C by
“adding” noise to it. Typical works in this direction either tolerate only small amounts of
noise (2, 42, 21, 39] (i.e., that the function is modified only at a small fraction of all possible
inputs) or assume that the noise is random [1, 26, 20, 25, 33, 13, 36| (i.e., that the decision of
whether or not to modify the function at any given input is made by a random process). In
contrast, we take the setting to an extreme, by considering a very large amount of (possibly
adversarially chosen) noise. In particular, we consider situations in which the noise disturbs
the outputs for almost all inputs.

A second interpretation of the reconstruction problem is within the framework of “agnos-
tic learning” introduced by Kearns et al. [23] (see also [29, 30, 24]). In the setting of agnostic
learning, the learner is to make no assumptions regarding the natural phenomenon under-
lying the input/output relationship of the function, and the goal of the learner is to come
up with a simple explanation that best fits the examples. Therefore the best explanation
may account for only part of the phenomenon. In some situations, when the phenomenon
appears very irregular, providing an explanation that fits only part of it is better than noth-
ing. Kearns et al. did not consider the use of queries (but rather examples drawn from an
arbitrary distribution), since they were skeptical that queries could be of any help. We show
that queries do seem to help (see below).

Yet another interpretation of the reconstruction problem, which generalizes the “agnostic
learning” approach, is the following. Suppose that the natural phenomena can be explained
by several simple explanations that together cover most of the input-output behavior but
not all of it. Namely, suppose that the function f agrees almost everywhere with one of a
small number of functions g; € C. In particular, assume that each g; agrees with f on at
least a ¢ fraction of the inputs but that for some (say 26) fraction of the inputs f does not
agree with any of the g;’s. This setting was investigated by Ar et al. [3]. The reconstruction
problem described above may be viewed as a (simpler) abstraction of the problem considered
in [3]. As in the case of learning with noise, there is no explicit requirement in the setting of
[3] that the noise level be small, but all their results require that the fraction of inputs left
unexplained by the g;’s be smaller than the fraction of inputs on which each g; agrees with
f. Our relaxation (and results) do not impose such a restriction on the noise and thus make
the setting more appealing and closer in spirit to “agnostic learning”.

1.1 Owur Results

In this paper, we consider the special case of the reconstruction problem when the hypothesis
class is the set of n-variate polynomials of bounded total degree d. (The total degree of a



monomial []; xf is >; d;; that is, the sum of the degrees of the variables in the monomial.
The total degree of a polynomial is the maximum total degree of monomials with non-zero
coefficient in the polynomial. For example, the total degree of the polynomial x?z3 + 5z is
5.) The most interesting aspect of our results is that they relate to very small values of the
parameter ¢ (the fraction of inputs on which the hypothesis has to fit the function f). Our
main results are:

e An algorithm that given d, F and 6 = Q(/d/|F|), and provided oracle access to an
arbitrary function f : F™ — F, runs in time (n/6)°? and outputs a list including all
degree d polynomials that agree with f on at least a ¢ fraction of the inputs.

e An algorithm that given F' and € > 0, and provided oracle access to an arbitrary function
[ F" — F, runs in time poly(n/€) and outputs a list including all linear functions

(degree d = 1 polynomials) that agree with f on at least a 6 o ﬁ + € fraction of the
inputs.

e A new bound on the number of degree d polynomials that may agree with a given
function f : F* — F on a 6 > /d/|F| fraction of the inputs. This bound is derived
from a more general result about the number of codewords from an error-correcting
code that may be close to a given word.

A special case of interest is when the function f is obtained by picking an arbitrary degree d

polynomial p, and letting f agree with p on an arbitrary 6 = Q(,/%) fraction of the inputs

and be set at random otherwise.! In this case, with high probability, only one polynomial
(i.e., p) agrees with f on a ¢ fraction of the inputs (see Section 5). Thus, in this case, the
above algorithm will output only the polynomial p.

Additional Remarks:

1. Any algorithm for the explicit reconstruction problem as stated above would need to

output all the coefficients of such a polynomial, requiring time at least (";’d). Moreover

the number of such polynomials could grow as a function of %. Thus it seems reasonable
that the running time of such a reconstruction procedure should grow as a polynomial
function of } and (Z)

We stress that the above comment does not apply to “implicit reconstruction” algo-
rithms as discussed in Section 1.4.

2. For d < |F|, the condition ¢ > ‘%' seems a natural barrier for our investigation, since
there are exponentially many (in n) degree d polynomials that are at distance = ﬁ

from some functions (see Proposition 21).

3. Queries seem essential to our learning algorithm. We provide two indications to our
belief, both referring to the special case of F' = GF(2) and d = 1. First, if queries
are not allowed, then a solution to the reconstruction problem yields a solution to the
longstanding open problem of “decoding random (binary) linear codes”. (Note that
each random example given to the reconstruction algorithm corresponds to a random

! This is different from “random noise” as the set of corrupted inputs is selected adversarially — only the
values at these inputs are random.



linear equation on the information variables. We admit that the longstanding open
problem is typically stated for a linear number of equations, but nothing is known even
in case the number of equations is polynomial in the information length.)

Another well-studied problem that reduces to the problem of noisy reconstruction is the
problem of “learning parity with noise” [20], which is commonly believed to be hard
when one is only allowed uniformly and independently chosen examples [20, 7, 22].
Learning parity with noise is considered hard even for random noise, whereas here the
noise is adversarial.

4. In Section 6, we give evidence that the reconstruction problem may be hard, for 6
very close to d/|F|, even in the case where n = 2. A variant is shown to be hard even
for n = 1.

1.2 A Coding Theory Perspective

We first introduce the formal definition of an error-correcting code (see, e.g. [31]). For
positive integers N, K, D and ¢, an [N, K, D], error-correcting code is a collection of ¢*
sequences of N-elements each from {1,..., ¢}, called codewords, in which no two sequences
have a “Hamming distance” of less than D (i.e., every pair of codewords disagree on at least
D locations).

Polynomial functions lead to some of the simplest known constructions of error-correcting
codes: A function from F™ to F may be viewed as an element of FI*I" — by writing down ex-
plicitly the function’s value on all |F|" inputs. Then the “distance property” of polynomials
yields that the set of sequences corresponding to bounded-degree polynomial functions form
an error-correcting code with non-trivial parameters (for details, see Proposition 16). Specif-
ically, the set of n-variate polynomial of total degree d over F' = GF(¢) yields a [N, K, D],
error-correcting code with N = |F|", K = (”;d) and D = (|F| —d) - |F|*!. These con-
structions have been studied in the coding theory literature. The case n = 1 leads to
“Reed-Solomon codes”, while the case of general n is studied under the name “Reed-Muller
codes”.

Our reconstruction algorithm may be viewed as an algorithm that takes an arbitrary
word from F!¥I" and finds a list of all codewords from the Reed-Muller code that agree with
the given word in 6 fraction of the coordinates (i.e., 1 — ¢ fraction of the coordinates have
been corrupted by errors). This task is referred to in the literature as the “list-decoding”
problem [11]. For codes achieved by setting d such that d/|F| — 0, our list decoding
algorithm recovers from errors when the rate of errors approaches 1. We are not aware of
any other case where an approach other (and better) than brute-force can be used to perform
list decoding with the error-rate approaching 1. Furthermore, our decoding algorithm works
without examining the entire codeword.

1.3 Related Previous Work

For sake of scholarly interest, we discuss several related areas in which related work has been
done. In this subsection, it would be more convenient to refer to the error-rate 1 — ¢ rather



than to the rate of agreement 0.

Polynomial interpolation: When the noise rate is 0, our problem is simply that of
polynomial interpolation. In this case the problem is well analyzed and the reader is referred
to [48], for instance, for a history of the polynomial interpolation problem.

Self-Correction: In the case when the noise rate is positive but small, one approach used
to solving the reconstruction problem is to use self-correctors, introduced independently in
(8] and [28]. Self-correctors convert programs that are known to be correct on a fraction 6
of inputs into programs that are correct on each input. Self-correctors for values of ¢ that
are larger than 3/4 have been constructed for several algebraic functions [5, 8, 9, 28, 34],
and in one case this was done for § > 1/2 [15].2 We stress that self-correctors correct a
given program using only the information that the program is supposed to be computing a
function from a given class (e.g., a low-degree polynomial). Thus, when the error is larger
than % and the class contains more than a single function, such self-correction is no longer
possible since there could be more than one function in the class that agrees with the given

program on an ¢ < 1/2 fraction of the inputs.

Cryptography and Learning Theory: In order to prove the security of a certain “hard-
core predicate” relative to any “one-way function”, Goldreich and Levin solved a special
case of the (explicit) reconstruction problem [17]. Specifically, they considered the linear
case (i.e., d = 1) for the Boolean field (i.e., F' = GF(2)) and any agreement rate that is
bigger than the error-rate (i.e., 6 > %) Their ideas were subsequently used by Kushilevitz
and Mansour [25] to devise an algorithm for learning Boolean decision trees.

1.4 Subsequent work

At the time this work was first published [18] no algorithm other than brute force was known
for reconstructing a list of degree d polynomials agreeing with an arbitrary function on a
vanishing fraction of inputs, for any d > 2. Our algorithm solves this problem with expo-
nential dependence on d, but with polynomial dependence on n, the number of variables.
Subsequently some new reconstruction algorithms for polynomials have been developed. In
particular, Sudan [40]|, and Guruswami and Sudan [19] have provided new algorithms for
reconstructing univariate polynomials from large amounts of noise. Their running time de-
pends only polynomially in d and works for 6 = Q(y/d/|F|). Notice that the agreement
required in this case is larger than the level at which our NP-hardness result (of Section 6)
holds. The results of [40] also provide some reconstruction algorithms for multivariate poly-
nomials, but not for as low an error as given here. In addition, the running time grows
exponentially with n. Wasserman [44] gives an algorithm for reconstructing polynomials
from noisy data that works without making queries. The running time of the algorithm of
[44] also grows exponentially in n and polynomially in d.

As noted earlier (see Remark 1 in Section 1.1), the running time of any explicit recon-
struction algorithm has to have an exponential dependence on either d or n. However this

2Specifically, self-correctors correcting % fraction of error for f that are degree d polynomial functions
over a finite field F, |F| > d + 2, were found by [5, 28]. For d/|F| — 0, the fraction of errors that a self-
corrector could correct was improved to almost 1/4 by [14] and then to almost 1/2 by [15] (using a solution
for the univariate case given by [45]).



need not be true for implicit reconstruction algorithms: By the latter term we mean algo-
rithms that produce as output a sequence of oracle machines, such that for every multivariate
polynomial that has agreement 6 with the function f, one of these oracle machines, given
access to f, computes that polynomial. Recently, Arora and Sudan [4] gave an algorithm for
this implicit reconstruction problem. The running time of their algorithm is bounded by a
polynomial in n and d, and it works correctly provided that § > (d°M)/|F|*V); that is, their
algorithm needs a much higher agreement, but works in time polynomial in all parameters.
The reader may verify that such an implicit reconstruction algorithm yields an algorithm for
the explicit reconstruction problem with running time that is polynomial in (”zd). (E.g., by
applying noise-free polynomial-interpolation to each of the oracle machines provided above,
and testing the resulting polynomial for agreement with f.) Finally, Sudan, Trevisan, and
Vadhan [41], have recently improved the result of [4], further reducing the requirement on

6 to 6 > 24/d/|F|). The algorithm of [41] thus subsumes the algorithm of this paper for all
choices of parameters, except d = 1.

1.5 Rest of this paper

The rest of the paper is organized as follows. In Section 2 we motivate our algorithm,
starting with the special case case of the reconstruction of linear polynomials. The general
case algorithm is described formally in Section 3, along with an analysis of its correctness and
running time assuming an upper bound on the number of polynomials that agree with a given
function at ¢ fraction of the inputs. In Section 4 we provide two such upper bounds. These
bounds do not use any special (i.e., algebraic) property of polynomials, but rather apply in
general to collections of functions that have large distance between them. In Section 5 we
consider a random model for the noise applied to a function. Specifically, the output either
agrees with a fixed polynomial or is random. In such a case we provide a stronger upper
bound (specifically, 1) on the number of polynomials that may agree with the black box. In
Section 6 we give evidence that the reconstruction problem may be hard for small values of
the agreement parameter 0, even in the case when n = 1. We conclude with an application
of the linear-polynomial reconstruction algorithm to complexity theory: Specifically, we use
it in order to prove the security of new (generic) hard-core functions (see Section 7).

Notations: In what follows, we use GF(q) to denote the finite field on ¢ elements. We as-
sume arithmetic in this field (addition, subtraction, multiplication, division and comparison
with zero) may be performed at unit cost. For a finite set A, we use the notation a € A
to denote that a is a random variable chosen uniformly at random from A. For a positive
integer n, we use [n] to denote the set {1,...,n}.

2 Motivation to the algorithm

We start by presenting the algorithm for the linear case, and next present some of the ideas
underlying the generalization to higher degrees. We stress that whereas Section 2.1 provides
a full analysis of the linear case, Section 2.2 merely introduces the additional ideas that will
be employed in dealing with the general case. The presentation in Section 2.1 is aimed to



facilitate the generalization from the linear case to the general case.

2.1 Reconstructing linear polynomials

We are given oracle access to a function f : GF(¢)" — GF(¢) and need to find a polynomial
(or actually all polynomials) of degree d that agrees with f on at least a 6 = g + € fraction
of the inputs, where € > 0. Our starting point is the linear case (i.e., d = 1); namely, we are
looking for a polynomial of the form p(zy,...,z,) = > | piz;. In this case our algorithm is
a generalization of an algorithm due to Goldreich and Levin [17]3. (The original algorithm
is regained by setting ¢ = 2.)

We start with the following definition: The i-prefix of a linear polynomial p(z1, ..., z,)
is the polynomial that results by summing up all of the monomials in which only the first
¢ variables appear. That is, the i-prefix of the polynomial 7, pjz; is 23‘:1 pjz;. The
algorithm proceeds in n rounds, so that in the i*" round we find a list of candidates for the
i-prefixes of p.

In the 7*® round, the list of i-prefixes is generated by extending the list of (i — 1)-prefixes.
A simple (and inefficient) way to perform this extension is to first extend each (i — 1)-prefix
in all ¢ possible ways, and then to “screen” the resulting list of i-prefixes. A good screening
is the essence of the algorithm. It should guarantee that the i-prefix of a correct solution p
does pass and that not too many other prefixes pass (as otherwise the algorithm consumes
too much time).

The screening is done by subjecting each candidate prefix, (¢i, ..., ¢;), to the following
test. Pick m = poly(n/e) sequences uniformly from GF(q)"~*. For each such sequence
§ = (Sit1, ..., 5n) and for every o € GF(q), estimate the quantity

(1)

def _ _ :
PE(O.) = PTl,---,TiEGF(q) [f(ra S) = Z G5ty +o
Jj=1

where 7 = (r1,...,7;). The value o can be thought of as a guess for 3>7_; | p;s;. For every
fixed suffix s, all these probabilities can be approximated simultaneously by using a sample
of poly(n/e€) sequences (71, ...,7;), regardless of ¢. If one of these probabilities is significantly
larger than 1/q then the test accepts due to this suffix, and if no suffix makes the test accept
then it rejects. The actual algorithm is presented in Figure 1.

Observe that a candidate (cy, ..., ¢;) passes the test of Figure 1 if for at least one sequence
of § = (Si41, ..., S,) there exists a o so that the estimate for Ps(0) is greater than %—i-g. Clearly,
for a correct candidate (i.e., (¢, ..., ¢;) that is a prefix of a polynomial p = (py, ..., p,) having
at least %—l— ¢ agreement with f) and o = 3°7_, | p;s;, it holds that Eg[Ps(o)] > %—l— e. Using
Markov’s inequality, it follows that for a correct candidate, an €/2 fraction of the suffixes are
such that for each such suffix § and some o, it holds that Ps(c) > % + 5; thus the correct
candidate passes the test with overwhelming probability. On the other hand, for any suffix 3,
if a prefix (¢y,. .., ¢) is to pass the test (with non-negligible probability) due to suffix §, then
it must be the case that the polynomial 23:1 c;x; has at least agreement-rate of % + 7 with

3We refer to the original algorithm as in [17], not to a simpler algorithm that appears in later versions
(ct., [27, 16]).



Test-prefix(f, €, n, (c1,...,¢))
Repeat poly(n/e) times:
Pick §=si1,...,5, €r GF(q).
Let ¢ % poly(n/e).
for k=1 to t do
Pick 7 =ry,...,1; €r GF(q)
o) — f(7,5) = S omj -
endfor
If 30 s.t. o% =0 for at least %—l—% fraction of the k’s
then output accept and halt.
endRepeat.
If all iterations were completed without accepting, then reject.

Figure 1: Implementing the screening process

the function f'(zy,...,x;) ot f(z1,. .., @i, Siv1, .-, 8n). 1t is possible to bound the number
of (i-variate) polynomials that have so much agreement with any function f’. (Sections 4
contains some such bounds.) Thus, in each iteration, only a small number of prefixes pass
the test, thereby limiting the total number of prefixes that may pass the test in any one of
the poly(n/e) iterations.

The above yields a poly(ng/e)-time algorithm. In order to get rid of the ¢ factor in
running-time, we need to modify the process by which candidates are formed. Instead of
extending each (i—1)-prefix, (¢, ..., ¢;_1), in all ¢ possible ways, we do the following: We pick
uniformly 5 % (si41,..,8.) € GF(g)" % 7 < (r,...,ri_1) € GF(¢)' ! and ', 7" € GF(q),
and solve the following system of equations

1—1

ey = fre, o ric, 7 Sips o Sn) — Z CiTj (2)
7=1
1—1

ety = f(r e e, 7 S o S0) — D G (3)
j=1

using the solution for x as the value of the i*" coefficient (i.e., set ¢; = ). This extension
process is repeated poly(n/e€) many times, obtaining at most poly(n/¢) candidate i-prefixes,
per each candidate (i — 1)-prefix. We then subject each i-prefix in the list to the screening
test (presented in Figure 1), and keep only the candidates that pass the test.

We need to show that if the (i — 1)-prefix of a correct solution is in the list of candidates
(at the beginning of round 7) then the i-prefix of this solution will be found in the extension
process. Let p = (p1,...,pn) be a correct solution (to the reconstruction problem for f).
Then P7,5[p(7,r,5) = f(T,7,3)] > % + € > e. It follows that for at least an ¢/2 fraction
of the sequences (7,5), the polynomial p satisfies p(T,r,5) = f(7,r,35) for at least an €/2



fraction of the possible 7’s. Let o represent the value of the sum 37, p;s;, and note
that p(7,7,5) = Z;;ll pirj + pir + 0. Then, with probability Q(e*) over the choices of
T1y vy Ti1,Sit1,- -+, 8, and 7/, 7" the following two equations hold:

1—1
T’pi +o = f(rla ces Tio1, 7", Sit1y -eey Sn) - ijTj
j=1
1—1
T"pi +o = f(rla vy Tim1, 7'”; Sit1y-ens Sn) - ijrj
j=1

and r' # r". (Le., with probability at least 5, the pair (7, 5) is good, and conditioned on this
event 1’ is good with probability at least §, and similarly for 7" losing a term of % < § to
account for 7" # 7. We may assume that 1/¢ < €/4, since otherwise ¢ < 4/¢ and we can
afford to perform the simpler procedure above.) Thus, with probability Q(e*), solving the
system (2)-(3) with (cy,...,¢; 1) = (p1,...,pi—1) yields x = p;. Since we repeat the process
poly(n/e) times for each (i — 1)-prefix, it follows that the correct prefix always appears in
our candidate list.

Recall that correct prefixes pass the screening process with overwhelmingly high proba-
bility. Using Theorem 18 (of Section 4) to bound the number of prefixes passing the screening
process, we have:

Theorem 1 Given oracle access to a function f and parameters €, k, our algorithm runs in
poly(k'T")—time and outputs, with probability at least 1 — 27%, a list satisfying the following
properties:

1. The list contains all linear polynomials that agree with f on at least a 6 = %—l—ﬁ fraction
of the inputs.

2. The list does not contain any polynomial that agrees with f on less than a %—I—i fraction
of the inputs.

2.2 Generalizing to higher degree

We remind the reader that in this subsection we merely introduce the additional ideas used
in extending the algorithm from the linear case to the general case. The algorithm itself is
presented and analyzed in Section 3.

Dealing with polynomials of degree d > 1 is more involved than dealing with lin-
ear polynomials, still we employ a similar strategy. Our plan is again to “isolate” the
terms/monomials in the first ¢ variables and find candidates for their coefficients. In partic-
ular, if p(xy,...,x,) is a degree d polynomial on n variables then p(xy,...,z;0,...,0) is a
degree < d polynomial on ¢ variables that has the same coefficients as p on all monomials
involving only variables in {1,...,i}. Thus, p(x1,...,2;,0,...,0) is the i-prefix of p.

We show how to extend a list of candidates for the (i — 1)-prefixes of polynomials agreeing
with f into a list of candidates for the i-prefixes. Suppose we get the (i — 1)-prefix p that



we want to extend. We select d + 1 distinct elements (V) ... (@) € GF(q), and consider
the functions

f(j)(xl, ey L) def flzy, .y miy, T(j), 0,...,0) = p(xy, ..., ;i 1). (4)

Suppose that f equals some degree d polynomial and that p is indeed the (i — 1)-prefix of this
polynomial. Then fU) is a polynomial of degree d — 1 (since all the degree d monomials in
the first ¢ variables have been canceled by p). Furthermore, given an explicit representation
of fM, ..., fl4*) we can find (by interpolation) the extension of p to a i-prefix. The last
assertion deserves some elaboration.

Consider the i-prefix of f, denoted p' = p'(x1, ..., 7;_1, ;). In each fU), the monomials of
p' that agree on the exponents of x,...,x; | are collapsed together (since z; is instantiated
and so monomials containing different powers of z; are added together). However, using the
d + 1 collapsed values, we can retrieve the coefficients of the different monomials (in p').
That is, for each sequence of exponents (ey, ..., e;_1) such that ;;11 e; < d, we retrieve the
coefficients of all the ( ;;11 x%) - z¥ in p/, by interpolation that refers to the coefficients of

“_\ @% in the f(0°s 4

To complete the high level description of the procedure we need to show how to obtain the
polynomials representing the f)’s. Since in reality we have only have access to a (possibly
highly noisy) oracle for the fU)’s, we use the main procedure for finding a list of candidates
for these polynomials. We point out that the recursive call is to a problem of degree d — 1,
which is lower than the degree we are currently handling.

The above description ignores a real difficulty that may occur: Suppose that the agree-
ment rate of f with some p* is at least ¢, and so we need to recover p*. For our strategy to
work, the agreement rate of the f()’s with p*(...,0"%) must be close to §. However, it may
be the case that p* does not agree with f at all on the inputs in GF(¢)*0"~", although p* does
agrees with f on a 6 fraction of inputs in GF(¢)". Then solving the subproblem (i.e., trying
to retrieve polynomials close to the f()’s) gives us no information about p*. Thus, we must
make sure that the agreement rate on the subproblems on which we recurse is close to the
original agreement rate. This can be achieved by applying a random linear transformation
to the coordinate system as follows: Pick a random nonsingular matrix R and define new
variables y1,...,yn as (y1,...,yn) = § = RT (each y; is a random linear combination of
the x;’s and vice versa). This transformation can be used to define a new instance of the
reconstruction problem in terms of the y;’s, and for the new instance the agreement rate on
the subproblems on which we recurse is indeed close to the original agreement rate. Observe
that

1. the total degree of the problem is preserved;

2. the points are mapped pairwise independently, and so the fraction of agreement points
in all subspaces of the new problem is close to the agreement rate in the original space;
and

“Let ¢, be the coefficient of (H;;ll z¢) - z¥ in p', and v, be the coefficient of H;;ll 2% in f(*). Then,

vy = Zzzo(r“))kck, and the c;’s can be found given the v,’s.



3. one can easily transform the coordinate system back to the x;’s, and so it is possible
to construct a new black box consistent with f that takes g as an input.

(It may be noted that the transformation does not preserve other properties of the polyno-
mial; e.g., its sparsity.)

Comment: The above solution to the above difficulty is different than the one in the
original version of this paper [18]. The solution there was to pick many different suffixes
(instead of 0"~), and to argue that at least in one of them the agreement rate is preserved.
However, picking many different suffixes creates additional problems, which needed to be
dealt with carefully. This resulted in a more complicated algorithm in the original version.

3 Algorithm for degree d > 1 polynomials

Recall that we are given oracle access to a function f : GF(¢)" — GF(¢), and need to find
all polynomials of degree d that agrees with f on at least a ¢ fraction of the inputs.

The main algorithm Find-all-poly will use several subroutines: Compute-coefficients, Test-
valid, Constants, Brute-force, and Extend. The main algorithm is recursive, in n (the number
of variables) and d (the degree), with the base case d = 0 being handled by the subroutine
Constants and the other bases cases corresponding to n < 4 being handled by the subrou-
tine Brute-force. Most of the work is done in Find-all-poly and Extend, which are mutually
recursive.

The algorithms have a number of parameters in their input. We describe the commonly
occurring parameters first:

e ¢ is the size of the field we will be working with; i.e., FF = GF(q). (Unlike other
parameters, the field never changes in the recursive calls.)

e [ will be a function from GF(q)" to GF(q) given as an oracle to the current procedure,
and n will denote the number of variables of f.

e d will denote the degree of the polynomial we are hoping to reconstruct, and 6 will
denote the agreement parameter. Typically, the algorithm will have to reconstruct all
degree d polynomials having agreement at least 6 with f.

Many of the algorithms are probabilistic and make two-sided error.

e ¢ will be the error parameter controlling the probability with which a valid solution
may be omitted from the output.

e ¢ will be the error parameter controlling the error with which an invalid solution is
included in the output list.

Picking a random element of GF(q) is assumed to take unit time, as are field operations and
calls to the oracle f.

The symbol z will typically stand for a vector in GF(q)", while the notation x; will refer
to the sth coordinate of x. When picking a sequence of vectors, we will use superscripts
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to denote the vectors in the sequence. Thus, xz(-j ) will denote the ith coordinate of the jth
element of the sequence of vectors z(), 2(?) .. .. For two polynomials p; and p,, we write
p1 = po if p; and py are identical. (In this paper, we restrict ourselves to polynomials of
degree less than the field size; thus identity of polynomials as functions is equivalent to
identity of polynomials as a formal sum of monomials.) We now generalize the notion of the
prefix of a polynomial in two ways. We extend it to arbitrary functions, and then extend it

to arbitrary suffixes (and not just 0°).

Definition 2 For 1 < i < n and a,...,a, ; € F, the (ay,...,a, ;)-prefix of a function
f: F" — F, denoted fla,. . a,_,, i the i-variate function fla, o, , : F* — F, given by
Fflatran (@1, @) = f(T1, ..., 24,00, .., an—;). The i-prefix of f is the function flgn-i.

When specialized to a polynomial p, the i-prefix of p yields a polynomial on the variables
x1,...,x; whose coefficients are exactly the coefficients of p on monomials involving only
T1y.w-y e

Fixing a field GF(q), we will use the notation N, 45 to denote the maximum (over all
possible f) of the number of polynomials of degree d in n variables that have agreement
6 with f. In this section we will first determine our running time as a function of IV, 45,
and only next use bounds on N, 45 (proven in Section 4) to derive the absolute running
times. We include the intermediate bounds since it is possible that the bounds of Section 4
may be improved, and this would improve our running time as well. By definition, IV, 4 is
monotone non-decreasing in d and n, and monotone non-increasing in 6. These facts will be
used in the analysis.

3.1 The subroutines

We first axiomatize the behavior of each of the subroutines. Next we present an implemen-
tation of the subroutine, and analyze it with respect to the axiomatization.

(P1) Constants(f,6,n,q,1), with probability at least 1 — 1, returns every degree 0 (i.e.,
constant) polynomial p such that f and p agree on é fraction of the points.®

Constants works as follows: Set k = O(éi2 log i) and pick (M, ..., 2® independently and
uniformly at random from GF(q)". Output the list of all constants a (or equivalently the
polynomial p, = a) such that [{i € [k]|f(2?) = a}| > 36k.

An easy application of Chernoff bounds indicates that the setting & = O(3 log i) suffices
to ensure that the error probability is at most ¢). Thus the running time of Constants is
bounded by the time to pick zV, ..., 2™ € GF(q)" which is O(kn) = O(&n log i)

Proposition 3 Constants(f,6,n,q, ) satisfies (P1). Its running time is O(5nlog i)

5Notice that we do not make any claims about the probability with which constants that do not have
significant agreement with f may be reported. In fact we do not need such a condition for our analysis.
If required, such a condition may be explicitly enforced by “testing” every constant that is returned for
sufficient agreement. Note also that the list is allowed to be empty if no polynomial has sufficiently large
agreement.
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Another simple procedure is the testing of agreement between a given polynomial and a
black box.

(P2) Test-valid(f,p,6,n,d,q,1,¢) returns true, with probability at least 1 — ¢, if p is an
n-variate degree d polynomial with agreement at least ¢ with f. It returns false with
probability at least 1 — ¢ if the agreement between f and p is less than g (It may
return anything if the agreement is between g and 0.)

Test-valid works as follows: Set k = O(éi2 log M) and pick (V... 2(® independently
and uniformly at random from GF(q)". If f(z(V) = p(2?) for at least 26 fraction of the
values of i € [k] then output true else false.

Again an application of Chernoff bounds yields the correctness of Test-valid. The running
time of Test-valid is bounded by the time to pick the k& points from GF(q)" and the time to

evaluate p on them, which is 0(6%(10g min{lw d)})(n;d))'

Proposition 4 Test-valid(f,p, 6, n,d, q,1, ¢) satisfies (P2). Its running time is bounded by
O3 (108 rty) (1))

Next we describe the properties of a “brute-force” algorithm for reconstructing polyno-
mials.

(P3) Brute-force(f,6,n,d, q,1, ¢) returns a list that includes, with probability 1 — 1, every
degree d polynomial p such that f and p agree on ¢ fraction of the points. With
probability at least 1 — ¢ it does not output any polynomial p whose agreement with
f is less than %.

Notice that the goal of Brute-force is what one would expect to be the goal of Find-all-poly.
Its weakness will be its running time, which is doubly exponential in n and exponential in
d. However, we only invoke it for n < 4. In this case its running time is of the order of 54",
The description of Brute-force is given in Figure 2.

Lemma 5 Brute-force(f,6,n,d, q, v, ) satisfies (P3). Its runs in time O(’g—f(logg)) where
L= (") and k=0 ((6—2) " (log1)).

Proof: The running time of Brute-force is immediate from its description (using the fact
that a naive interpolation algorithm for a (multivariate) polynomial with [ coefficients runs
in time O(*) and the fact that each call to Test-valid takes at most O(% log %) time). If a
polynomial p that is the output of the multivariate interpolation step has agreement less than
% with f, then by the correctness of Test-valid it follows that p is passed with probability
at most ¢/k. Summing up over the k iterations, we have that the probability that any
polynomial with agreement less than g is included in the output list is at most ¢.

To prove that with probability at least 1 — 1), Test-valid outputs every polynomial p with

0 agreement f, let us fix p and argue that in any one of the k iterations, p is likely to be
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Brute-force(f, 6, n,d, q, v, ¢)
Set [ = (njl'd)
k=0((6 =" (log )
L— A\
Repeat k times
Pick oV ... 20 € GF(q)".
Multivariate interpolation step:
Find p: GF(q)" — GF(q) of degree d s.t. Vi [l], p(z®) = f(z®).
If Test-valid(f,p,6,n,d,q, %, ¢/k) then L «— LU{p}.
endRepeat
return(L)

Figure 2: Brute-force

added to the output list with probability ( = The lemma follows from the fact that

the number of iterations is a sufficiently large multiple of %

To prove that with probability at least ¢ the polynomial p is added to £ (in a single
iteration), we show that with probability at least 2¢ the polynomial interpolated in the
iteration equals p. The lemma follows from the fact that Test-valid will return true with
probability at least %

To show that p is the polynomial returned in the interpolation step, we look at the task
of finding p as the task of solving a linear system. Let p" denote the [ dimensional vector
corresponding to the coefficients of p. Let M be the [ x [ dimensional matrix whose rows
correspond to the points ™), ... z® and whose columns correspond to the monomials in
p. Specifically, the entry M, ;, where j corresponds to the monomial :r‘lll ..ad s given by
() ()% Finally let f be the vector (f(z®),..., f(z®)). To show that p is the
polynomial returned in this step, we show that with high probability, M is of full rank and
p(z) = f(2™) for every i.

The last assertion is proven by induction on i. Let M® denote the i x [ matrix with the
first 4 rows of M. Fix (..., 20~ such that p(2\9)) = f(2\9)) for every j € [i — 1]. We
argue that with probability at least 6 — g over the choice of (¥, it holds that p(z(?) = f(2(®)
AND the rank of M is greater than that of M~ It is easy to see that f(z) = p(2®)
with probability at least 6. To complete the proof it suffices to establish that the probability,
over a random choice of (), that M® has the same rank as M~ is at most g. Consider
two polynomials p; and p, such that p;(29)) = py (1)) for every j € [i — 1]. Then for the
rank of M® to be the same as the rank of M®~Y it must be that p;(z()) = py(z®) (else
the solutions to the ith system are not the same as the solutions to the i — 1th system). But
for distinct polynomials p; and p, the event p;(2®) = py(2(Y) happens with probability at
most, g for randomly chosen z(Y). This concludes the proof of the lemma.
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As an extension of univariate interpolations, we have:

(P4) Compute-coefficients(p™), ... pld*t0) p(M)  pld+D) y d ¢ 1)) takes as input d+1 poly-
nomials p¥) in n — 1 variables of degree d — 1 and d+ 1 values ) € GF(q) and returns
a degree d polynomial p : GF(q)" — GF(q) such that p|.q) = p\9 for every j € [d+ 1],
if such a polynomial p exists (otherwise it may return anything).

Compute-coefficients works as a simple interpolation algorithm: Specifically it finds d 4 1
univariate polynomials Ay, ..., hey such that h;(r()) equals 1 if i = j and 0 otherwise and
then returns the polynomial p(z1, ..., z,) = zj;} hj(z,) pY (21, ..., 2, 1). Note that indeed

‘ d+1
Ty, ey Ty, 7)) = > hi(wn) Mz, Ty)
k=1

= p(j)(xl, ey Tp1)

_p )

Note that the polynomials h;(2) = [Licq1, a+1},j (r?)_ﬁ) depend only on the r()’s. (Thus,
it suffices to compute them once, rather than computing them from scratch for each monomial
of p as suggested in Section 2.2.)

Proposition 6 Compute-coefficients(p(), ... pld+h) () (@) o d g 1)) satisfies (P4).
Its running time is O(d? (";’d)).

3.2 The main routines

As mentioned earlier, the main subroutines are Find-all-poly and Extend, whose inputs and
properties are described next. They take, among other inputs, a special parameter o which
will be fixed later. For the sake of simplicity, we do not require Find-all-poly and Extend
at this point to output only polynomials with good agreement. We will consider this issue
later, when analyzing the running times of Find-all-poly and Extend.

(P5) Find-all-poly(f,6,n,d,q,v, ¢, «) returns a list of polynomials containing every polyno-
mial of degree d on n variables that agrees with f on at least a ¢ fraction of the inputs.
Specifically, the output list contains every degree d polynomial p with agreement 6
with f, with probability at least 1 — .

The algorithm is described formally in Figure 3. Informally, the algorithm uses the
(“trivial”) subroutines for the base cases n < 4 or d = 0, and in the remaining (interesting)
cases it iterates a randomized process several times. Each iteration is initiated by a random
linear transformation of the coordinates. Then in this new coordinate system, Find-all-poly
finds (using the “trivial” subroutine Brute-force) a list of all 4-variate polynomials having
significant agreement with the 4-prefix of the oracle.® It then extends each polynomial in the

SIn principle we could apply Brute-force for any constant number of variables (and not just 4). However,
since the running time is doubly-exponential in the number of variables, we try to use Brute-force only for a
small number of variables. The need for using Brute-force when the number of variables is very small comes
about due to the fact that in such a case (e.g., two variables) the randomization of the coordinate system
does not operate well. Furthermore, applying Brute-force for univariate polynomials seems unavoidable. For
simplicity of exposition, we choose to apply Brute-force also for 2, 3 and 4-variate polynomials. This allows
better settings of some parameters and simplifies the calculations at the end of the proof of Lemma 7.
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list one variable at a time till it finds the n-prefix of the polynomial (which is the polynomial
itself). Thus the crucial piece of the work is relegated to the subroutine Extend, which is
supposed to extend a given (i — 1)-prefix of a polynomial with significant agreement with f
to its ¢-prefix. The goals of Extend are described next.

(P6) Extend(f,p,0,n,d,q,1,p,«) takes as input a degree d polynomial p in n — 1 variables
and with probability at least 1 — 1 returns a list of degree d polynomials in n variables
that includes every polynomial p* that satisfies the following conditions:

1. p* has agreement at least 6 with f.
2. p*|; has agreement at least « - 6 with f|; for every j € {0, ..., d}.

3. p*lo = p.

Figure 4 describes the algorithm formally. Extend returns all n-variable extensions p*,
of a given (n — 1)-variable polynomial p, provided p* agrees with f in a strong sense: p*
has significant agreement with f and each p*|; has significant agreement with f|; (for every
j €40,...,d}). (The latter agreement requirement is slightly lower than the former.) To
recover p*, Extend first invokes Find-all-poly to find the polynomials p*|; for d + 1 values of j.
This is feasible only if a polynomial p*|; has good agreement with f|;, for every j € {0, ..., d}.
Thus, it is crucial that when Extend is called with f and p, all p*’s with good agreement
with f also satisfy the stronger agreement property (above). We will show that the calling
program (i.e., Find-all-poly at the higher level of recursion) will, with high probability, satisfy
this property, by virtue of the random linear transformation of coordinates.

All the recursive calls (of Find-all-poly within Extend) always involve a smaller degree
parameter, thereby ensuring that the algorithms terminate (quickly). Having found a list of
possible values of p*|;, Extend uses a simple interpolation (subroutine Compute-coefficients)
to find a candidate for p*. It then uses Test-valid to prune out the many invalid polynomials
that are generated this way, returning only polynomials that are close to f.

We now go on the formal analysis of the correctness of Find-all-poly and Extend.

3.3 Correctness of Find-all-poly and Extend

Lemma 7 Ifa <1 -— %, o > %, and q > 3 then Find-all-poly satisfies (P5) and Extend
satisfies (P6).

Proof: We prove the lemma by a double induction, first on d and for any fixed d, we
perform induction on n. We shall rely on the properties of Compute-coefficients, Test-valid,
Constants, and Brute-force, as established above.

Assume that Find-all-poly is correct for every d' < d (for every n' < n for any such d'.)
We use this to establish the correctness of Extend(f,p,n',d, q, v, a) for every n’ < n. Fix a
polynomial p* satisfying the hypothesis in (P6). We will prove that p* is in the output list
with probability 1 — ﬁ The correctness of Extend follows from the fact that there are

at most N, 45 such pol};ﬁomials p* and the probability that there exists one for which the
condition is violated is at most 1.
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Find-all-poly(f, 6, n,d, ¢, ¢, ¢, a);
If d =0 return(Constants(f,d,n,q,%));
If n <4 return(Brute-force(f,6,n,d,q,v,$));

L —{};

Repeat O(log%) times:
Pick a random nonsingular n X n matrix R over GF(q)
Pick a random vector b€ GF(q)".
Let ¢ denote the oracle given by g(y) = f(R '(y —1)).

Ly — Brute-force(g|gn-1,6,4,d, ¢, 13-, }).

for ¢ =25 to n do
L; — {} /* List of (d,i)-prefixes */
for every polynomial p € £, ; do
L; = L; U Extend(g|pn—i,p, 6,1, d, q, 10%7 b, )
endfor
endfor

Untransform L,: L] «— {p'(x) &of p(Rx +b)|p € L,}.
L—LUL.

endRepeat

return(L)

Figure 3: Find-all-poly

To see that p* is part of the output list, notice that, by the inductive hypothesis on
Find-all-poly, when invoked with agreement parameter « - ¢, it follows that for any fixed
j € {0,...,d}, the polynomial p*|; — p is included in £ with probability 1 — Mﬁ'
This follows from the fact that p*|; —p and f|; —p have agreement at least a- 6, the fact that
p*l; —p = p*|; — p*|o is a degree d — 1 polynomial’, and thus, by the inductive hypothesis on
the correctness of Find-all-poly, such a polynomial should be in the output list. By the union
bound, we have that for every j € {0, ..., d}, the polynomial p*|; — p is included in £ with

probability 1 — W as and in such a case p* — p will be one of the polynomials returned

by an invocation of Compute-coefficients. In such a case p* will be tested by Test-valid and
accepted with probability at least 1 — =2 Again summing up all the error probabilities,

2Nn’,d,o¢-5 )

we have that p* is in the output list with probability at least 1 — —%—. This concludes

N, Id,a-6

n

the correctness of Extend.

"To see that p*|; — p*|o is a polynomial of total degree at most d — 1, notice that p*(z1,...,,) can
be expressed uniquely as 7(x1,...,Tn—1) + Tnq(z1,-..,T,), where degree of ¢ is at most d — 1. Thus
p*|; —p*lo =7 q(x1,...,2n_1,7) is also of degree d — 1.
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EXtend(f; 6,]7, n, d: q, % (b: Oé) .

L —{}.
L0 « {0} (where 0 is the constant 0 polynomial).
for j=1 to d do

f9 —fl; —p- .

L£Y) —Find-all-poly(f9), a- 6,n,d — 1,q, ﬁmﬂ) b, a).
endfor

for every (d -+ 1)-tuple (p©,...,p?D) with p® € £K*) do
p' « Compute-coefficients(p®, ..., p®,0,...,d; n,d,q).
if Test-valid(f,p+p',6,n,d,q,v/(2Np.4.05), ¢) then
L —LU{p+7};
endfor
return(L').

Figure 4: Extend

We now move on to the correctness of Find-all-poly(f, 6, n,d, q,1, ¢, «). Here we will try
to establish that for a fixed polynomial p with agreement 6 with f, the polynomial p is
added to the list £ with constant probability in each iteration of the Repeat loop. Thus
the probability that it is not added in any of the iterations is at most Nfd& and thus the
probability that there exists a polynomial that is not added in any iteration is at most .
We may assume that n > 5 and d > 1 (or else correctness is guaranteed by the trivial
subroutines).

Fix a degree d polynomial p with agreement ¢ with the function f : GF(q)" — GF(q).
We first argue that (R,b) form a “good” linear transformation with constant probability.
Recall that from now onwards Find-all-poly works with the oracle g : GF(q)" — GF(q) given
by g(y) = f(R™'(y —b)). Analogously define p'(y) = p(R~(y — b)), and notice p’ is also a
polynomial of degree d. For any i € {5,...,n} and j € {0,...,d}, we say that (R,b) is good
for (4, j) if the agreement between g|; gn—: and p'|; go—i is at least @d. Lemma 8 (below) shows
that the probability that (R, b) is good for (7, ) with probability at least l—q%l- (2 + ﬁ)
Now call (R, b) good if it is good for every pair (i, 7), where ¢ € {5,...,n} and j € {0,...,d}.
Summing up the probabilities that (R,b) is not good for (i, j) we find that (R, b) is not good
with probability at most




- <d+1>-<2+5(1ia)2)-q‘-’:31

2 1 ; 1 dt1
< q2(q—1)+q—1 (Usingaw <1—+¢,60> %= andd+1<gq.)

11
S 3 (Using ¢ > 3.)

Conditioned upon (R, b) being good and relying on the property of Brute-force, it follows
that £, contains the 4-prefix of p with probability at least 1 — 10%1' Inductively, we have
that the i-prefix of p is not contained in the list £; with probability at most 5~. (By the
inductive hypothesis on Extend, with probability at most I()L’n the (i — 1)-prefix of p is in
L; 1 and yet the i-prefix is not returned by Extend.) Thus, with probability at most 1—10, the
polynomial p is not included in £,, (conditioned upon (R,b) being good). Adding back the
probability that (R, b) is not good, we conclude that with probability at most % + % < %, the
polynomial p is not in £,, in any single iteration. This concludes the proof of the correctness
of Find-all-poly. |

3.4 Analysis of the random linear transformation

We now fill in the missing lemma establishing the probability of the “goodness” of a random
linear transformation.

Lemma 8 Let f and g be functions mapping GF(q)" to GF(q) that have 6 agreement with
each other, and let R be a random non-singular n X n matrix and b be a random element of
GF(q)". Then, for every i € {1,...,n} and j € GF(q):

1
Eﬁ [fl|j,0"_i and ¢'|;pn-i have less than ab agreement} < p . (2 + m) ;

where f'(y) = f(R™(y — b)) and ¢'(y) = g(R~(y — b)).

Proof: Let G = {x € GF(q)"|f(x) = g(x)}, be the set of “good” points. Observe that
6 =|G|/q". Let Sgp = {x € GF(q)"|Rz+b has j0"" as suffix}. Then we wish to show that

|Srs NG| |G| 1 1
Pre 1o o Bl e = o = ), 5
R,rb |SR7b| <@ qgr | T ¢! + 6(1 — «)? (5)

Observe that the set Sk, can be expressed as the pre-image of (j,0"™") in the map 7 :
GF(q)" — GF(q)™, where m = n — i+ 1, given by n(z) = R'z + V' where R’ is the m X n
matrix obtained by taking the bottom m rows of R and ' is the vector obtained by taking
the last m elements of b. Note that R’ is a uniformly distributed m x n matrix of full rank
over GF(q) and b’ is just a uniformly distributed m-dimensional vector over GF(q). We first
analyze what happens when one drops the full-rank condition on R’.
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Claim 9 Let R be a random m x n matriz over GF(q) and V' be a random element of
GF(q)™. For some fized vector § € GF(q)™ let S = {x|R'z +V = §}. Then, for any set
G C GF(q)",

_|_ q_(n_m) .

SNG G m
| » ,ul_( q

I T T R SR PlTe]

Proof: We rewrite the probability in the claim as

G|-|S
Pr |SOG|<Q-M]
Rf,b/ qn
Gl - g™
< Pr |SﬂG|<a-||7q or |S|>q"_m]
R’7b/ qn
G
< Pr |SﬂG|<a-u] + Pr[IS|> ¢ ]
R qm R

The event in the second term occurs only if the matrix R is not full rank, and so the second
term is bounded by ¢~(»=™ (see Claim 10). We thus focus on the first term.

For x € G C GF(q)", let I(x) denote an indicator random variable that is 1 if z € S (i.e.,
R'z+V = §) and 0 otherwise. Then, the expected value of I(z), over the choice of (R, 1), is
¢~ ™. Furthermore, the random variables I(z1) and I(xs) are independent, for any distinct
xy and z3. Now, |[SNG| =, (), and we are interested in the probability that the sum
> zcq I(2) is smaller than a - |G| - ¢~™ (whereas the expected value of the sum is |G| - ¢~™).
A standard application of Chebychev’s inequality yields the desired bound.®

To fill the gap caused by the “full rank clause” (in the above discussion), we use the
following claim.

Claim 10 The probability that a randomly chosen m x n matriz over GF(q) is not of full
rank is at most g~ ("™,

Proof: We can consider the matrix as being chosen one row at a time. The probability
that the jth row is dependent on the previous j — 1 rows is at most ¢’ !/¢". Summing up
over j going from 1 to m we get that the probability of getting a matrix not of full rank is

(n—m)

at most ¢~ .
Eiatel

Finally we establish (5). Let Eg y denote the event that 5 < a- % (recall that
S = Spy) and let Fp y denote the event that R’ is of full row rank. Then considering the
space of uniformly chosen matrices R’ and uniformly chosen vectors b’ we are interested in
the quantity:

N N < N — NS
PrlBrylfryl < Prifryl+ Prio(fry)]

m

q —(n—m)
< ———— +2- .
= @yl
8Specifically, we obtain a probability bound of T 17a|)c_’v(||'g;l_m))2 = (172;;4 a7 as required.
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The lemma follows by substituting m =n —i+1 and |G| =6-2". |

3.5 Analysis of the running time of Find-all-poly

Lemma 11 For integers dy,ng,q and o, € [0,1] satisfying a®8y > 2dy/q, let M =
Maxo<da<dy{ Nog d,(ato=).(50/2) 1 Lhen, with probability 1—¢-(ng(do-+1)* M log M)™**-log(1 /1),
the running time of Find-all- poly(f 80, 1o, do, ¢, Yo, @, ) is bounded by a polynomial in M9+
(no +do)®, (zass )(dot4)* log 4 and log 5.

Proof: We fix ny and dy. Observe that in all recursive calls to Find-all-poly, ¢ and d are
related by the invariant 6 = a®~%§,. Now, assuming the algorithms run correctly, they
should only return polynomials with agreement at least 6/2 (which motivates the quantity
M). Further, in all such calls, we have that adod, — ‘5 > g, /2. Observe further that
the parameter ¢ never changes and the parameter v only affects the number of iterations
of the outermost call to Find-all-poly. In all other calls, this parameter (i.e., 1) is at least

Uy def m. Assume for simplicity that 1y < ;. Let 1%,T5,13, and T, denote the

maximum running time of any of the subroutine calls to Constants, Test-valid, Brute-force,
and Compute-coefficients, respectively. Let T' = max{T}, Ty, T3, 7,}. Then

n 1
T]_ = O(m log )
1 n0+d0
o= O0f—- .|
0= 0 (") eannea)

T — O L 10 —
P (a®6,/2)2 8%
where [ = O((dg +4)*) and £k = O (a,(d0+4)4 (60/2)~ (do+0)* . o0 io)

- ofe (3Y)
0

Note that all the above quantities are bounded by polynomials in (ng + dg)%, (=2=)@+4",

Oéd060
log M, log i, and thus so is 1. In what follows we show that the running time is bounded

B

by some polynomial in (ngdyM )(d°+1) and T and this will suffice to prove the lemma.

Let P(d) denote an upper bound on the probability that any of the recursive calls made
to Find-all-poly by Find-all-poly(f, a®~ %8, n, d, q, %, ¢, ) returns a list of length greater than
M, maximized over f, 1 < n < ngy, ¢ > 1. Let F(d) denote an upper bound on the running
time on Find-all-poly(f, a®~%6y, n,d, q,%, ¢, ), conditioned upon the event that no recursive
call returns a list of length greater than M. Similarly let E(d) denote an upper bound on
the running time of Extend, under the same condition.

We first derive recurrences for P. Notice that the subroutine Constants never returns
a list of length greater than a%% (every constant output must have a fraction of @
representation in the sampled points). Thus P(0) = 0. To bound P(d) in other cases, we
observe that every iteration of the Repeat loop in Find-all-poly contributes an error probability
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of at most ¢ from the call to Brute-force, and at most ny—4 times the probability that Extend
returns an invalid polynomial (i.e., a polynomial with agreement less than 6,4/2 with its input
function f). The probability that Extend returns such an invalid polynomial is bounded by
the sum of (d+ 1)+ P(d — 1) [from the recursive calls to Find-all-poly] and M*1 - ¢ [from the
calls to Test-valid]. (Notice that to get the final bound we use the fact that we estimate this
probability only when previous calls do not produce too long a list.) Finally the number of
iterations of the Repeat loop in Find-all-poly is at most log(M /1), by the definition of M.
Recall that in the outer most call of Find-all-poly, we have v = 1y whereas in all other calls
Y > 1y, where log(1/v¢1) = log(20my(dy + 1) M) < no(do + 1) log M, for sufficiently large ng.
Thus summing up all the error probabilities , we have

P(d) < log(M/¢)-no- ((d+1) - P(d— 1)+ M* . ¢)
where for d = dy we use ¢ = ¢y and otherwise ¢ = 1);. It follows that
P(do) < log(M/o) - no- ((do+1)- P(dy — 1) + M - ¢)
< log(M /o) - mg - (do + 1) - ((no - (dy +1))*log M)do ML
do

< (m3 o+ 1) Mlog M) - 6 - log(1/1y)

A similar analysis for F' and E yields the following recurrences:

T

0 < T
(d) < ng(do+1)(log M) - E(d)
(d) <

(

oy
N

d (d+1)F(d—1) + M*™'T

Solving the recurrence yields F(d) < (nd(dy + 1)>M log M)**T. This concludes the proof
of the lemma. |

Lemma 12 For integers dy,no and «, 0y € [0,1], let M = maxXo<a<dy{ Ny d,(ad0-4).(50/2) ) If
azl—ﬁ and 6y > 2e %0 thenMgO(%).

Proof: We use Part (2) of Theorem 17, which claims that N, s < m, provided

8% > d/q. Let 64 = a®~96,. Then 64/2 > (1 — z5)%*" - (60/2) = bo/2¢ > \/d/q, by the

o : 1 2yl
condition in the lemma. Thus M is at most T < 7= O(%). I

Theorem 13 Given oracle access to a function f and suppose 6, k,d and q are parameters

satisfying 6 > max{%,%q/d/q} and ¢ > 3. Let o = 1 — ﬁ, v =2"%and ¢ = 27 -

(n(d + 1)4) 2D Then, given oracle access to a function f : GF(q)" — GF(q), the
0

algorithm Find-all-poly(f, 6, n,d, q, v, ¢, @) runs in poly((k-nd/é)o(d4))—time and outputs, with

probability at least 1 —27% a list containing all degree d polynomials that agree with f on at

least an 6 fraction of the inputs. Furthermore, the list does not contain any polynomaials that
agree with f on less than an g fraction of the inputs.
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Remarks:

1. Thus, combining Theorems 1 and 13, we get reconstruction algorithms for all d < ¢,
provided ¢ is large enough. Specifically, for the case ¢ = 2 and d = 1, we invoke
Theorem 1.

2. The constant 2e in the lower bound on é can be replaced by (1 + ¢ e for any € > 0,
by re-calibrating the subroutine Test-valid and by setting o = 1 — %.

Proof: The main part of the correctness claim follows from Lemma 7, and the running-time
bound follows from Lemmas 11 and 12. (In particular, note that the condition a®d, > 2d/q

from Lemma 11 is met, since a% = é and 6y > 24/d/q > 2d/q.) The furthermore part

follows from the proof of Lemma 11. |

4 Counting: Worst Case

In this section we give a worst-case bound on the number of polynomials that agree with
a given function f on ¢ fraction of the points. In the case of linear polynomials our bound
works for any ¢ > %, while in the general case our bound works only for ¢ that is large
enough. The bounds are derived using a very elementary property of polynomial functions,
namely that two of them do not agree on too many points. In fact we first state and prove
bounds for any generic “error correcting code” and then specialize the bound to the case of

polynomials.

4.1 General error-correcting bounds

We first recall the standard definition of error-correcting codes. To do so we refer to strings
over an alphabet [¢]. For a string R € [q]"V (R for received word) and i € [N], we let R(i)
denote the ith coordinate of R. The Hamming distance between strings R, and Ry, denoted
A(Ry, R»), is the number of coordinates i where Ry(i) # Ra(7).

Definition 14 (Error correcting code) For integers N, K, D and q an [N, K, D], code
is a family of ¢ strings from [q|" such that for any two distinct strings in the family, the
Hamming distance between them is at least D. That is, if C C [q] is an [N, K, D], code
then |C| = ¢¥ and for every Cy # Cy € C it holds that A(Cy,Cy) > D.

In the following theorem we take an arbitrary word R € [¢]"V and consider the number of
codeword that may have a Hamming distance of at most (1 —6) - N from R (i.e., codewords
that agree with R on at least 6 - N coordinates). We give an upper bound provided ¢ is
sufficiently large (as a function of D/N).

Theorem 15 Let N, D and q satisfy % < 1 and define vy ey - % > 0. Let 6 > 0 and
R € [q]". Suppose that C\,...,Cy, € [q|N are distinct codewords from an [N, K, D], code

that satisfy A(R,C;) < (1 —10)- N, forall j € {1,...,m}. Then the following bounds hold:
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LIfo>2+7%-\/7—3 thenm<ﬁ.
It follows that if 6 > /2y then m < 2/6.

(1) (1L
2. If y> 1 , and 6> < —|— \/ y—2)-(1— %) then m < (6_(1/(1))3_51_5))(7_1).
It follows that if (v > % v - % 62177. In

particular, for v =X, the bounds hold for every 6 > L.
Ty q

For small 7, the latter (simpler) expressions given in each of the two parts of the theorem
provide good approximations to the former (tighter) expressions. The fact that the former
expressions imply the latter ones is obvious for Part (1), and is proved below for Part (2).

Additional Remarks:

1. The bounds in the two parts of the theorem apply in different situations and yield
different bounds on m. The first bound applies for somewhat larger values of ¢ and
yields a stronger bound that is O( ). The second bound applies also for smaller values
of § and yields a bound that grows as O(35).

2. Note that Part (2) only considers codes with distance D < (1—1/q)-N (i.e., v > 1/q).

. 0= (1-1)
Still, the bound m < Gy o
(See Footnote 9 at the end of the proof of Part (2).) We mention that it is well
known that codes with distance D > (1 —1/q) - N have at most ¢N codewords, which

immediately implies m < ¢N < N/v (for any v > 1/q regardless of 0).

, holds also in case v < 1/¢, provided 6 > 1/q.

Proof (of Part 1): The bound in Part (1) is proven by a simple inclusion-exclusion
argument. For any m' < m, we count the number of coordinates i € [IN] that satisfy the
property that one of the first m' codewords agree with R on coordinate 7. Namely, let
x; (1) = 1if Cj(i) = R(3) and x;(i) = 0 otherwise. Then, by inclusion-exclusion we get

N > i35 x;() =1}

> inj(i)—— Yo Do X)X,

=1 1< <p<m!

m'
> . _ . - C-. (1) =C.. (i
> o= () e 165 G = @)

where the last inequality is due to the fact that C; agrees with R on at least 6N coordinates.
Since two codewords Ry and Ry can agree on at most N — D coordinates, we get:

Tl
Vm' <m, m'6N — w (N -D)<N. (6)
Consider the function ¢(y Ly 2 (542 -y~+ 1. Then (6) says that g(m') > 0, for every
2 2

integer m' < m. Let oy and ay be the roots of g. To establish Part (1) we show that
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The roots oy and ag are both real numbers.

The roots are both non-negative.

[ ] |Oé]_—042| > ]_

2

° min(al,az) < 1

Without loss of generality, suppose «; < «y. It follows that m < «y, since otherwise
g(m') < 0 for every m' € (ay,as) and in particular for the integer m' = |ay] + 1, in
contradiction to the above (i.e., g(m') > 0 for every m’ < m).

Let 8 =v/2. Then g(y) = By* — (3 +6) - y + 1. The roots, o; and ay are real, provided

that ¢ & (B + 6)* — 4 is positive which follows from a stronger requirement (see below).

Without loss of generality, suppose a; < «ay. To guarantee ay — vy > 1, we require 2 Ziﬂc > 1
which translates to ¢ > ? (and hence ¢ > 0 as required above). We need to show that

(B+06)?—46> 5

which occurs if 6 > /(3% + 40 — (3. Plugging in the value of § we find that the last inequality
is exactly what is guaranteed in the hypothesis of Part (1) of the theorem statement. Thus
oy and ay are real and oy — oy > 1. Lastly, we bound the smaller root a;. First we prove
the upper bound.

B4+6—/(B+06)%—4p

o =

23 y
- 5 ()
()

where the inequality follows by ¢ > 0. Again by plugging in the value of § we get the
desired bound. For the lower bound, consider the first equality in the above displayed set of
inequalities and note that since § > 0, we have

_ Bro-yBLE -4
- 5

631

24



Proof (of Part 2): We first introduce some notation. In what follows we will use the
arithmetic of integers modulo ¢ to simplify some of our notation. This arithmetic will
be used on the letters of the alphabet, i.e., the set [g]. For j € {1,...,m} and i € [N]
let I';(i) = 1if C;(i) # R(:) and 0 otherwise. (Notice that I';(i) = 1 — x;(¢).) For j €
{1,...,m}, t€{0,...,¢ — 1} and i € [N] let I'V(3) = 1 if C;(4) — R(i) =t (mod ¢) and
0 otherwise. Thus I';(i) = 1 if and only if there exists ¢ # 0 such that Fg-t)(i) = 1. Let

wj G C;(i) # R(1)}| = X; (i) and let w = %w] The fact that the C}’s are close
to R implies that w; < (1 —6) - N, for all j.

Our proof generalizes a proof due to S. Johnson (c.f., MacWilliams and Sloane [31]) for
the case ¢ = 2. The central quantity used to bound m in the binary case can be generalized
in one of the two following ways:

S= 2 Ty ()

J1,J2,0
§'= 3 TR 0.
J1,72,8 t#0

The first quantity sums, over all j;, j», the number of coordinates for which C}, and Cj, both
differ from R. The second quantity sums, over all j;, jo, the number of coordinate where C,
and C}, agree with each other, but disagree from R by ¢. (Notice that the two quantities are
the same for the case ¢ = 2.) While neither one of the two quantities are sufficient for our
analysis, their sum provides good bounds.

Lower bound on S + S’: The following bound is shown using counting arguments which
consider the worst way to place a given number of differences between the C;’s and R. Let
Ni = [{4lC5(0) # R@)} = ¥, T5(0) and let N = [{j|C;(i) — R()) = t (mod q)}| =
> th)(z’). Note that >°; Ny = 32, 2,20 N, i( ) = mw. We can lower bound S as follows:

S= Y TI,() ZN2 N)2

J1,J2,%

where the last inequality above follows from the fact that subject to the condition Y, N; =
mw, the sum of N;’s squared is minimized when all the N;’s are equal. Similarly, using
20 2ot£0 Nz-(t) = mw, we lower bound S’ as follows:

) ) (mw)?
= 3 S rOrY6) =3 (v = PRV

1,521 t£0 i 1£0 (g
By adding the two lower bounds above we obtain:
S SI > (mw) (mw) — qfl 7
L Y Py N 0

Upper bound on S + S’: For the upper bound we perform a careful counting argument
using the fact that the C)’s are codewords from an error-correcting code. For fixed ji, j2 €
{1,...,m} and t,,ty € [q], let

j172) — | fp(t) - ts) /-
MU = |GT (i) = 1) () = 1},

25



For every ji, jo, we view the Mt(ftlf)’s as elements of a ¢ x ¢ matrix MU172). Now, S and S’
can be expressed as sums of some of the elements of the matrices A/(172). Summing over the
(¢ — 1) x (¢ — 1) minors of all the matrices we get:

S=3 3 > M

J1,J2 t17£0 t2#£0

and summing the diagonal elements of MU172) over all j,j,, we get

Sl — Z ZMt(tjljz)

J1j2 t#0

We start by upper bounding the internal sum above for fixed pair (ji, j2), 71 # j2. Since
the C,’s are codewords from an [N, K, D], code we have R; (i) = Rj,(i) for at most N — D
values of 7, so o

Z Mt(t_71.72) < N-D-— M(]132) = YN — Méjlh).

t£0
Note that the sum of the values of all elements of M(52) equals N, and N — w;, (resp.
N —wj,) is equal to the sum of the values of the 0" column (resp. row) of M52, To bound
the remaining term in the summation above we use inclusion-exclusion as follows:

> > M

1170 t2#0

= ZZ )5(1])512]2 _ ZMt(ljah) ZM (9172) + My} (4172)

t1 t2
= N-— (N - wjl) (N w]z) + M(EJUZ)
= Wy + Wiy — N+ M(EJUZ)'

Combining the bounds above we have (for j; # ja)

SMPR 4 Y Y MIF < (N = M) + (w, + ws, — N+ M)
t£0 t17#0 t2#£0
= wj + wy, _(1_7)'N'

(The key point above is the Cancellatlon of My (7172) .) Observe that if j; = jo = j, then the

quantity >y 0 2 ¢, £0 Mtltz 2140 = w;.
We now combine the bounds above as follows:

S+5 =% (2 M+ 33 M) + 3 (ZM””) +Y ¥ Mtf,}f))

J  \t#0 t1#0 t2#£0 Ji#£j2 \t#0 t1#0 t2#£0
< ZZwJ + Y (wj, + wj, — (L —7)N)

J1#J2

= 2m W — m(m — 1)(1 — y)N.

Thus, we get:
S+8 < u-(1-9)-N)-m*+(1-7)-N-m. (8)
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Putting it together: Combining (7) and (8) and letting 6 = 1 — w/N, we get

m < (1-7) !
- (R +l-v-2-F
1
= (1-1)
(1—0)2L +1—v—2(1—0)

provided (1 — 5)2#’1 +1—7——2(1-28)>0. Let g(z) & q%lxz —2r+ (1 — ). Note that
g(x) is monotone decreasing when z < %. Note further that % < 6 < 6 and thus we get:
< -y
m < (1=9) —7—,
g(1=9)
provided g(1 — 6) > 0. We need to bound 6 so that g(1 — ) > 0. Observe first that
— 2 . — —
g(z) = &5~ (%—x) - (fy—%). Thus g(z) > 0 if % -z > %-(’y—%). (Note
that the expression in the square root is non-negative, since v > %.)9 In other words,

g(1—46) > 0, provided 6 > % + \/(1 - %) : (7 - %) In this case the bound obtained on m is

1-—y 1—y .. . . .
P i Py This is exactly as claimed in the main part of Part (2).
We now move on to prove secondary bounds claimed in Part (2). Firstly, we show that

g(1—06) > 0 for 6 > %—l—« [y — %. This follows immediately from the above and the inequality:

1 1 1 1 1

o 6

q ¢ "~ q q q)
Next, we verify that g(1 —6) > 0 for every 6 > /7. Let 2 =1 —06. Then 1 —2 =6 > /7.
In this case we have:

1 2
glz) = |1+—— |2 —22+1—7
qg—1
= (I—2)+ ! T —
g—1
> (1-2)" =~
> 0

Thus g(1 —6) > 0 provided ¢ > min{,/7, % +4/7 — %} We now derive the claimed upper
bounds on m. Setting x =1 — ¢, and using g(x) > (1 — 2)? — 7, we get g(1 — §) > 6% — 7.

1—y 1—v 1
Thus m < o1=6) < 7y <

9For v < %, the function g is positive everywhere. However to use the inequality g(1 — ) < g(1 — §), we
need § > %. This gives the bound claimed in Additional Remark 2 after Theorem 15.
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4.2 The special case of polynomials

Recall that a function f : GF(q)" — GF(q) may be viewed as a string of length ¢" with
letters from the set [¢]. Viewed in this way we get the following construction of a code using
multivariate polynomials. These codes are known as Reed-Muller codes in the coding theory
literature.

Proposition 16 The collection of degree d polynomials in n variables over GF(q) form an
N, K, D], code, for N =¢", K = ("ji'd) and D = (¢ —d) - q" .

Proof: The parameters N and K follow by definition. The distance bound D is equivalent
to the well-known fact [10, 38, 46| that two degree d (multivariate) polynomials over GF(q)
may agree in at most d/q fraction of the inputs.

Combining Theorem 15 with Proposition 16 (and using v = (Ei in the theorem), we get
the following upper bound on the number of polynomials with ¢ agreement with an arbitrary
function.

Theorem 17 Let 6 > 0 and f : GF(q)" — GF(q). Suppose that p1,...,pm : GF(q)" —
GF(q) are distinct degree d polynomials that satisfy Pryecrgyn [f(x) = pi(x)] > 6, for all
i€ {l,...,m}. Then the following bounds hold:

d . /d d 2
1. ]f5>,/2+5-\/§——2—q then m < :*7.

2q

In particular, if 6 > \/2d/q then m < 2/6.

14+4/(d—1)(g—1 — —
2. If 6 > w then m < 4 d;éq 2. (6_1)2_1@—1)@—1) :
q ‘12

In particular, if 6 > min{\/g, % + w/%} then m < 7627(151/(1)'

We emphasize the special case of linear polynomials (i.e., d = 1):

Theorem 18 Let ¢ > 0 and f : GF(¢)" — GF(q). Suppose that py,...,pn : GF(¢)" —
GF(q) are distinct linear functions that satisfy Prycapgr [f(®) = pi(w)] > % + €, for all

2
ie{l,...,m}. Thenmg(l—%) -5 <5

> 2

Proof: Just substitute d = 1 and 6 = % + € in the main part of Part (2) of Theorem 17.
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4.3 On the tightness of the upper bounds

We show that several aspects of the bounds presented above are tight. We start with the
observation that Theorem 15 can not be extended to smaller § without (possibly) relying on
some special properties of the code.

Proposition 19 Let 6y, vy satisfy the identity

o [G DD

Then for any € > 0, and for sufficiently large N, there exists an [N, K, D], code C, with
NL < vy+e€ aword R e [g]N and M > 2USN) codewords Cy,...,Cy € C such that
A(R,Cj) < (1— (6o —€)) - N, for every j € [M].

Remark: The proposition above should be compared against Part (2) of Theorem 15. That

part says that for & and 7o satisfying (9) and any [N, K, D], code with &5 = ~, there

exist at most O(3x) codewords at distance at most (1 — 6) - N from any string of length N.
0

In contrast, the proposition says that if ¢y is reduced slightly (to 6y — €) and vy increased
slightly (to o + €), then there could be exponentially many codewords at this distance.

Proof: The bound is proven by a standard probabilistic argument. The code C will consist
only of the codewords C', ..., C)y that will be close to the string 2. The codewords C}’s are
chosen randomly and independently by the following process. Let p € [0, 1], to be determined
shortly.

For every codeword C}, each coordinate is chosen independently as follows: With prob-
ability p it is set to be 1, and with probability 1 — p it is chosen uniformly from {2,..., ¢}.
The string R is simply 17,

Observe that for any fixed j, the expected number of coordinates where R and C; agree
is pN. Thus with probability at most 2~V the agreement between R and C; is less than
(p — €)N. Tt is possible to set M = 2%<N) 5o that the probability that there exists such a
word Cj is less than 3.

Similarly the expected agreement between C; and C; is (p2 + (1(1_%1)2) - N. Thus the
probability that the agreement between a fixed pair is e N larger than this number is at most
2 UEN), Again it is possible to set M = 22U N) such that the probability that such a pair
C; and Cj exists is less than 1.

Thus there is a positive probability that the construction yields an [V, Q(fjg]\g ), D], code

with 752 = p? + % + ¢, so that all codewords are within a distance of (1 — (p —€))N of

the word R. Thus, the setting 6y = p and vy = p* + % would yield the proposition, once
it is verified that this setting satisfies (9). The latter fact is easily verified by the following
algebraic manipulations, starting with our setting of 6y and .

(1—6p)?

= §2
Yo 0+ q—l
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This concludes the proof. |

Next we move on to the tightness of the bounds regarding polynomials. We show that
Theorem 18 is tight for 6 = O(1/q), whereas Part (1) of Theorem 17 is tight for 6 = ©(1/,/7)
and d = 1. The results below show that for a given value of 6 that meets the conditions of
the appropriate theorem, the value of m can not be made much smaller.

Proposition 20 Given a prime p, and an integer k satisfying 1 < k < p/3, let 6 = k/p.

Then, there exists a function f : GF(p) — GF(p) and at least m &€ — L linear functions

18(k—1)52

fiyooos fm 2 GE(p) — GE(p) such that [{z|fi(x) = f(x)}| > ép =k, for all i € {1,...,m}.
Furthermore, if 6 > \/1/p then m > % —1.

For ¢ = 127 = Il) + €, we get m = 18% (which establishes tightness of the bound m < 54—2 = %

given in Theorem 18). For 6 = \/g + zl? > \/g , we get m > £ — 1 (which establishes tightness
of the bound m < £ given for d = 1 in Part (1) of Theorem 17).

Proof: We start by constructing a relation R C GF(p) x GF(p) such that |R| < p and
there exist many linear functions g, ..., g, such that |R N {(z, g;(z))|x € GF(p)}| > k for
all 7. Later we show how to transform R and the g;’s so that R becomes a function that still
agrees with each transformed g; on k inputs.

Let I = |p/k| and recall that 6 = k/p. Notice | ~ § and [ > § — 1. The relation R
consists of the k- [ < p pairs in the square {(¢,7)|0 <i < k,0 < j < l}. Let G be the set of
all linear functions that agree with R in at least k& places. We shall show that G has size at
least 1/(186%(k — 1)). Given non-negative integers a,b s.t. a- (k — 1) + b < [, consider the
linear function g, (z) = ax + b mod p. Then, g,,(7) € {0, ..., —1}, for ever such (a,b) and
i €4{0,...,k —1}. Thus, g,,(7) intersects R in k places. Lastly, we observe that there are
at least 1/(186%(k — 1)) distinct pairs (a,b) s.t. a-(k — 1) + b < [: Fixing any a < [, there
are at least [ — (k — 1)a — 1 possible values for b, and so that the total number of pairs is at
least

S

T N 1 (g
;l—(/ﬂ—l)a—l = (HﬂLl)-(Z—l)—(ls—l)-kl (’;1+)
(1)
T
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(1 — 26)?
> -~ @7
= 26%(k — 1)
> 1
= 1882(k — 1)

(Using | > L))
(Using 6 < 5.)

Next, we convert the relation R into a function in two stages. First we stretch the relation

by a factor of [ to get a new relation R'. That is, R' % {(I-4,7)|(i,j) € R}. We modify

the functions g, € G accordingly: That is, g, () © gus(7t ) = (a- 7))z 4 b, where [~

is the multiplicative inverse of I (mod p) and g,(x) = ax +b. Thus, if g,,(i) = j, then
Jop(l-7) = j, and s0 if (4, ga (7)) € R then (I-i,g;,(l-7)) € R'. It follows that is g, agrees
with R on at least k places then g, , agrees with R’ on at least k places. Thus, letting G’
denote the set of linear functions that agree with R’ in k places, we have g, , € G"if g, € G.
Moreover the map from G to G' is one-to-one (i.e., g, is mapped to g, , = gi-1.4), implying
|G'| > |G|. (Actually, the argument above extends to show that |G'| = |G].)

We note that for all @ < [ (which in turn is smaller than p/2), it holds that 7' -a# — 1
(mod p). (This is the case since otherwise « = —l = p — [ (mod p), in contradiction to
a<p/2.)

Last we introduce a slope to R', so that it becomes a function. Specifically, R" et {(i+
5, 7)€ Ry ={(-i+7,7)|(4,j) € R}. Notice that for any two distinct (i1, 1), (i1, 2) €
R", we have iy # iy (since 1y = [ -4} + j1, is = [ - i, + jo, and jy, > € {0,...,l — 1}), and so
R" can be extended to a function f : GF(p) — GF(p) (i.e., if (i,5) € R" then j = f(i)).
Now for every function ¢'(x) = o'z +b" € G', consider the function ¢"(z) = o"x + 0", where
a"=d/(1+d)and b’ =V /(1+d') (and recalling that ' —1 (mod p)). Observe that if
g'(x) =y, then

Sty = )+
1+a 1+ad
a’ , , 1
= 154 (x+dz+0)+ o
= dr+b =y

Y

Thus, if ¢’ agrees with R’ in at least k places then ¢” agrees with R" in at least k places (since
(x,¢'(x)) € R implies (x + ¢'(z),9"(z + ¢'(x))) € R" and x; + ¢'(z1) = (¢/ + 1) -z, + b] #
(@' 4+ 1) - xy 4+ b] = 29 + ¢'(xy) for all z; # x4), and hence ¢"” agrees with f in at least &
places. Again, the mapping of ¢’ to ¢” is one-to-one (since the system «” = a'/(1 + a’) and
b" =10'/(1+ a') has at most one solution in (a,')). Thus, if we use G” to denote the set of
linear functions that agree with f in k places, then we have |G"| > |G'| > |G| > m, as
desired.

For the furthermore clause, observe that if 6 > /1/p then our setting dictates [ — 1 <
VP < k and so % < 1. Actually, in this case we may use {gop : b = 0,...,0 — 1} in role of
G, G' and G”, and derive |G| >1>1—1. |

Finally we note that the bounds in Theorem 17 always require 6 to be larger than
d/q. Such a threshold is also necessary, or else there can be exponentially many degree
d polynomials close to the given function. This is shown in the following proposition.
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d—1

-7 Then, there exist an

Proposition 21 Let g be a prime-power, d < q and 6 = g

n-variate function f over GF(q), and at least ¢"~' degree d polynomials that agree with f on
at least a O fraction of the inputs.

Note that for d = 1 we have 6 = %. Also, by a minor extension of the following proof, we
may use in role of f any n-variate degree d polynomial over GF(q).

Proof: We use the all-zero function in role of f. Consider the family of polynomials having
the form [J%}(z; — i) - X0, cizi, where cy,...,c, € GF(q). Clearly, each member of this
family is a degree d polynomial and the family contains ¢"~! different polynomials. Now,
each polynomial in the family is zero on inputs (ay, ..., a,, ) satisfying either a; € {1,...,(d—1)}
or Y., c;a; = 0, where the ¢;’s are these specifying the polynomial in the collection. Since
at least a % + (1 - %) . % fraction of the inputs satisfy this condition, the proposition

follows. |

5 Counting: A Random Case

In this section we present a bound on the number of polynomials that can agree with a
function f if f is chosen to look like a polynomial p on some domain D and random on other
points. Specifically, for [D| > 2(d + 1) - ¢"~', we show that with high probability p itself is
the only polynomial that agrees with f on at least |D| (and even |D|/2) points.

Theorem 22 Let 6 > @. Suppose that D is an arbitrary subset of density 6 in GF(q)",

and p(z1, ..., x,) s a degree d polynomial. Consider a function f selected as follows:

1. f agrees with p on D;

2. the value of f on each of the remaining points is uniformly and independently chosen.
That is, for every x € D dof GF(q)" \ D, the value of f(x) is selected at random in
GF(q).

Then, with probability at least 1 — exp{(n®log, q) — 62¢™ 2}, the polynomial p is the only

degree d polynomial that agrees with f on at least a 6/2 fraction of the inputs.

Thus, for functions constructed in this manner, the output of our reconstruction algorithm
will be a single polynomial; namely, p itself.

Proof: We use the fact that for two polynomials p; # pe in GF(q)", pi(z) = pa(x) on
at most d/q fraction of the points in GF(¢)" [10, 38, 46]. Thus, except for p, no other
degree d polynomial can agree with f on more than g - ¢" points in D. The probability

that any polynomial p’ agrees with f on more than a % + € fraction of the points in D is at
most exp{—¢e?¢q"}. Furthermore, in order to agree with f on more than an g fraction of all
points, p’ must agree with f on at least (g — (Ei) - ¢" of the points in D, and so we can use

€ > % — % > % — % + M > g. Thus, the probability that there exists a
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degree d n-variate polynomial, other than p, that agrees with f on at least an §/2 fraction

2
of all points is at most ¢"* - exp{— (g) q"}, and the theorem follows. |

6 Hardness Results

In this section we give evidence that the (explicit or implicit) reconstruction problem may
be hard for some choices of d and the agreement parameter ¢, even in the case when n = 1.
We warn the reader that the problems shown to be hard does differ in some very significant
ways from the reconstruction problems considered in previous sections. In particular, the
problems will consider functions and relations defined on some finite subset of a large field,
either the field of rational numbers or a sufficiently large field of prime order, where the
prime is specified in binary. The hardness results use the “large” field size crucially.
Furthermore, the agreement threshold for which the problem is shown hard is very small.
For example, the hardness results of Section 6.2, defines a function f : Hy x Hy — F', where
F'is a large field and H,, Hy are small subsets of F'. In such a hardness result, one should
compare the threshold ¢ of agreement that is required, against max{ Hl\ T since the latter
ratio that determines the “distance” between two polynomials on this subset of the inputs.
Our hardness results typically hold for ¢ ~ — d”' - We stress that the agreement
is measured as a fraction of the subset mentione Love rather than as a fraction of the
n-tuples over the field (in case it is finite), which is much smaller.

6.1 NP-hardness for a variant of the univariate reconstruction
problem

We define the following (variant of the) interpolation problem PolyAgree:

Input: Integers d,k,m, and a set of pairs P = {(z1,y1),-.., (Tm,¥ym)} such that Vi €
[m], x; € F, y; € F, where F is either the field of rationals or a prime field given by its size
in binary.!°
Question: Does there exist a degree d polynomial p : F* — F for which p(z;) = y; for at
least k different ¢’s?

We stress that the pairs in P are not required to have distinct z-components (i.e., z; = ;
may hold for some i # j). Our result takes advantage of this fact.

Theorem 23 PolyAgree is NP-hard.

Remark: This result should be contrasted with the results of [40, 19]. They show that
PolyAgree is easy provided k > v/dm, while our result shows it is hard without this condition.
In particular, the proof uses m = 2d+3 and k = d+2 (and so k < \/%) Furthermore, our
result is established using a set of pairs in which x; = ; holds for some 7 # j, whereas this
never happens when given oracle access to a function (as in previous sections and in [40, 19]).

10When F is the field of rational numbers, the input elements are assumed to be given as a ratio of two
N-bit integers. In such a case the input size is measured in terms of the total bit length of all inputs.
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In the next subsection, we show that in it is hard even in the oracle setting when the number
of variables is at least two.

Proof: We present the proof for the case of the field of rational numbers only. It is easy
to verify that the proof also holds if the field F' has prime order that is sufficiently large (see
parenthetical comments at the end of the proof for further details.)

We reduce from subset sum: Given integers B, ay, ..., ay, does there exist a subset of the
a;’s that sum to B (without loss of generality, a; # 0 for all 7).

In our reduction we use the fact that degree d polynomials satisty certain interpolation
identities. In particular, let o = (—1)”15“{1) for 1 <i<d+1and ap = —1. Then
S i f(i) = 0 if and only if (0, £(0)), (1, f(1)),...,(d + 1, f(d + 1)) lies on a degree d
univariate polynomial.

We construct the following instance of PolyAgree. Set d =1—1, m = 2d+3 and k = d+2.
Next, set x; < i, Tgy14i < &, Yi < a;/a;, and ygi14; < 0 for 1 < ¢ < d+ 1. Finally, set
ZTagr3 < 0 and yaq43 — B.

No polynomial can pass through both (z;,y;) = (i, a;/«;) and (xgy14i, Yay14:) = (i,0) for
any 7, since a; # 0. We show that there is a polynomial of degree d that passes through
(0, B) and one of either (¢,0) or (i,a;/«;) for each 1 < i < d + 1 if and only if there is a
subset of ay,...,aqsy; whose sum is B.

Assume that there is a polynomial p of degree d that passes through (0, B) and one
of (4,0) and (4,a;/;) for each 1 < i < d+ 1. Let S denote the set of indices for which
p(i) = a;/a; (and p(i) =0 for 7 € [d 4+ 1]\ S). Then

d+1

0:Zaip(i):aO-B+Zai-ﬁ:—B+Zai (10)
i=0

icS Q; icS

Similarly, if there is set of indices S such that ;g a; = B, then we define f so that f(0) = B,
f(i) = a;/a; for i € S and f(i) = 0 for i € [d + 1]\S. Observing that >4 o, f(i) = 0 i
follows that there is a degree d polynomial that agrees with f on¢=0,...,d + 1.

For the case where F' is a finite field of order ¢, we assume that the integers B and
ai,...,aqy1 are all multiples of a; for every i. (This assumption can be realized easily by
multiplying all integers in the input by lem(|agl, ..., |aq 1]).) Further we pick ¢ > |B| +

“*1a;|. The only change to the proof is that the equalities in Equation (10) directly hold

only modulo ¢q. At this stage, we use the condition ¢ > |B| + Y%! |a;| to conclude that

B = ZiES a;.

6.2 NP-hardness of the reconstruction problem for n > 2

In the above problem, we did not require that the z;’s be distinct. Thus this result does not
directly relate to the black box model used in this paper. The following result applies to our
black box model for n-variate functions, for any n > 2.

We define a multivariate version of PolyAgree that requires that the x;’s be distinct. We
actually define a parameterized family FunctionalPolyAgree,, for any n > 1.
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Input: Integer d, a field F, a finite subset H C F™, a rational number ¢, and a function
f: H— F, given as a table of values.

Question: Does there exist a degree d polynomial p : F — F' for which p(z) = f(x) for at
least 6 fraction of the x’s from H?

Theorem 24 For every n > 2, FunctionalPolyAgree,, is NP-hard.

Proof: We prove the theorem for n = 2. The other cases follow by simply making an
instance where only the values of first two variables vary in the set H and the remaining
variables are assigned some fixed value (say 0).

The proof of this theorem builds on the previous proof. As above we reduce from subset
sum. Given an instance B,aq,...,a; of the subset sum problem, we set d = [ — 1 and
k = 2(d+ 1) and F to be the field of rationals. (We could also work over any prime field

GF(q), provided ¢ > |B|+ Y1, |a;].) Let 6 = 2&132). We set H; ={0,...,d+1}, Hy, = [2k].

and let H = H, x H,. For i € H; we let o; = (—1)**! (djl) as before. For i € H; — {0}, let
y; = a;/«; as before. The function f is defined as follows:

B ifi=0
Fi) =y i€ H - {0} andje K
0 otherwise (i.e.,ifi € H  — {0} and j € {k+1,...,2k}

This completes the specification of the instance of the FunctionalPolyAgree, problem. We
now argue that if the subset sum instance is satisfiable then there exists a polynomial p with
agreement ¢ (on inputs from H) with f. Let S € [I] be a subset such that Y ;cga; = B.
Then the function
B ifi=0
p(i,5) S p() =Sy ifies
0 ifieH \S

is a polynomial in 7 of degree d (since Y% c;p'(i) = —B + Y;eq a; = 0). Furthermore, p
and f agree in 2k + k(d + 1) inputs from H. In particular p(0,5) = f(0,7) = B for every

J € 2k, p(i,j) = f(i,j) = y; if i € S and j € [k] and p(i,j) = f(i,j) = 0if ¢ ¢ S and
j€e{k+1,...,2k}. Thus p and f agree on a fraction 2’;&’25‘;;:) = 2&132) = ¢ of the inputs
from H, as required.

We now argue that if the reduction leads to a satisfiable instance of the FunctionalPoly Agree,

problem then the subset sum instance is satisfiable. Fix a polynomial p that has agreement

6 with f; i.e., p(i,7) = f(i,7) for at least 2k + k(d + 1) inputs from H. We argue first that
in such a case p(i, j) = p'(i) for some polynomial p'(i) and then the proof will be similar to
that of Theorem 23. The following claim is crucial in this proof.

Claim 25 For any i € [d+ 1], if [{j|p(i,7) = f(i,7)}| > k, then there exists ¢; € {0,y;} s.t.
p(i, j) = ¢; for every j € [2k].
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Proof: Consider the function p®(j) ¥ p(5,j). p® is a degree d polynomial in j. By
hypothesis (and the definition of f(i,;)) we have, p((j) € {0,;} for k values of j € [2k].
Hence p®(j) = 0 for k/2 values of j or p®)(j) = y; for k/2 values of j. In either case we
have that p(¥, a degree d polynomial, equals a constant polynomial for k/2 = d + 1 points
implying that p is a constant. That p®(j) = ¢; € {0,;} follows from the hypothesis and
definition of f. |

From the claim above it follows immediately that for any i € [d + 1], [{j|f(i,7) =
p(i,7)}| < k. Now using the fact that f and p agree on 2k + k(d + 1) inputs it follows that
for every i € [d+ 1], f(i,j) = p(i,j) for exactly k values of j; and f(0,j) = p(0,5) = B

for all values of j. Using the above claim again we conclude that we can define a function

p'(7) e {0,9;} if i € [d + 1] and p'(0) = B such that p(i,7) = p'(i) for every (i,7) € H.

Furthermore p'(i) is a degree d polynomial, since p is a degree d polynomial; and hence
SH L a;p'(i) = 0. Letting S = {i € [d + 1]]y; # 0}, we get —B + ¥;cq a;y; = 0 which in
turns implies B = ) ;cg a;. Thus the instance of the subset sum problem is satisfiable. This
concludes the proof.

7 An application to complexity theory

In this section we use the linear-polynomial reconstruction algorithm in order to prove the se-
curity of new (generic) hard-core functions, generalizing the result of Goldreich and Levin [17]
(which provides hard-core predicates). We comment that an alternative construction of
(generic) hard-core functions was also presented in [17], where its security was reduced to
the security of a specific hard-core predicate via a “computational XOR lemma” (due to [43]).
For further details, see [16].

Loosely speaking, a function h : {0,1}* — {0,1}* is called a hard-core of a function
f:40,1}* — {0,1}* if h is polynomial-time, but given f(z) it is infeasible to distinguish
h(z) from a random |h(z)|-bit long string. Thus, not only that h(z) is hard to find given
f(z), it is even hard to recognize h(x) once given (with f(x) but without z). Intuitively, if
h is a hard-core of f then it must be hard to invert f (i.e., given f(x) find x). We formulate
all these notions below, assuming for simplicity that f is length-preserving (i.e., | f(z)] = |z|
for all z € {0,1}*).

Definition 26 (one-way function) A function f : {0,1}* — {0,1}* is called one-way if
the following two conditions hold:

1. The function f is computable in polynomial-time.

2. For every probabilistic polynomial-time algorithm A, every polynomial p and all suffi-
ciently large n

1 L
Pocionr[A(f(@) € £ (@D < o

Definition 27 (hard-core function) A function h: {0,1}* — {0,1}* is called a hard-core
of a function f:{0,1}* — {0,1}* if the following two conditions hold:
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1. The function h is computable in polynomial-time.

2. For every probabilistic polynomial-time algorithm D, every polynomial p and all suffi-
ciently large n

‘Pwe{()’l}"[D(f(x)’ h(z)) = 1] = Pocporyn refoaynei [D(f(2), 1) = 1]‘ < ﬁ

Theorem 28 Let ' be a one-way function, and £ be a polynomial-time computable inte-

ger function satisfying £(m) = O(logm). For v = (x1,...,1,) € GFQRU™)™ and y =
(Y1, -y Um) € GFR™N)™ et f(xz,y) o (f'(z),y) and h(z,y) o > xy;. Then h is a

hard-core of f.

This theorem generalizes the result of Goldreich and Levin [17] from ¢ = 1 to any logarith-
mically bounded /.

Proof: Suppose towards the contradiction that there exists a probabilistic polynomial-time
algorithm D and a polynomial p so that for infinitely many m’s

1
‘Pz,yeGF(ﬂ(m))m [D(f(z,y), h(z,y)) = 1] — Px,yEGF(Zl(m))m,reGF(Z‘(m))[D(f(xa y),r) = 1]‘ 2 m
Let e(m) denote the difference (inside the absolute value), and assume, without loss of
generality, that it is positive. Using the above D we first prove the following:

Claim: There exists a probabilistic polynomial-time algorithm A so that for these m’s satisfies

e(m)

P, carmym [A(f(2,y)) = h(z,y)] > 27 4 2lm) _ |

Proof: The claim may be established by analyzing the success probability of the following
algorithm A: On input z = f(z,y), uniformly select r € GF(2‘™), invoke D(z,r), and
return 7 if D(z,7) = 1 and a uniformly selected value in GF(24™) \ {r} otherwise. Details
follow.

Poy[A(f(2,9)) = Mz, y)] = Py, [A(f(z,9) = h(z,y) & r = h(z,y)]
+Pyr[Az, y) = h(z,y) & 1 # h(z,y)]
= Py [D(f(z,y),r) =1& r = h(z,y)]
APy [D(f(2,y),7) = 0 & 1" = h(z,y) # 1]

where ' denotes a uniformly selected value in GF(20™) \ {r}. Letting L = 2™ we have:

Py D(f(2,y),m) =1& 1 =N(z,y)] = — Puy, [D(f(2,y),7) = 1[r=h(z,y)]

: Pw,y,r[D(f(xay)v h(CL’,y)) = 1]
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On the other hand

Poyrr[D(f(z,y),7) =0& 1" = h(x,y) # 7]

= ﬁ Py [D(f(2,y),7) =0 & r # h(z,y)]
- ﬁ  (Pay o [D(f(2,9),7) = 0] = Puy [D(f(2,9),1) = 0 & 7 = h(a, y)))
— g (L= Pas DU @) = 1) = © - Pay[D(f (2 9). ) = 1])

Combining the above, we get

> —+ ——¢€(m)

and the claim follows. QED

Let A be as in the above claim. Recalling that f(x,y) = (f'(z),y), observe that A gives
rise to a function F : GF(24m)m — GF(24™) defined by F.(y) % A(2,y), and it holds

that (m)
elm
P, JYEGEF(2t(m)ym Ff’ leyl > 2-4m) + 26(m) _ 1

Thus, for at least an zf((m—")lll fraction of the possible x = (x1, ..., 2,,)’s it holds that

u emy €M)
P car@iemm [P (y) = D wigs] > 270 + SEm) 1
=1

Applying Theorem 1 to such Fyi(,), with 6 = 2_“”)—!—2;(5,1—"}11, we obtain a list of all polynomials
that agree with Fy(,) on at least a 2-Hm) 4 2;((;311 fraction of the inputs. This list includes
x, and hence we have inverted the function f’ in time poly(m/6) = poly(|z|). This happens
on a polynomial fraction of the possible z’s, and thus we have reached a contradiction to the
hypothesis that f’is a one-way function.
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