MulticastSecurity:A

TaxonomyandSome

Efficient Constructions

RanCanettt, JuanGaray, Geneltkis!, DanieleMicciancid’, Moni Naor!, Benry Pinkag

Abstract—Multicast communicationis becomingthe basisfor a growing
number of applications. It is therefore critical to provide sound security
mechanismsfor multicast communication. Yet, existing security protocols
for multicast offer only partial solutions.

We first presenta taxonomy of multicast scenarioson the Internet and
point out relevant security concens. Next we addresstwo major security
problemsof multicast communication: source authenticationand key revo-
cation

Maintaining authenticity in multicast protocolsis a much more complex
problem than for unicast; in particular, known solutions are prohibitively
inefficient in many cases. We presenta solution that is reasonablefor a
range of scenarios.Our approachcanberegardedasa ‘midpoint’ between
traditional MessageAuthentication Codesand digital signatures. We also
presentan improved solution to the key revocation problem.

|. INTRODUCTION

The popularity of multicasthasgrown considerablywith the
wide useof theInternet.Examplesncludelnternetvideotrans-
missionsnewsfeeds stockquotessoftwareupdateslive multi-
party conferencing,on-line video gamesand sharedwhite-
boards. Yet, securitythreatson the Internethave flourishedas
well. Thusthe needfor secureand efficient multicastprotocols
is acute.

Multicast security concernsare considerablymoreinvolved
thanthoseregardingpoint-to-pointcommunication Evendeal-
ing with the ‘standard’issuesof messageauthenticatiorand
secrey becomeanuch more comple; in addition other con-
cernsarise,suchasaccesgontrol, trustin group centersgrust
in routers dynamicgroupmembershipandothers.

A trivial solutionfor securemulticastis to setup a secure
point-to-pointconnectionbetweenevery two participants(say
usingthe IP-Secprotocolsuite [17]). But this solutionis pro-
hibitively inefficientin mostmulticastscenarios. In particular
it obviatesthe useof multicastrouting. Instead we arelooking
for solutionsthatmeshwell with currentmulticastrouting pro-
tocols,andthathave assmalloverheadaspossible.n particular
arealisticsolutionmustmaintainthe currentway by which data
padketsarebeingrouted;yetadditionalcontrolmessagesanbe
introduced for key exchangeandaccesgontrol.

This work. First, we presenta taxonomyof multicastsecurity
concerngndscenarioswith astrongemphasi®n IP multicast.
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It soonbecomeglearthatthescenariosresodiversethatthere
is little hopefor a unified securitysolutionthataccommodates
all scenarios.Yet we suggestwo ‘benchmark’scenarioghat,
besideseingimportanton their own, have the propertythatso-
lutionsfor thesescenariosnaybeagoodbasisin othersettings.
In a nutshell,onescenaridnvolvesa singlesender(say anon-
line stock-quotedlistributor) and a large numberof recipients
(say hundred®f thousands)Thesecondscenarids on-linevir-
tual conferencingnvolving up to few hundredsof participants,
wheremary (or all) of the participantsmay be sendingdatato
thegroup.

Next we concentrat®n a problemthatemegesasa serious
bottleneckin multicastsecurity: souice and messge authenti-
cation. Known attemptsto solve multicastsecurity problems
(e.g.,[16], [22], [3], [28], [29], [21]) concentrateon the task
of sharinga single key amongthe multicastgroup members.
Thesesolutionsare adequatdor encryptingmessageso that
only group memberscan decrypt. However, the single shared
key approachis inadequatefor sourceauthenticationsincea
key sharedamongall memberscannotbe usedto differentiate
amongsendersn the group. In fact, the only known solutions
for multicastauthenticationnvolve heavy useof public key sig-
natures— andtheseinvolve considerableverhead especially
in thework neededo genemtesignatures.

We presentsolutionsto the sourceauthenticationproblem
basedon sharedkey mechanismgnamely MessageAuthenti-
cationCodes— MACs),whereeachmemberhasa differentset
of keys. We first presenta basicschemendthengraduallyim-
prove it to a schemethat outperformspublic-key signaturesn
severalcommonscenariosOur main savings arein thetime to
generatesignatures.

The basicsourceauthenticatiorschemefor a single sender
draws from ideasof [2], [11]: the sendetholdsa setof ¢ keys
andattacheso eachpaclet/ MACs—eachMAC computedvith
adifferentkey. Eachrecipientholdsa subsebf the £ keys and
verifiesthe MAC accordingto the keys it holds. Appropriate
choiceof subsetsnsuresthatwith high probability no coalition
of up to w colluding bad members(wherew is a parameter)
know all the keys held by a good membey thus authenticityis
maintained. We presentereralenhancement® this authenti-
cationscheme:

« A considerablegain in the computationaloverheadof the
authenticationschemeis achieved by noticing that the work

neededor computingsomeknown MAC functionsonthesame
inputand/ differentkeysis farlessthanthe ¢ timesthework to

computeasingleMAC. Thisis sosincethe messageanfirst be

hashedo a shortstring usingkey-lesscollision-resistanhash-
ing.

« Using similar parametergo thoseof the basicschemeone
can guaranteghat eachgood memberhasmanykeys that are



known only to itself andto the sender In orderto breakthe
schemean adwersaryhasto forge all the MACs computedwith
thesekeys. Thusit is enoughthat the senderattachego the
messag®nly a singlebit out of eachgeneratedVAC (aslong
asthis bit cannotbe successfullypredicted’ without knowing
thekey — seeelaborationwithin). Consequentlythetotal length
of thetagattachedo the messageanbereducedo only 2 bits.
(Also, suchMAC functionsmay be moreefficient thanregular
MACs.)

« A very similar methodallows for manysendes to usethe
samestructureof keys — eachsendemill hold a differentsub-
setof keys, makingsurethatwith high probabilityeachsender
recipient pair sharesa sufficient numberof keys that are not
known to ary (smallenough)adcoalition.

« It is further possibleto increasesecurityby makingsurethat
no coalitionof sendes canforgemessage®nly largecoalitions
of recipientscan. This propertyis beneficialwhen the recip-
ients are relatively trusted(say theseare network routers). It
is achieved by differentiatingbetweenprimary and secondary
keys. A senderonly receves secondarykeys, while primary
keys areonly held by therecipients.Eachsecondankey is de-
rivedby applyinga pseudorandorfunction(e.g.,ablock cipher
or keyed hash) keyed by the correspondingprimary key, to the
senders public identity. Eachrecipientcannow computethe
relevantsecondarkeys andverify the MACs; yet, no coalition
of sendersknows evena singlekey otherthanits legitimateset
of keys.

Finally, we considerthe membeship revocation problem.
Whenamembeleavesa multicastgroupit mightberequiredto
changehegroupkey in away thattheleaving memberdoesnot
learnthe new key. A relatively efficientsolutionto this problem
hasbeenrecentlyproposed?28], [29]. We presentanimprove-
mentto this solution,thatsareshalf of thecommunicatiorover
head. (Whena nev memberjoins, the groupmight have to be
re-keyed aswell, in orderto preventthe joining memberfrom
understandingprevious group communication.This is a much
simplertask:thegroupcontrollersimply multicastshe new key
encryptedwith thepreviousgroupkey.)

Organization. In Sectionll we list and discussmulticastse-
curity issues,in several commonscenarios.In Sectionlll we
presenpbur multicastauthenticatiorschemesandin SectionlV
we presentour improvementsover pastmechanismgor mem-
bershiprevocation.

Il. MULTICAST SECURITY |ISSUES

We overview salient characteristicf multicast scenarios,
anddiscusshe relevantsecurityconcerns.The variousscenar
ios andconcernsarequite diversein characte(sometimeghey
areevencontradictory).Thusit seemaunlikely thata singleso-
lution will besatishctoryfor all multicastscenariosThis situa-
tion leadsusto suggestwo benchmarlscenariogor developing
securenulticastsolutions.

Multicast group characteristics.Welist salientparameterthat
characterizenulticastgroups.Theseparameteraffectin acru-
cial way which securityarchitectureshouldbe used.The group
size can vary from several tens of participantsin small dis-
cussiongroups,throughthousandsn virtual conferencesand

classesandup to severalmillions in large broadcastsMember
characteristicsinclude computingpower (do all membershave
similar computingpower or cansomememberseloadedmore
thanothers?)andattention(arememberon-lineatall times?).

A relatedparameteiis membeship dynamics: Is the group
membershistaticandknown in advance?0therwise do mem-
bersonly join, or do memberslsoleave? How frequentlydoes
membershighangeandhow fastshouldchangedecomesffec-
tive? Also, is therea membeship control centerthat hasinfor-
mationaboutgroupmembership#inally whatis the expected
life time of the group(severalminutes/days/unbounded)?

Next, whatis thenumberandtypeof sendes? Isthereasingle
party thatsendsdata? Several suchparties?All parties?Is the
identity of the sendersknown in advance? Are non-membes
expectedto senddata?

Anotherparameteis the volumeand type of traffic: Is there
heary volumeof communicationMust the communicatiorar-
rive in real-time? What s the allowed lateng/? For instance,
is it datacommunication(lessstringentreal-timerequirements,
low volume), audio (mustbe real-time,low volume) or video
(real-time,high volume)?Also, is thetraffic bursty?

Another parametetthat may becomerelevantis the routing
algorithmused.For instanceasecuritymechanisnmayinteract
differently with dense-modandsparse-modeouting. Also, is
all routingdonevia asingleseneror is it distributed?

Security requirements. The mostbasicsecurityrequirements
are secreg andauthenticity Sececy usually meansthat only
themulticastgroupmembergandall of them)shouldbeableto
deciphertransmitteddata. We distinguishtwo typesof secrey:
Ephemeal sececymeangreventingnongroup-memberfrom
easyaccesgo thetransmitteddata.Herea mechanisnthatonly
delaysaccessnay be sufficient. Long-termsececymeansgpro-
tectingthe confidentialityof the datafor a long periodof time.
Thistypeof secrey is oftennot neededor multicasttraffic.

Authenticitymaytake two flavors: Group authenticitymeans
thateachgroupmembercanrecognizewhethera messagevas
sentby a groupmember Souce authenticitymeansthatit is
possibleto identify the particularsenderwithin the group. It
maybedesirableo beableto verify theorigin of messagesven
if the originatoris notagroupmember

Other concernsinclude several flavors of anonymity(e.g.,
keepingthe identity of group memberssecretfrom outsiders
or from other group members,or keepingthe identity of the
senderof a messagesecret). A relatedconcernis protection
from traffic analysis A someavhatcontradictoryrequirements
non-repudiation,or the ability of receversof datato prove to
third partiesthatthe datahasbeentransmitted.

Accesgontrol, or makingsurethatonly registeredandlegiti-
matepartieshave accesgo the communicatioraddressetb the
group,is usuallyobtainedby maintainingephemerasecrey of
the data. Enforcingaccessontrol alsoinvolvesauthenticating
potentialgroupmembersTheaccesgontrol problembecomes
considerablynorecomple if membersnayjoin andleave with
time.

Lastly, maintainingserviceavailability is ever morerelevant
in amulticastsetting,sincecloggingattacksareeasierto mount
and are much more harmful. Here protection must include
multicast-enabledoutersaswell asend-hosts.



Trust issuesIn simplescenarioghereis a naturalgroup owner
that canbe trustedto managehe groupsecurity Typical roles
areaccesgontrol, logging traffic andusage.andkey manage-
ment. (It may be corvenient,but not necessanyto identify the
groupownerwith thecore usedin somemulticastroutingproto-
cols,e.g.in[3].) In othercasesosingleentityis totally trusted;
yetdifferententitiescanbetrustedo performdifferenttasks(for
instancethe access-contrantity may be differentthanthe en-
tity thatdistributeskeys). In addition,basingthe securityof the
entiregroupon a singleservicemakesthe systemmorevulner
able. Thusit is in generalbeneficialto distribute the security
tasksasmuchaspossible.

A naturalapproacHor distributing trustin multicastsecurity
centersis to usethresholdcryptagraphy [9], [13] and proac-
tive security[7] techniquedo replacea singlecenterwith a dis-
tributedservicewith no singlepoint of failure. Thisis aninter-
estingtopic for futureresearch.

Performance.Performancés a majorconcernfor multicastse-
curity applications. The mostimmediatecoststhat shouldbe
minimizedarethe latencyandwork overheadper sendingand
receving datapaclets,andthe bandwidthoverheadncurredby
inflating thedatapacletsvia cryptographidransformationsSe-
cure memoryrequiremenie.g.,lengthsof keys) is a somavhat
lessimportantresource but shouldalso be minimized. Here
distinction shouldbe madebetweenthe load on strongsener
machinesaandonweakend-users.

Other performanceoverheadso be minimized include the
group manajementactiity such as group initialization and
memberaddition and deletion. Here memberdeletion may
causesevere overheadsincekeys mustbe changedn orderto
ensurerevocationof the cryptographicabilities of the deleted
membersWe elaboratdn SectionlV.

An additional concernis possible congestion, especially
aroundcentralizedcontrol servicesat peaksign-onandsign-of
times. (A quintessentiascenarids areal-timebroadcasthere
mary peoplgoin right beforethebroadcasbegin andleaveright
afterit ends.)Anotherperformanceoncerns theworkincurred
whenagroupmembembecomesctive afterbeingdormant(say
off-line) for awhile.

BendhmarkScenarios

As seenabove, it takes mary parametergo characterizea
multicastsecurityscenarioandalargenumberof potentialsce-
nariosexist. Eachscenariacallsfor a differentsolution;in fact,
the scenariosresodifferentthatit seemsaunlikely thata single
solutionwill accommodatall. Thisis in sharpcontraswith the
caseof unicastsecurity wherea single architecturalapproach
(public-key basedexchangeof a key, followed by authenticat-
ing andencryptingeachpaclet usingderivedkeys) is sufficient
for mostscenarios.

In this sectionwe presenttwo very different scenariosfor
securemulticast,and sketch possiblesolutionsandchallenges.
Thesescenariosseemto be the onesthat require most urgent
solutions;in addition,they spana largefraction of the concerns
describedabove, andsolutionsheremaywell be usefulin other
scenariosaswell. Thuswe suggesthesescenariosas bench-
marksfor evaluatingsecuritysolutions.

Single source broadcast.Considera singlesourcethat wishes
to continuouslybroadcastiatato a large numberof recipients
(e.g.anensageng thatbroadcastaews-feedsandstock-quotes
to payingcustomers) Suchapplicationsarecommonin the In-
ternettoday but they still typically rely on unicastroutingand
have few or no securityprotections.

Herethe numberof recipientscanbe hundredsof thousands
or evenmillions. Thesources typically atop-endmachinewith
ampleresources.lt canalsobe parallelizedor even split into
several sourcesn differentlocations. The recipientsare typi-
cally lower-endmachineswith limited resourcesConsequently
ary securitysolutionshouldbe optimizedfor efficiency at the
recipientside.

Althoughthelife-time of thegroupis usuallyverylong group
memberships typically dynamic: membergoin andleave ata
relatively high rate. In addition,at peaktimes(say beforeand
after importantbroadcastsp high volume of sign-on/sign-of
requestaireexpected.

Thevolumeof transmitteddatamay changeconsiderablyif
only text is beingtransmittedthenthe volumeis relatively low
(andthelateng requirementarequite relaxed); if audio/video
is transmitted(say in on-line pay-TV) thenthe volume canbe
very high andvery little lateng is allowed.

Authenticity of the transmitteddatais a crucial concernand
should be strictly maintained: a client must never accepta
forgedstock-quoteas authentic. Anotherimportantconcernis
preventing non-membergrom using the service. This canbe
achievedby encryptinghedata;yettheencryptionmaybeweak
sincethereis norealsecrey requirementpnly preventionfrom
easyunauthorizedise.Regardingtrust, herethereis typically a
naturalgroupownerthatmanagesccess-contraswell askey
managementHowever, the senderof datamay be a different
entity (say Yahoo!broadcastindgReutersews).

A naturalsolutionfor this scenarianayhave agroupmanage-
ment centerthat handlesaccesscontrol and key management.
(To scalethe solutionto alargernumberof recipientshe center
canbe distributed, or a hierarchalstructurecanbeintroduced.)
It is stressedhat the centerhandlesonly ‘control traffic’. The
datapaclets are routed using currentmulticastrouting proto-
cols. Encryptioncanbe doneusinga singlekey sharedby all
members.Yet, two main cryptographigroblemsremain: How
to authenticatenessagesandhow to make surethata leaving
membeiosesits ability to decrypt.

A simpleandpopularvariantof this scenariofile transmis-
sion and updates,typically has static group membershipand
doesnotrequireon-linedelivery of data.

Virtual Conferences.Typical virtual conferencescenariosn-
clude on-line meetingsof corporateexecutivesor committees,
town-hall type meetings,interactve lecturesand classesand
multiparty video games.A virtual conferencenvolvesseveral
tensto hundredsof peers,often with roughly similar compu-
tational resources.Usually most, or all, group membersmay
a-prioriwish to transmitdata(althoughoftenthereis asmallset
of memberghatgeneratanostof the bandwidth).

The groupis often formed per eventandis relatively short-
lived. Membershipis usually static: membersusuallyjoin at
start-up,andremainsignedon throughout. Furthermore gven
if amembereaves,cryptographicallydisconnectingt from the



groupis oftennot crucial. Bandwidthandlateng requirements
varyfrom applicationto application similarly to the caseof sin-
gle sourcebroadcast.

Authenticity of dataand senderis the mostcrucial security
concern. In somescenariogmaintainingsecreyg of dataand
anorymity of membersmay be crucial aswell; in mary other
scenariosecrey of datais nota concernat all. Althoughthere
is oftena naturalgroupownerthatmaysene asatrustedcenter
it beneficialto distributetrustasmuchaspossible.

Also herea simpleapproacho a solutionusesa sener that
handlesaccessontrolandkey managementEncryption,when
neededcanbe dealtwith asabove. Yet, the performancee-
guirementdrom the authenticatiormechanismarevery differ-
ent. In particular in contrastwith the single senderscenario,
here signing data paclkets may be prohibitively slow on the
senders machine.In addition,therearefar lessrecevers,and
thegroupmembersnaybe someavhatmoretrustworthy. Virtual
conferencingpplicationsarealsotypically moretolerantto oc-
casionalandlocal authenticatiorerrors. Theseconsiderations
pointto analternatve approacho solvingthe multicastauthen-
ticationproblem.In the next sectionwe describehis alternative
approach.

I1l. EFFICIENT AUTHENTICATION SCHEMES

We concentraten two approacheso authentication;public
key signaturesand MACs. (We do not addressnformation-
theoreticauthenticationrmechanismssuch as [10], [25], [6],
which areinherentlyinefficient for groupsof non-trivial size.)

Publickey signatuesareperhapthemostnaturaimechanism
for multicastauthentication.Yet, signaturesaretypically long,
and computingand verifying eachsignaturerequiresa signifi-
cantcomputationabverhead.Applying signaturego authenti-
catestreamsof datawasinvestigatedn [14], who proposeda
chainingmechanisnthatrequiresa singlesignatureper stream.
Theseconstructionslo not toleratepacletloss,andarethusin-
compatiblewith IP multicast. Alternatively, [30] suggested
usingtree-basethashingo authenticatstreamsThis approach
is alittle lessefficient,andincurssomelateng, but it bettertol-
erategacletloss.

As an alternatve to public key signatureswe proposean
authenticatiormethodbasedon messge authenticationcodes
(MACs).A MAC is afunctionwhich takesa secrekey k£ anda
messagé/ andreturnsavalueMAC(k, M). Very informally,
a MAC schemeis unforgeableif an adwersarythat seesa se-
quence{M;, MAC(k, M;)} wherethe M;’s areadaptvely cho-
senbutdoesnotknow k, hasanegligible probabilityto generate
MAC(k, M) for anym ¢ {M;}.

While MACs are typically much more efficient to generate
andverify thandigital signaturesthey requirethatall potential
verifiershave accesgo a sharedkey, k. This propertymakes
MA Cs seeminglyinsufficient for achiezing sourceauthentica-
tion: ary potentialreceverwhohasthekey k can“impersonate”
thesenderWe presennew MAC-basedauthenticatioomethods
which achieve sourceauthenticationandaremoreefficientthan
public key basedauthenticatior{especiallyin thetime to gener
atesignatures)We first presentadescriptionof abasicscheme,
followed by several variantsand improvements(seesketchin
the Introduction).

We analyzehefollowing salientresourcesor all theschemes
we present: The running time requiredto authenticatea mes-
sageandto verify anauthenticationgdenotedl’s andTy,, respec-
tively. Thelengthof the keysthatthe authenticatoandthe veri-
fier shouldstore,denotedM s and My, respectiely. Thelength
of the authenticationrmessge (the MAC or the signature) de-
notedC. Theseresourcesre obviously relatedto the latengy,
securememoryand bandwidthoverheadparametersliscussed
in Sectionll.

Per-messagaunforgability of MAC schemesWe distinguish
betweentwo typesof attacksagainsta MAC scheme.Oneis
acompletebreak,wherethe attacler canauthenticatany mes-
sageof its choice(e.g.,akey recovery attack). The otherattack
allows the attacler to randomly authenticatefalse messages;
herethe attacler can authenticatea given messagevith some
fixedandsmall probability (but doesnot know a-priori whether
it will beableto authenticatéthe message)Our schemeslo not
allow completebreakwith higherprobability thanthe underly-
ing MAC scheme.Yet, we do allow for randomauthentication
errorswith non-ngligible probability (say 272° upto 219,

A bit more formally, we saythata MAC schemeis g-per-
messge unforgeableif no (probabilisticpolynomial-time)ad-
versaryhasa positive expectedpayof in thefollowing guessing
game:the adwersarycanaskto receve the outputof the MAC
on a sequenc®f messagesuy, ..., my Of its choice,andthen
decideto quit or to gamble.If it quitsit recevesa paymentof
$0. Otherwise,it choosesa messagen ¢ {mi,...,m;} and
tries to guessthe value of the MAC onm. The adwersaryre-
ceives$(1 — q) if its guessis correct,and pays$q otherwise.
In otherwordsthe adversarymay guesscorrectly the value of
the MAC with probabilityat mostg, but (exceptwith negligible
probability)won’t “know” whetherits guesss correct.

We believe that for most systemsa small (although non-
negligible) permessageinforgeability (say ¢ = 2720) is suf-
ficient. Note that permessageinforgeabilityis a wealer secu-
rity propertythanstandardunforgeability, in the sensethatary
schemethatis unforgeablein the standardsenses also ¢g-per
messageainforgeable(for ary non-ngligible valueof ¢). The
corversedoesnot necessarihjhold.

A. TheBasicAuthenticationSdhemefor a SingleSource

Let w bethe maximumnumberof corruptedusers.Thebasic
schemeproceedssfollows:

« Thesourceof thetransmission§S) knowsasetof £ = e(w +
1)In(1/q) keys,R = (K1, ..., Kg).

» Eachrecipientu knows a subsebf keys R, C R. Everykey
K; isincludedin R,, with probability1/(w + 1), independently
for everyi andu 2.

« Messagel is authenticatedby S with eachkey K; usinga
MAC and (MAC(K;, M),MAC(K>, M),...,MAC(K,;, M))
is transmittedogethemwith themessage.

« Eachrecipientu verifiesall the MACs which were created
usingthekeysin its subsetR, . If any of theseMACsisincorrect
thenu rejectsthe message.

2Notice thatthis canbe accomplishedy usinga (w + 1)-wiseindependent
mappingfrom usersto subsets.



The performanceparametersre the following. The source
musthold Mg = £ = e(w + 1) In(1/q) basicMAC keys. Each
receiverexpectsto hold My, = eln(1/q) MACkeys2 Thecom-
municationoverheadper messagés C' = e(w + 1)In(1/q)
MAC outputs. The running time overheadis Ts = e(w +
1)In(1/¢q) MAC computationdor the sourceandonly 7y, =
eln(1/q) MAC computationgor arecever.

Theorem 1. Assumethat the probability of computingthe
outputof a MAC without knowing the key is at mostq’. Let
u be a user Thenthe probability that a coalition of w corrupt
userscanauthenticate messageél/ to u is atmostq + ¢' (the
probability is taken over the choiceof key subsetandover the
messagé)

Proof (sketch): For every userw and ary coalition of w
users, the probability that a specifickey is good (i.e. con-
tainedin a users subset,but not in the subsetof ary oI) the
w) =

Therefore,the probability that R,

w membersof the coalition)is * g = w+r1 (1 —
L > Ll
(w+1)(1+L1)” e(w+1)
is completelycoveredby thesubsetdieldby the coalitionmem-
bersis (1 — g)¢ < (1 — e(u}—H))e(“’“) In(1/9) < g=1n(1/0) = ¢
If R, is notcovered,theset{ M AC(K;, M)};cr, containsat
leastone MAC for which the coalitiondoesnot know K;. The
probability of computingit correctlyis at mostq’. By union
bound,the probability thatthe coalition canauthenticateV/ to
u is atmostqg + ¢'. O

Notice that when the keys of a user are not covered by
the coalition, the coalition cannotcheckin adwance(off-line)
whetherit canauthenticatea specificmessage.Thereforethe
probability ¢’ of authenticatinga messagédy breakinga MAC
canberatherlarge(e.g.eveng’ = 2-1° might bereasonabléor
mary applications).

A nicefeatureof this constructioris thatthe compleity does
not dependon the total numberof partiesbut ratheronly on
the maximumsize of a corruptcoalition andthe allowed error
probability. We remarkthata similar ideawaspreviously used
by FiatandNaorfor broadcaséncryption(describedn [2]) and
by Dyer etal. for pairwiseencryption[11].

The securityis againstan arbitrary, but fixed, coalition of up
to w corruptrecipients. Notice thatit is possibleto construct
schemesvhich aresecureagainstary coalitionof sizew asfol-
lows. Letqg = (n- (I))™" (i.e. 1 overthe numberof possible
combinationf coalitionsandusers).By a probabilisticargu-
ment,thereexists a systemfor n recipientsin which the subset
of no useris coveredby the union of the subsetf a coalition
of sizew. The systemhasa total of lessthane(w + 1)?Inn)
keys, andeachrecipienthasa subsetof expectedsizelessthan
e(w+1)Inn.

B. SmallerCommunicatiorOverhead

We now describea schemavith alowercommunicatiorover
head. The ideabehindit is thatusingjust four timesas mary

3A straightforvard modificationof this schemeallows eachmemberto have
afixednumberof keys.

4A similar resultholdswith respecto permessageinforgability. Thatis, if
the MAC is ¢’-permessageainforgeablethenfor ary userw and coalition of
otherw corruptusersit holdswith probability 1 — ¢ thattheresultingscheme
is ¢’ -permessageinforgeablewith respecto the coalitionandthe user

keys asin the basicscheme pne canensurethat the coalition
doesnotknow log(1/q) of theusers keys. Eachkey canthere-
fore be usedto producea MAC with a single bit outputand
the communicatioroverheads improved. The coalitionwould
have to guesdog(1/q) bits to createa falseauthenticatiorand
its probability of successs asbefore.

Recallthe basicscheme:it limits the succesgprobability of
a corruptcoalition to be ¢ + ¢', whereq' is the permessage
unforgeability TheMAC outputmustbeatleastlog,(1/¢’) bits
long. Thereforeassuming;’ = ¢, thecommunicatioroverhead
is C' > e(w + 1)In?(1/q) bits. Theimprovedschemeachieves
acommunicatioroverheadsmallerthande(w + 1) In(1/q) bits.

The improved schemeusesa MAC with a single bit out-
put. (Currentconstructionsof MACs have much larger out-
puts, but our schemescanusea single bit of this output. It
might alsobe possibleto designa special-purposMAC func-
tion with asinglebit output,which would be moreefficientthan
standardconstructions.) For simplicity of exposition, assume
thatfor this MAC ¢’ = 1/2. If the keys of a corruptcoalition
do not cover log(1/q) keys of a users subset,thenthe prob-
ability that the useracceptsan unauthenticmessagdrom the
coalitionis atmosP ¢. In the suggestedchemethe sourceuses
£ = 4e(w + 1)1In(1/q) keys whereeachkey is includedin a
users subsewith probability1/(w + 1).

All performanceparametersare multiplied by four. The
sourcemuststore Mg = £ = 4e(w + 1)In(1/¢) basicMAC
keys. Eachrecever expectsto store My = 4eln(1/q) ba-
sic MAC keys. The communicatioroverheads C = 4e(w +
1) In(1/q) bits permessageThe sourcemustcomputede(w +
1)In(1/q) MACs, whereaseachreceier expectto compute
4eln(1/q) MACs.

Theorem 2: Considera MAC with a single bit outputthat
is 2-permessageinforgeable and considerthe abose scheme
usingthis MAC and/ = 4e(w + 1) In(1/q) keys. Thenfor ev-
ery useru andcoalition of otherw corruptusers,it holdswith
probabilityl — ¢ thattheresultingschemas ¢-permessagen-
forgeable(with respecto thecoalitionandu).

Proof (sketch): The probability that a specifickey is good
isg > m asbefore. Sincethe MAC is 1-permessagein-
forgeablethecoalitioncannotguesswith probabilitybetterthan
1/2 the outputof a MAC whosekey it doesnot know. There-
fore the expectedsuccesgrobability of a corrupt coalition is
Ef:o (f)gi(l —g)t27" = (1 — g/2)* < ¢%. By Markov
inequality with probability at mostq the coalition hasa proba-
bility greaterthanq to computeall MACs with key in R,. In
otherwords,with probabilityl — g theschemaes g-permessage
unforgeable. m|

C. Multiple DynamicSouces

The schemegresentedibore canbe easily extendedto en-
ableanypartyto sendauthenticatednessageslheglobalsetof
£ keysis w + 1 timesbiggerthanin the singlesourcescheme,
andeverypartyreceivesarandomsubsefR,, of thesekeys. Keys

5More formally, assumethat it is not possibleto distinguishin polynomial
time betweenthe outputof the MAC anda randombit with probability better
thanl/2+ e. Then(see[23]) onecanusea “hybrid amument’to shaw thatit is
notpossibleto distinguishbetweenn MAC outputsandanm bit randomstring
with probabilitybetterthan1/2 + me.



areincludedR,, independentlyatrandomwith probabilityw%rl.
Whena partyu sendsa messageit authenticate# with all the
keysin R,,, andeveryreceving party v verifiesthe authentica-
tionsthatwereperformedwith thekeysin R, NR,. It is straight-
forwardto verify thattheresultingschemesreassecureasthe
singlesourceschemesNote thatthe (average)communication
and computationoverheadsare not changed. The mappingof
usersto subsetanbe donewith a public (w + 2)-wise inde-
pendenhashfunction.

Following, we presenta bettermethodwhich supportsa dy-
namicsetof sourcesandhasthefollowing properties:

« Thetotal numberof keysis asin schemegor asinglesource,
but every party cansendauthenticatednessages.

« Theschemaloesnotrequirethesetof sourcedo bedefinedn
adwanceor to containall parties.Ratherit allowsto dynamically
addsources.

« The schemdistinguishedetweerthe setof sourcesandthe
setof receivers. Only coalitionsof morethanw receives can
sendfalseauthenticateanessagesThe keys of sourcesdo not
help suchcoalitions. This propertyis especiallyuseful if re-
ceversare moretrustedthansendersas might be the casefor
exampleif thereceversarenetwork routers.

+ The schemeprovidesa computationalratherthan an infor-
mationtheoretic)securityagainstrevealingto a coalitionall the
keysin theintersectiorof a sourceandarecever’s subsets.
The schemeusesa family of pseudo-randonfunctions { f }
(see[20] for a discussionof pseudo-randonfunctions). It is
basedon a single sourceschemeandcanbe built uponthe ba-
sic schemewe describedn Sectionlll-A or thecommunication
efficient schemeof Sectionlll-B.

Initialization: Theschemeauses/ primary keys(k1, ..., kg),
where/ is asin the singlesourceschemeg/ = O(w log(1/q)).
Eachkey k; definesa pseudo-randorfunction fy, .

Recever Initialization: Eachparty v which intendsto re-
ceive messagesbtainsasubsetR,, of primarykeys. Every pri-
marykey k; is includedin R, with probabilityl/(w + 1).

Source Initialization:  Every party « which wishes to
send messagesreceves a set of secondarykeys S,
(fr; (W), fry(uw),. .., fr,(u)). Thissetcanbesentary time after
the systemhasbeenset-up,andthe identity or the numberof
sourcesloesnot have to be definedin advance.

MessageAuthentication: Whena party v sendsa message
M it authenticatest with all thesecondarkeysin S,,. Thatis,
VY k € S, it computesandattachesa MAC of M with k.

Everyreceving partyv computesll the secondarkeys of u
with primarykey in R,,. Namely it computegheset fg, (u) =
{fr(w)|k € R,}. It thenverifiesall the MACs which were
computedusingthesekeys.

Thenumberof keyswhichareusedandstoredis asin thesin-
gle sourceschemeThework of thesourcess asin theprevious
schemesandreceversonly have the additionaltaskof evaluat-
ing f to computea secondarkey for eachof the primary keys
in theirsubset

A very usefulpropertyof this schemes thatit enablesa dy-
namic setof sources.New partiescanbe allowed to sendau-
thenticatednessageby giving thema correspondingetof sec-
ondarykeys. Anotherusefulpropertyof the schemes thatthe
setof sourcescan be separatedrom the setof recevers,and

no coalition of sourcescanbreakthe security It alsoenables
to give sourcegedicatedkeys for authenticatinglifferentmes-
sagesAn attractive applicationof thesepropertiess to give the
sourcewhichis designatedo broadcasattime T the setof sec-
ondarykeys fi,(T), andrequireit to usethemto authenticatéts
broadcashat thattime. This approachensureghat sourcescan
only sendinformationto thegroupin theirdesignatedime slots.

D. Signhatuesvs.MACs: a roughperformancecomparison

Comparedo the performanceof public key signaturespur
authenticatiorschemeslramaticallyreducethe runningtime of
the authenticatarTherunningtime of the verifierandthecom-
municationoverheadareof the sameorderaspublic key signa-
tures(the exact comparisordependsn the size of the corrupt
coalitionsagainswhich the scheme®perate).

Considerfor exampleRSA signaturesith an 1024 bit mod-
ulus. Recentmeasurementidicate that on a fast machine
(200MHz power pc) a signature(authenticationtakes Ts =
1/50s andverificationtime is Ty, = 1/30,000s8 For 768-bit
DSSonasimilar platformthe numbersareroughlyTs = 1/40
andTy = 1/70. In comparisonanapplicationof the compres-
sionfunctionof MD5 takesaboutl /500, 000 of asecondanap-
plication of DEStakesroughlythe sametime. Futureblock ci-
phersandhashfunctionsareexpectedo be considerablyaster

The schemesve introducerequirethe partiesto apply mary
MACs with differentkeys to the samemessage.Currentcon-
structionsof MACsachieve botha hashdown of theinputto the
requiredoutputsize,anda keyed unpredictableoutput. For the
suggestedchemet is preferabldo performasinglehashdown
of the messageandthencomputeMA Cs of the hasheddown
valu€/. RegardingHMAC [19], [4] asa referenceMAC func-
tion, this implies that only one of HMAC's two nestedkeyed
applicationsof a hashfunction shouldbe used(in the termsof
[4] this correspondso definingl MACswith keysky, ..., kg as
{NMACY 1, }t_,, wherethekey k is commonto all functions).
Thereforein comparisondo public key operationsve assume
thata MAC takesa singleapplicationof acompressiofunction
of the hashfunctionin use(say MD5), or equivalentlya single
applicationof a block-ciphersuchasDES.

Furthermorewe believe that more efficient MACs could be
designedfor our authenticatiorschemes.In particular these
MAC functionswould make useof the factthatthey canhave
a single bit output, andwould have small amortizedcomplex-
ity (for evaluationsof the functionon the sameinputandmary
keys). Authenticationschemedasedon suchfunctionsshould
be considerablynoreefficientthanschemedasedon HMAC.

Tablel comparesheoverheadf RSAandDSSsignatureso
theoverheadf thesuggesteduthenticatiorschemesvith some
specificparameters. Thecommunicatioroverheacdf thebasic
and improved schemesre basedon using only 10 bits out of
eachMAC.

The table describeghe numberof authenticationsnd veri-
ficationsthat canbe performedper secondthe communication

6 The numbersherearefor highly optimizedRSA codewith verificationex-
ponent3. VerificationusingstandardR SA codeis considerablyslower.

"Theinitial hashdown is alsoperformedor public key signaturessincemes-
sagesshouldbe reducedto the size of the public key modulus. Thereforewe
omit its computatiortime from the runningtime overheadf our schemes.



Auth. Ver. Comm. | SourceKey Recever Key
Units (ops/sec)| (ops/sec)| (bits)
RSAS 1024bits 50 30,000 | 1024 2048bits 1024bits
DSS,768bits 70 40 1536 1536bits 1536bits
Basicschemew =10, = 102 | 2,650 26, 500 1900 190MACkeys | 19MAC keys
Low Comm.,w = 10,q = 103 | 660 6,600 760 760MAC keys | 76 MAC keys
PerfectSec..,n = 10%,¢' = 10~3 | 200 2000 25,000 | 2500 MAC keys | 250 MAC keys

TABLE |

A PERFORMANCE COMPARISON OF AUTHENTICATION SCHEMES.

overheadn bits, andthe length of the key usedby the source
and the recevers. The first two rows are for RSA and DSS
signatures. The third row provides an estimatefor our basic
authenticatiorschemeproviding permessagenforgeability of
q = 102 againstoalitionsof upto tencorruptusers. Next we
presenthe performancef the communicatiorefficient variant,
in which eachMAC hasa singlebit output. Lastis the perfor
manceof aschemavhich guaranteethatno coalitionknowsall
the keys of ary user(its overheadseemdoo largeto justify its
use).

It is seenthatthe signingtime is muchshorterin our scheme
thanwith publickey signaturesTheverificationtimeis compa-
rableto (highly optimized)RSA andmuchfasterthanDSS?

IV. DYNAMIC SECRECY — USER REVOCATION

Secretgroup communicationcanbe achieved by encrypting
messagewith a groupkey. This raisesthe questionof how to
addor remove usersirom thegroup.Whenanenv membeioins
thegroup,thecommonrkey canbesentto thenew membetusing
secureunicast. Alternatively, if the previous communications
shouldbe kept secretfrom the new user a nev commonkey
canbegenerate@ndsentto the old groupmembergencrypted
with theold commonkey) andto the new member(usingsecure
unicast). Userdeletionis more problematic. Obviously, it is
not enoughto just askmembersvho leave the groupto delete
their groupkey, andit is essentiato changehe key with which
group communicationis encryptedin orderto concealfuture
communicationgrom former groupmembers.This problemis
known asuserrevocationor blacklisting, andis particularlyim-
portantin applicationdike pay-perview in which only paying
customershouldbe allowedto receve transmissions.

We surwey somesolutionsfor the memberdeletionproblem,
describea particularly appealingconstructionfrom [28], [29]
basedon binary trees,and presentan improved construction
with reducedcommunicatioroverhead.We alsoshowv how our
constructioris moreresistanto a certainkind of attack.

A. SomdJserRevocationSthemes

A trivial solutionfor the memberrevocationproblemis for
eachgroupmemberto shareaindividual secretkey with a cen-
ter which controlsthe group. Whena memberis deletedfrom

81n additionnotethatif publickey signaturesreusedfor authenticatiorthen
eachrecever shouldstorethe verificationkeys of all sourcespr alternatvely
the verificationkeys shouldbe certifiedby a certificationauthorityandthenthe
lengthof the authenticatioomessagandthe verificationtimesaredoubled.

thegroup,the centerchooses new commonkey to encryptfu-

ture multicastmessagesand sendsit to every group membey
encryptedwith therespectie individual secretkeys. This solu-
tion doesnotscaleup well sincea groupof n membergequires
akey renaval messagavith n — 1 new keys.

A more adwancedsolutionwas suggestedby Mittra [22]. It
dividesthe multicastgroupinto subgroupswvhich arearranged
in a hierarchicalstructureand eachhasa specialgroup con-
troller. The userrevocationoverheads linearin the size of
asubgroup However, this solutionintroducesgyroupcontrollers
in every subgroupwhich form mary possiblepoints of failure,
bothfor availability andfor security

There are also suggestiongo use public key technology
namely generalizedDiffie-Hellman constructions,to enable
communicatiorefficient groupre-keying (e.g. [27]). However,
for agroupof n memberghesesuggestionsequireO(n) expo-
nentiations.For mostapplicationghis overheads far too high
to beacceptablén the nearfuture.

A totally differentsolutionwas suggestedy Fiat and Naor
[12] and was motivatedby pay-TV applications. It enablesa
single sourceto transmitto a dynamically changingsubsetof
legitimatereceversfrom alargergroupof userssuchthatcoali-
tionsof atmostk userscannotdecryptthe transmissionsinless
oneof themis a memberin the subsetof legitimaterecevers.
A very nice featureof this schemds thatthe overheadof a re-
keying messageloesnotdependnthenumberof userghatare
removed from the group. The communicatioroverheadof the
schemeis O(k log® klog(1/p)), wherep is an upperboundon
the probability thata coalition of at mostk userscandecrypta
transmissioro whichit is notentitled. Theschemealsorequires
eachuserto storeO(log k log(1/p)) keys. The maindrawvback
in applyingit for Internetapplicationds thatthe securityis only
againstcoalitionsof up to & usersandthe parametek substan-
tially affectstheoverheadfthescheme.It shouldalsobenoted
that this schemeis only suitablefor a single sourceof trans-
mission, but this obstaclemight be overcomeif all userstrust
the ownerof thegroupandall communications sentthrougha
unicastchannetto this ownerandfrom theremulticastedo the
group(asis the casefor examplein CBT routing).

B. ATreeBasedStheme

Treebasedyrouprekeying schemesveresuggestedy Wall-
ner et al. [28] (who usedbinary trees),and independentlyby
Wong et al. [29] (who considerthe degreeof the nodesof the
treeasaparameter)We concentratentheschemeof [28] since



it requiresa smallercommunicatioroverheadper userrevoca-
tion. This schemeappliedto a group of n usersrequireseach
userto storelog n+1 keys. It usesamessag®iith 2log n—1 key
encryptionsin orderto deletea userandgeneratea new group
key. This processhouldberepeatedor everydeleteduser The
schemehasbetterperformancéhanthe Fiat-Naorschemeavhen
the numberof deletionsis not too big. It is alsosecureagainst
ary numberof corruptusers(they canall be deletedfrom the
group, no matterhow mary they are). A drawbackof this
schemads thatif ausermissessomecontrolpacletrelative to a
userdeletionoperation(e.g.,if it temporarilygetsdisconnected
from the network), it needgo eitheraskfor all the missedcon-
trol paclets,or incurin acommunicatioroverheaccomparable
to auseradditionoperation.

We now describehe schemeof [28]. Let ug, ..., u,_1 ben
membersof a multicastgroup (in orderto simplify the exposi-
tion we assumehatn is a power of 2). They all sharea group
key k with which groupcommunicatioris encrypted.Thereis
a single group controller, which might wish at somestageto
deletea userfrom the group and enablethe other membersto
communicateisinganew key k', unknavn to thedeleteduser

Thegroupisinitialized asfollows. Usersareassociatetb the
leavesof atreeof heightlogn (seeFigurel). The groupcon-
troller associateakey k, to everynodeof thetree,andsenddo
eachuser(througha securechannel}the keys associatedo the
nodesalongthe pathconnectinghe userto theroot. For exam-
ple, in thetreeof Figurel, userug receveskeys kggo, koo, ko
andk. Noticethattherootkey & is known to all usersandcan
be usedto encryptgroupcommunications.

In orderto remove a userwu from the group, the group con-
troller performsthe following operationsFor all nodesv along
the path from « to the root, a new key k! is generated.New
keys are encryptedas follows. Key k;(u) is encryptedwith
key ks), Wherep(u) and s(u) denoterespectiely the par
ent and sibling of u. For ary other nodev along the path
from u to the root (excluded), key k;(v) is encryptedwith
keys k;, andk,(,). All encryptionsaresentto the users. For
example, in order to remove userug from the tree of Fig-
ure 1 the following encryptionsaretransmitted(seeFigure 2):
Ekom (k(l)o)a Ek60 (k6)7 Ekcn (k(l))a Ek6 (kl)a Ek1 (kl) Itis easyto
verify thateachusercandecryptonly the keysit is entitledto
receve.

C. ThelmprovedStheme

The improved schemereduceghe communicatioroverhead
of [28] by a factorof two, from 2logn to only logn.  The
initialization of the schemds the sameasin [28]. We now de-

scribethe userrevocationprocedure.Let G be pseudo-random

generatowhich doublesthe size of its input [5]. Denoteby
L(z), R(x) theleft andright halvesof the outputof G(z), i.e.,
G(z) = L(z)R(z) where|L(z)| = |R(z)| = |z|. Toremovea
useru, thegroupcontrollerassociateavaluer, to everynodev
alongthepathfrom u to therootasfollows: It chooses () = r
atrandomandsetsr,(,, = R(r,) = RI*I=I*/(r) for all otherv
(wherep(v) denoteghe parentof v). Thenew keys aredefined
by k! = L(r,) = L(R*I=I*I-1(r)). Noticethatfrom r,, one
caneasilycomputeall keys k! , k;(v) , k;(p(v)) upto therootkey

koo1 ko10 ko11 k100 k101 k110 k111

Uy U2 u3 U4q us Us ur

Fig. 1. Thetreekey datastructure(thekeys of ug areencircled).

k' New GroupKey

koo1

Fig. 2. Key revocationin thebasicscheme.

K'. Finally eachvaluer,,,) is encryptedwith key &,y (where
s(v) denoteghesibling of v) andsentto all users.For example,
in orderto remove userug from thetreeof Figurel, we senden-
cryptionsEy,,, (1), Eky, (R(r)), Ex, (R(R(r))). Onecaneasily
verify that, underthe assumptiorthat G is a cryptographically
strong pseudo-randongeneratoreachusercan computefrom
theencryptionsall andonly thekeysit is entitledto receie.
Advantagesof the new scheme: This constructionhalves
the communicatioroverheadf the basicschemeo only log n,
andits securitycanbe rigorously proven. It hasan additional
adwantage:In the schemeof Wallner et al the group controller
chooseshe groupkey (the root key), whereasds our construc-
tion this key is the outputof a pseudo-randongeneratar Sup-

k' = L(R(R(r)))

E(koo1,7)

koo1

Fig. 3. Key revocationin theimprovedscheme.



posethat thereis an adwersarywhich can break encryptions
performedwith a subsetof the key space(for example keys
in which certainbits have a linear dependeny), and further
morethatthis adwersaryhasgainedtemporarycontrol over the
group controller (e.g. whenthe controllerwas manufctured).
Thenif the schemeof [28] is used,the adwersarymight cor
rupt the methodby which the group controller generatekeys
in sucha way thatthe root key would always be chosenfrom
the “weak” subspaceHowever, if our schemds used,andthe
pseudo-randongeneratoiG(z) = L(z)R(z) is cryptographi-
cally strong,thenit will be hardto find valuesr suchthatthe
rootkey k = L(R(R(---(r)---))) is weak.

Independently McGren and Sherman[21] have presented
a tree basedrekeying schemewhich hasthe sameoverhead
as ours. However, the security of their schemeis basedon
non-standardryptographicassumptionsndis not rigorously
proven.In comparisonthe securityof our schemecanberigor-
ously provenbasedon the widely usedassumptiorof the exis-
tenceof pseudo-randorgeneratorgs].
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