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Tracing Traitors

Benny Chor, Amos Fiat, Moni Naor, and Benny Pinkas

Abstract—\We give cryptographic schemes that help trace the who allow other, nonauthorized parties, to obtain the data. These
source of leaks when sensitive or proprietary data is made avail- nonauthorized parties are callpilate users
able to a large set of parties. A very relevant application is in the In many interesting cases piracy is somewhat ineffective if the

context of pay television, where only paying customers should be . .~
able to view certain programs. In this application, the programs relevantcleartextmessages must be transmitted by the “traitor

are normally encrypted, and then the sensitive data is the decryp- t0 the “enemy.” Typical cases where this is true include

tion keys that are given to paying customers. If a pirate decoder is .p . bscription television broadcasts. It i
found, it is desirable to reveal the source of its decryption keys. ay-perview oF SLDSCIPUON 1eleviSIon Droadcasts. It is

We describefully resilient schemes which can be used against simply too expensive and risky to start a pirate broadcast
any d(_ecode_r which decrypts with nonnegligible probability. Since station.
there is typically little demand for decoders which decrypt only « Online databases, publicly accessible (say on the Internet)

a small fraction of the transmissions (even if it is nonnegligible), . .
we further introduce thresholdtracing schemes which can only be where a charge may be levied for access to all or certain

used against decoders which succeed in decryption with proba- records.
e oy o oy 16 NS0« Distibuion of data n an encrypte form where a sur-
charge is charged for the decryption keys for different
Index Terms—Encryption, tracing, watermarking. parts of the data. The encrypted data is often distributed on
a CD-ROM or DVD and it is assumed that cleartext data
can only be distributed on a similar storage device whose
_ production involves relatively high setup costs (this as-
F only one person knows some secret, and this next appears  symption might not be currently justified for CD-ROM's
on the evening news, then the guilty party is evident. Amore  pyt it might be reasonable for other types of media, such
complex situation arises if the set of people that have accessto 55 pvD’s. We use the term CD-ROM in order to use a
the secret is large. The problem of determining guilt or inno-  ¢concrete example and simplify the presentation).
cence is (mathematically) insurmountable if all people get the
exact same data and one of them behaves treacherous|y andj}@” these cases, transmitting the cleartext from a traitor, Alice,
veals the secret. to a pirate-user, Bob, is rather expensive compared to the mass
Any data that is to be available to some while it should not istribution channels the legal data supplier uses. It might also
available to others can obviously be protected by encryptid?€ the case, as with on-line databases or newspapers, that the
The data suppliermay give authorized parties cryptographiélata is continuously changing and therefore it is very hard for
keys allowing them to decrypt the data. This does not sola€ pirate to keep an updated copy of the data. As piracy in all
the problem above because it does not prevent one of those tA§se cases is a criminal commercial enterprise, the risk/benefit
thorized to view the message (say, Alice) from transferring tH@tio becomes very unattractive. These three examples can be
cleartextmessage to some unauthorized party (say, Bob). o,ﬁgnsidered generic examples covering a wide range of data ser-
this is done then there are no (cryptographic) means to trace fHeS-
source of the leak. We call all such unauthorized access to datd! this paper we concentrate on preventing traitors from dis-

piracy. Thetraitor or traitors is the (set of) authorized user(s)tfibuting thekeysthat enable the decryption of the encrypted
content. Consider a ciphertext that may be decrypted by a large

set of parties, but each and every party is assigned a different
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vidually encrypted copy of the database for each and every aua) The memory and computation requirements for an autho-
thorized user. rized user. These parameters are of special importance if

In practice today it is often considered sufficient to prevent  the user has limited computation and storage capabilities,
piracy by supplying the authorized parties with so-called se- as is the case with smartcards.

cure hardware solutions that are designed to prevent interferyy) The memory and computation requirements for the data
ence and access to enclosed cryptographic keys (smartcards and sypplier. These parameters are typically less important

mechanisms are not always correct. There are several methods fline and can use large storage space.
that use hardware faults in the “secure hardware solutions” i
order to find the keys that are enclosed inside [3], [5], [4], [18].
Our schemes obtain their claimed security without any secure
hardware requirements. Should such devices be used to store
the keys, they will undoubtedly make the attack even more ex-
pensive, but this is not a requirement.

1) Our Approach: Fighting piracy in general has the fol- We deal with schemes of the following general form: The data
lowing components. supplier generates a meta-key which contains a basd sét

a) Identifying that piracy is going on and preventing th([}andom keys and assigns subsets of these keys to us&eys

. . . . . . per user (the parameters will be specified later). Thaedeys
transmittal of information to pirate users, while harming_: .

o intly form the user personal key. Different personal keys may
no legitimate users.

) ) ) have a nonempty intersection. We denote the personal key for
b) Taking measures against the source of such piracy, Suery, by P(w), which is a subset of the base skt
plying legal evidence of the pirate identity. A message in a traitor tracing scheme consists of pairs of

The goal of this paper is to deal withaitor tracing (item a) the form _enabling t_)lock, cipher blogkThe cipher block is the
above), i.e., identify the source of the problem. Methods that cB4mmetric encryption of the actual data (say a few seconds of
be taken in order to eliminate pirate decryption of the content &teVideo clip), under some secret random keylternately, it

r]c) The data redundancy overhead, i.e., the increase in data
size that is needed in order to enable the tracing. This
refers to the communication overhead (in broadcast or
online systems) or the additional “wasted” storage in
CD-ROM type systems.

described in Section I-A. could be the exclusive—or of the message witind we would
We devisek-resilient traceabilityschemes which, loosely get an information-theoretic secure version of the scheme (al-
speaking, have the following properties. though a very inefficient one, since as with any one-time-pad

the size of the key should be as long as the encrypted data). The
« Either the cleartext information itself is transmitted to thenabling block allows authorized users to obtaiiihe enabling
pirate users by a traitor, or block consists of encrypted values under some or all of the keys
 Any captured pirate decoder (which decrypts with succesé the base sefl. Every authorized user will be able to com-
probability which is better than the probability of breakingputes by decrypting the values for which he has keys and then
the encryption scheme that is used) will correctly idersomputing the actual key from these values. The computation
tify a traitor and will protect the innocent even if up ko on the user end, for all schemes we present, is simply taking the
traitors collude and combine their keys. exclusive—or of values that the user is able to decrypt.
Fig. 1 describes a high-level view of our traitor tracing
We note that in fact our schemes have the very desirable pr@ghemes. Fig. 2 describes a high-level view of a single de-
erty that the identity of the traitor can be established by consigbding box.
ering the pirate decryption process as a black box. In order toTrajtors may conspire and give an unauthorized user (or
identify a traitor, it suffices to capture one pirate decoder angers) a subset of their keys, so that the unauthorized user will
examine its behavior; there is no need to “break it open” or reggso be ables to compute the real message key from the values
any data stored inside. (We use the term “pirate decoder” to I'efer has been able to decrypt_ The goa| of the System designer
resent the pirate decryption process; this may or may not bgsao assign keys to the users such that when a pirate decoder
physical box and may simply be some code on a computer).js captured it should be possible to detect at least one traitor,
The underlying security assumption of our schemes is eith&ibject to the limitation that the number of traitors is, at mbst,
information-theoretic security (where the length of the person@he cannot hope to detect all traitors as one traitor may simply
keys grows with the length of the messages to be transmittgpvide his personal key and others may provide nothing).
or it may be based on the security of any symmetric encryptionwe remark that in many cases it is preferable to predetermine
scheme. In both cases, security depends on a parameder a fixed number of users, and to assign them personal keys,
noting the largest group of colliding traitors. even if the actual number of users is smaller. Users who join the
The security of the scheme depends on a cryptographic sesystem later (e.g., by purchasing a subscription to a television
rity parameter which is the length of the key in the symmetrigtation or an online database) are assigned personal keys from
encryption system that is used. We measuresffieiencyof the those pre-installed.
solutions to fighting piracy in terms of several performance pa- 2) Threshold Tracing:We further distinguish between two
rameters. The memory and communication parameters are maaes of tracing schemeBully resilientschemes guarantee the
sured in multiples of the size of the security parameter. The &facing of the source of any pirate decoder which decrypts with
ficiency parameters are as follows. nonnegligible success probability (more accurately, which per-
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Fig. 1. A high-level view of the traitor tracing scheme.
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Fig. 2. The operation of a single decoding box.

forms better than breaking the underlying encryption systetnacing schemes we present, whose overhead is an inverse func-
that is used to encrypt the data). However, in many applicéen of ¢). Such constructions can also serve to price the secu-
tions such security is not needed and it is enough to fight pity by presenting the overhead incurred by requiring a certain
rate decoders which have a considerable success probabiditpount of security.

For example, in pay-TV applications pirate decoders which de-A demonstration of the efficiency of threshold tracing
crypt only part of the content are probably useless. We theref@ehemes compared to that of the best fully resilient tracing
also demonstratitaresholdschemes which only trace the sourcecheme appears in Table I. This table presents the exact over-
of the keys of decoders which decrypt with probability greatdéread of the schemes, for a system of typical size. A comparison
than some threshold, which is a parameter of the schemeof the asymptotic behavior of the overheads of all our schemes
These schemes are considerably more efficient than fully @ppears in Table II.

silient schemes.

In general, itis always useful to recognize what is a
of the adversary, and design schemes which prevent such a sudvaitor tracing schemes help in three aspects of piracy preven-
cess. This process may lead to very efficient constructions, withn: they deter users from cooperating with pirates, they iden-
an overhead that is proportional to the severity of the “attackify the pirates and enable to take legal actions against them, and
to which they are immune (this is the case with the threshdldey can be used to disable active pirate users.

“succesar Eliminating Piracy
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TABLE |
EXAMPLES OF THE COMPLEXITY OF DIFFERENT TRACING TRAITORS SCHEMES USING n = 106,k = 500,p = 1072, = 3/4

PROPERTY SECTION | PERSONAL Data DECRYPTION
Key REDUN. | OPERATIONS
Trivial 1 1,000,000 1
Secret two-level | best fully-res. | V-B 493 11,300,000 493
Threshold one-level, min. | VI-A 26,500 2000 1
data redun.
Threshold two-level VI-B1 1,570 82,000 8
min. key w=1/2
Threshold two-level VI-B2 370 574,000 12
min. key o — 00
Threshold tradeoff VI-Bl 6,300 27,500 3
w=1/8
TABLE I

A COMPARISON OF THEDIFFERENT TRACING SCHEMES THE PARAMETERS INCLUDE n—THE NUMBER OF COPIES k—THE MAXIMUM NUMBER OF COPIES
KNOWN TO PIRATES, p—THE PROBABILITY THAT PIRATES CANNOT BE TRACED. THE THRESHOLD SCHEMES ARE DESIGNED FOR ACONSTANT THRESHOLD

SCHEME KEeY DATA REDUNDANCY DECRYPTION
trivial 1 n 1

open one-level O(k%logn) O(k*logn) O(k? log n)

open two-level O(k? 1og® klog(n/k)) O(k3log? klog(n/k)) O(k?log? k log(n/k))
secret one-level O(klog(n/p)) O(k?log(n/p)) O(klog(n/p))
secret two-level O(log(n/p) log(1/p)) O(klog(n/p)log(1/p)) O(log(n/p)log(1/p))
threshold one-level O(k log(n/p)) O(k) o(1)
threshold two-level 0(10g(ﬁ;gjkﬂ;5) log(n/p)) | O(klog(k/ IOg(mong))) O(log(k/ log(pl—mg’&m)))

The usage of traitor tracing schemes discourages users frpravider that wishes to incriminate an honest user might con-
helping pirates and especially from submitting their keys to sruct a “dummy” pirate decoder containing this user's keys,
used in pirate decoders. In particular, if the process of a usegveal” it, and claim that the user is a pirate. Note, however,
obtaining a personal key requires some sort of registration ahet similar misbehavior is possible with many (maybe even all)
physical identification then it should be hard for pirates to obtairurrent types of services, and yet there is little evidence that
a large number of personal keys. Consequently, a tracing traiservice providers have performed such illegal activities. Even
scheme can identify the source of keys which are used in pir#téhis possibility would weaken the legal status of evidences
decoders and this mere fact should deter users from helpingfpiind using tracing traitors schemes, the data provider itself can
rates. use this evidence to identify the pirates and then try to obtain

When a pirate decoder is found and the source of its kegther types of legal proofs about their activities. There has also
is identified, legal action should be taken against this sourd®en some work in suggesting tracing traitors schemes which
Indeed, as was pointed by Pfitzmann in [22], a corrupt datlp not enable the data provider to fabricate evidence against
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honest users, but they are still far from being applicable. Skmadcast encryption scheme. For every key which was previ-
Section I-B for details. ously in P(u), the combined scheme should provide the user

If a pirate user has obtained content in encrypted form amdth decryption keys for the corresponding broadcast encryp-
all the keys that are required to decrypt it, there is little one cdion scheme. When a traitaris revealed, it should be deleted
technically do to prevent her from continuing to use the contefitom the sets of receivers in the broadcast encryption schemes
In this case, the only remedy is legal. The situation is somewletrresponding ta’(¢). The length of a personal key of a user
different if the system requires some action on behalf of thg, therefore, the product of the lengths of the personal keys in
data supplier, as with a television broadcast or online databathe tracing traitors and broadcast encryption schemes. Similarly,
We call such cases “active data.” Such systems might allowttee data redundancy overhead is the product of the data redun-
disable identified pirate users from further receiving content.dancy overheads in the two schemes. Note that the broadcast

The broadcast encryption schemes of Fiat and Naor [1dhcryption schemes of [25], [8] require a personal key of length
deal very efficiently with disabling active pirate users, i.elpgn, and during normal operation the data redundancéy(is).
preventing them from further decryption. These schemes allGierefore, combining this scheme with our schemes requires
one to broadcast messages to dpgamicsubset of the user seteach user to storlvgn as many keys, does not increase the
and are specifically suitable for pay-per-view TV applicationglata redundancy during normal operation, and requires a spe-
The schemes require a single short transmission to disablecidl message of lengt®(logn) times the size of the personal
pirate decoders if they were manufactured via a collaboratikey whenever a traitor is revealed and deleted from the system.
effort of no more thark traitors. Another broadcast encryption
scheme was suggested by Walle¢al. [25] (and improved in B. Related Work
[8]), and is secure against any number of corrupt users. Whe

Esed f_?_zl rec_elversd|t :eqwcrjes gach re_ce|ver|to sttore dqgm_ in [21]. Some related work followed the initial publication of
eys. There is no data redundancy in regular transmission 9f, 1 aitor tracing schemes in [10].

data, and whenever a user should be deleted from the set Oéoneh and Shaw [7] have suggested a scheme for finger-
legitimate receivers, the scheme sends a single messag rﬂIting different copies of an electronic document by inserting

lengthO(log n) which generates anew key which is 'unknow different watermark into each copy. Their scheme has the prop-
to the del_eted user. The communlcatlorj overhead is theref%rr?y that using up té copies it is impossible (with some proba-
O(logn) times Fhe number of users which are removed frOrﬂﬁlity) to generate a new copy whose fingerprint does not reveal
the set of receivers. _Smce We assume that th_ere wou!d bgtﬁ‘east one of thé copies that were used. The scheme offers
modgsF number of tra|tor_s (at m@t this scheme.|s_ well suited etter security in the sense that it makes it possible to trace the
to efficiently handle their deletion from the privileged set OEaaked content itself (and not just the key which enables its de-
receiver§ (whereas the scheme 9f [14] has better performag%tion)_ However, it is based on a marking assumptitircan

for deleting a large group of receivers). also be used as a tracing traitors scheme, but it is much less effi-

A c_ombmatlon .Of araitor tracing scheme and a F’m?dcaSt Hent than our schemes, the number of keys that each user should
cryption scheme is a very powerful tool. When a traitor is traceﬁave isk* times greater than in our two-level secret scheme.
the dynamic subset of users authorized to receive the broadca: nother solution for copyright protection is through

should be changed by simply dropping the traced traitor fro%lf-enforcemenschemes, which were suggested by Dwork,

it. This procedure should .be repeated until the pirate box iS_ rer ytspiech, and Naor [12]. In these schemes, the content is en-

dered gsele_ss. Since T‘_O innocent user is labeled as a ”a't% %ted and each legitimate user receives a different decryption
least with high probability),

Lint ted. such thb‘? o;:_eranr(])n of legitimate :J;ers \?ey which includes some sensitive information related to the
not interrupted. such a combination, NOWEVET, cannot be CQpL,, (e.g., his credit card number). Users will be reluctant to

sf[ructed by simply tak|r_19 each Session key as the bit-wise ex ind their keys to others since the keys contain this sensitive
sive—or of keys transmitted by the traitor tracing scheme and eormation. The self-enforcement schemes suggested in [12]

broadcast encryption scheme. The drawback of such a sim € the same type of security as we use in this paper. Namely,

solution is that a pirate can use different sets of keys in the patrﬁg system is secure against coalitions of less thaorrupt

of the decryption box that decrypt the tracing traitors and trﬂ%ers, and the system's complexity depends:dfine signets

broadcast encryption schemes. The data provider can only idggﬁeme of [12] is less efficient than our tracing schemes. The

tify the keys that are used for the tracing traitors scheme, q Eegths of the personal key and of the data redundancy in the

Prhe current work appeared in a preliminary form in [10] and

fcanl? ot rend((ajr'thfhm gselzss S|tnce thlstp pera'ﬂon is only poss ets scheme aretimes the total size of secrets which are
or keys used in the broadcast encryption scheme. aem using the scheme.

Itis possiple to Comb"?e th? racing traitors and.the broa Pfitzmann [22] has suggested a tracing traitors method
castencryption schemes n a_dn‘fgrentway: Thqtracmg sche ch yields a proof for the liability of the traced traitors. In
we describe operate by distributing the secret into many sh fi scheme, the issuing of keys from the center to the users is

and encrypting each share with several keys. Every Iegitim?)tgrformed by an interactive protocol. At the end of the protocol

usertu recel\;]esr? set ft)f key® (quhWh'Ch e?ablz ttr;]em t?] de- the center is not able to construct a “pirate decoder” that frames
crypt énough shares 1o réveal the Secret, and the scheme eﬂéer, but if a real pirate decoder is found the center is able to

Sures that the key_s of a pirate decoder identify at Ieasfc one of ﬁ]fce the source of the keys that the decoder contains. However,
traitors who contributed these keys. In order to combine broad-

cast encryption, each share should be encrypted by a differensee, for instance, [11] for a method of inserting marks into a document.
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as this construction uses a relatively complex primitive (general II. DEFINITIONS
secure multiparty protocols) which is rather inefficient (e.g., it
operates on the circuit which evaluates the function), its overallA traitor tracing scheme consists of three components.
complexity is high. o .
The combinatorial properties of tracing schemes were ° A user initialization schemeused.by the data supplier to
investigated by Stinson and Wei in [23], and Staddon [24] @dd new users. The data supplier has a metaskétyat
investigated the relations between combinatorial tracing defines a mapping, : U — {0,1}° whereU is the
schemes and broadcast encryption schemes. Boneh and S€t Of possible users andis the number of bits in the
Franklin [6] presented public key tracing schemes, which enable  P€rsonal key that each users gets. When usee U
public key encryption and, being based on a number-theoretic J0iNS, she receives her personal kéy(w;). In all of our
assumption, are more efficient than combinatorial tracing Cconstructions’, (u;) consists of a subset ef decryption
schemes (including those presented in this paper). Finally, Keys outofa larger set of keys.
Fiat and Tassa [15] introduced dynamic tracing schemes in * Anencryptionschemg,, : {0,1}* — {0, 1}* usedbythe
which, in order to locate the traitor, the tracing algorithm  datasupplierto encrypt messages, adeayption scheme
dynamically changes the content that is being broadcast to Dg : {0,1}* — {0,1}* used by every user to decrypt
different subsets of the users. These schemes enable tracing those messages. Let the personal key of usdre 3 =
even if the traitor is revealing the content itself and not only the ~ P.(w;), then for any message € {0,1}* we havemn =

keys that encrypt it. Dg(E,(m)). In our schemes, the messages are encrypted
block by block where every encrypted block contains an
C. An Example enabling block and a cipher block. The decryption process

Let us consider the following example in order to demonstrate ~ COnSists ofapreliminary decryptionofencryptedkeysinthe
the performance of the different tracing schemes. Suppose that €nabling block, combining the results to obtain a common
we would like to create a traitor tracing scheme for up to one ey, and finally a decryption of the cipher block.
million authorized users, so that for at mdst= 500 traitors, * A traitor tracing algorithm used upon confiscation of a
the probability of false identification is, at mogt; °. Table | pirate decoder, to determine the identity of a traitor. We
describes the length of the personal key of each user and the data do not assume that the contents of a pirate decoder can be
redundancy overhead, both measured by the number of basic viewed by the traitor tracing algorithm, but rather that it
keys they contain, and also the number of decryption operations can access it as a black box and test how it decrypts an
that are performed by the receiver. Since we describe both fully  input ciphertext. (We do assume, however, that the pirate
resilient and threshold tracing schemes, we compare the per- decoder can be reset to its original state, i.e., we assume
formance of threshold schemes to the performance of the best that there is no self-destruction mechanism which is trig-
fully resilient scheme—the two-level secret scheme described gered when it detects a traitor tracing algorithm.)
in Section V-B. The table refers to the section in which each . . . .

. ) ) . The encryption of plaintext blocks results in a message which
of the schemes is described. The first row describes the over- . . . ;
o . . : consists of arenabling blockand acipher block The cipher
head of the trivial solution of independently encrypting the & . i

) .y I(%ck contains the plaintext block encrypted by some encryp-
cret to every user. The second row describes the most efﬂm?n . L .
ign algorithm keyed by a randobiock keywhich is unique to
s block. The enabling block contains encryptions of “shares”

two-level, fully resilient, secret scheme. The other results are %Cf
; . thi
threshold schemes which were designed to trace only the sour L X
. . . of the block key, such that every legitimate user can use his per-

of keys of decoders which can decrypt with probability greater
. Sonal key to decrypt enough shares to reconstruct the block key.
than3/4. This type of schemes allows for a tradeoff between th .

. n adversary who wants to decrypt the message can either break
length of the personal key and the data redundancy, as is demon- . . . .
strated in the table € encryption scheme that was used in the cipher block (without

The fully resilient scheme has a short key length, but the dafad any information from the enabling block), or try to learn

redundancy overhead is quite large. In fact, for the exam ome information from the enabling block that might help in

described in Table I, the data redundancy is larger than in qﬂeei)decryptlon process. In thls.paper we assume that it 'S hard

s : ! . ; 0 break the underlying encryption scheme so we are only inter-
trivial scheme in which each user has a different mdependentt ! . :

. . o ested in preventing attacks of the latter kind.

key. However, this scheme is not too bad if it is used for a
high-bandwidth channel, and parameters for which it performsFully resilient tracing: Assume that an adversary has the
better than the trivial scheme (hamely, smaller valuggofhe cooperation of a coalition of at moktusers, and uses their keys
threshold schemes feature a tradeoff between the length of theonstruct a decoder. We would like to be able to trace at least
personal key and the data redundancy overhead. It is possibleite of the coalition members. Intuitively, we call a schdoiky
make one parameter very small by increasing the other paramsilientif we can trace (with high certainty) at least one of the
eter, and it is also possible to achieve very reasonable restitstors that helped build a decoder which does not break the
for both measures, as in the last entry. The scheme of Sectiorderlying encryption algorithms. More accurately, we say that
VI-B1 is superior to the secret two-level scheme in all the coma-system is fully resilient if for every pirate decoder which runs
plexity parameters. It should also be noted that if we are orily time ¢ it either holds that we can trace at least one of the
concerned with decoders which decrypt with probability closémaitors which helped to build it, or that the decoder can break

to 1, it is possible to obtain even more efficient schemes.  one of the underlying encryption algorithms in tithe
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Threshold tracing: There are many applications in whichable to do so if it finds a decoder which decrypts with probability
the pirate decoder must decrypt with probability closelto which is greater than by a nonnegligible difference.
For example, if a TV broadcast is partitioned into short seg- We further distinguish between two types of schemes: the first
ments and these segments are encrypted independently, then, called ampen scheméreats circumstances where the de-
customers would not buy a decoder which decrypts only 90&6yption schemes used by all users are in the public domain, and
of the segments. In such scenarios, we can concentrate ontte-decryption keys themselves are the only information that
coders which can decrypt with probability greater than sonie kept secret. The second type is where the actual decryption
threshold. A scheme is calledsathreshold schemiéfor every scheme as well as the keys are kept secret, and it is cafled a
decoder which does not break the underlying encryption algeret schemeln particular, in open schemes it is publicly known
rithms and decrypts with probability greater thamve can trace which keys (from the base set of key$ are contained in each
at least one of the traitors that helped build it. decoder, whereas in secret schemes this information is kept se-

. L . . .. cret.
An obvious and preliminary requirement from tracing traitors Since the goal of an adversary is to prevent the traitors

schemes is that they supply secure encryption. Thatis, an ad\fer- L o . N
. : . rom being identified, one way to ensure this is to incriminate
sary which has no information on the keys that are used shoul \ . ;
. someone else. Clearly, the adversary's task is no harder with
not be able to decrypt the encrypted content. Intuitively, our se-
. L X . ; an open scheme compared to a secret scheme. On the other
curity definitions claim that if an adversary (who might hav " : .
F%d’ secret schemes pose additional security requirements at
hé data supplier site.
We present efficient fully resilient schemes of both types. The
open schemes are fullyresilient (that is, they always trace at
Definition 1 (Fully (p, k)-Resilient Tracing Scheme)-et 7 least one of the traitors). However, our constructions of secret
be a coalition of at most users. Let4 be an adversary that schemes are much more efficient. We also pregehteshold
has a subsef’ of the keys of the users ifi, and that is able to schemes which fall into the category of secret schemes, and
decrypt the content sent in the tracing traitors scheme, intiméhese schemes have even better performance. It is clearly ad-
and with probability greater thag. vantageous to use secret schemes in practice, and any real im-
plementation will do so. In addition, whenever the application
enables us to use threshold schemes, it is preferable to use them
since they provide even better performance.
The Security assumptionne of the following two statements

holds.

some of the keys) is able to decrypt and escape being traced, t
the scheme is insecure as an encryption schewss against an
adversary who has no keys

The scheme is callddlly (p, k)-resilientif it satisfies the fol-
lowing security assumption.

I1l. OVERVIEW OF THE RESULTS

» Given F' the data supplier is able to trace with probability Throughout the paper, we denote/gn upper bound on the
at leastl — p at least one of the usersin number of traitors. Every enabling block consists-afncryp-

« There exists an adversady which uses4 as a black box tions, andm denotes the number of keys comprising a user's
and whose input is only an enabling block and a ciph&ersonal key. . _. _
block of the tracing traitors scheme’ can reveal the con- We describe six:-resilient traceability schemes. A concise
tent that is encrypted in the cipher block in time which idSting of the personal key length and the data redundancy

linear in the length of its input and i and with proba- Overhead required by each scheme appears in Table Il. All the
bility at leastq” = ¢ schemes are based on the usage of hash functions combined

with any private key cryptosystem, and do not require the
The probability is taken over the random choices of the datse of public key operations. For more information on hash
supplier, and when appropriate over the random choices of fa@ctions and their applications, see [19], [9], [26], and [16].
adversary or of the tracing algorithm. The basic usage of hash functions is to assign decryption keys
to authorized users. The assignment guarantees that any com-
bination of keys, taken from the personal keys of any coalition
of traitors, has the following property: If this combination
enables decryption then it is “far” from the personal key of any
Definition 3  -Threshold p, k)-Resilient Tracing Scheme): innocent (nontraitor) user. =
A scheme is called; -threshold(p, k)-resilient if it satisfies ~ The firstfour schemes are fully resilient and trace the sources
Definition 1 with ¢’ = ¢ — q. of the keys of any pirate decoder which is able to decrypt with
nonnegligible probability. Note that in these scheme the length
Since we assume the underlying encryption algorithms to béthe personal key stored by the user is the same as the number
secure, we can assume that the probabilitywith which an of operations that a user should perform in order to reveal the
adversary4’ which knows nothing but the ciphertext can breakransmitted secret. The last two are threshold schemes and as
the encryption of the content) is negligible. Therefore, in a fullguch are useful only against decoders which can decrypt with
resilient scheme the data supplier can trace at least one traitquribability greater than, whereg is a parameter.
it finds a pirate decoder (adversafy which decrypts withnon-  The first scheme is the simplest one. It is an open scheme,
negligible probability. In a threshold scheme the data suppliefiased on “one-level” hash functions. Each hash function

Definition 2 (Fully k-Resilient Tracing Scheme)A scheme
is calledfully k-resilientif it satisfies Definition 1, and it further
holds thatp = 0.
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maps then users into a set atk? decryption keys. The keys
themselves are kept secret, but the mapping (which user is aj aj
mapped to what key) is publicly known. The personal key of
every user consists aP(k?logn) decryption keys and this

is also the number of decryptions that a user should perform
in order to reveal the secret. The enabling block consists of
O(k*logn) encrypted keys.

The second scheme is an open “two-level” scheme. This 0 1
scheme is more complicated, but reduces the size of the enabling Qogn | Clogn
block by anO(k/ log®(k)) factor. Here, a set of first-level hash
functions maps the users into a set of sizk. Each function Frig. 3. Keys for thel -resilient scheme.
thereby induces a patrtition of the users tok subsets. Each

of these subsets is mapped separately by “secondlevel hasg\" schemes are constructed by choosing hash functions at

f“”CQt'Oni 'ntO}Og k decryption keys. .Th's sche_me requIr®Sandom, and using probabilistic arguments to assert that the
O(k=log™ klog(n/k)) keys a”d‘SQCQ’P“O? operations perusefye giraq properties hold with overwhelming probability. These

ekmd an enabling block oD(k”log™ klog(n/k)) encrypted schemes are, therefore, not constructive (although the proper-
€ys. ties of the simplest scheme can be verified). We note, however,

The third scheme is a “one-level” secret scheme. Here, t there is no need to represent or store the whole function. It

assume that the hagh functions, as well as thg decryption k‘?¥‘¢t:)nly required that each user stores the outcome of the func-
are kept secret. Being a secret scheme implies that the ale%rﬁ evaluated at the user's ID

sary does not know which keys correspond to any innocent uset.
There is a positive probability (0 < p < 1) that the adversary

will be able to produce a pirate decoder which prevents the iden-
tification of any traitor. However, even if the keys known to the A. A Simple Open One-Level Scheme

collaborators enable the construction of such “wrongly incrimi- \we describe in detail the first tracing scheme, starting with
nating” pirate decoders, choosing such a set is improbable. Fys simple case of a single traitdr,= 1. In this case, the data
thermore, even if this unlikely event occurs, the adversary Wghpp”er generates = 2logn keys

not know that this is the case. The personal key in this scheme

IV. OPEN FULLY RESILIENT SCHEMES

consists oD (k log(n/p)) decryption keys (and the user should {a?,a},a3, a3, - a?ﬂgn , allogn} .
perform this number of decryptions). The enabling block has ’ ’
O(k?log(n/p)) encrypted keys. Itis convenient to view these keys as organized in a matrix with

Our fourth scheme is a secret two-level scheme. Again, the n rows and two columns (see Fig. 3).
saving in going from one level to two levels is in the size of the Each user has lgn bit identity, and the personal key for
enabling blocks: The personal key and the number of requireser: is the set ofn = logn keys
decryption operations ar@(log(1/p)log(n/p)), and the en-
abling block containg(k log(1/p)log(n/p)) encrypted keys. {agl’agz’ e ai’é"gif}
Compared to the previous scheme, the performance parameters
are smaller by a factor df/log(1/p), so this scheme is morewhereb; is theith bit in«'s identity. Think of each personal key
efficient if £ >> log(1/p). as selecting one key per row. Different users have at least one
The last two schemes are threshold schemes, and as suwehwhere they differ in the selected keys.
are only good against pirate decoders which decrypt with The tracing scheme is used to encrypt a secréte always
probability greater than some predefined parametefhe regards as the key with which the cipher block can be decrypted.
fifth scheme is a one-level threshold scheme. The personal Keye data supplier encryptsin the enabling block. A decoder
containsm = g—’; log(n/p) decryption keys, which is of the typically first decryptss from the enabling block and then uses
same order as the key length in the one-level secret scheme (fto decrypt the cipher block.
is constant, which is sufficient for most applications). The main The secres is encrypted in the enabling block as follows: It
improvement is in the data redundancy overhead which is oridysplit intolog n secrets, sz, - - -, siogn, i.€., the data supplier
4k encrypted keys and does not dependrornd in requiring chooses at random, so, - - - , Si0g » SUCh thats is the bit-wise
a user to perform only a single basic decryption operation xor of the s;'s. The values; is encrypted under the two keys
order to decrypt the secret. of theith row, Y anda; . Both encryptions are added to the en-
The sixth scheme is a two-level threshold scheme, andaibling block. Every usei can reconstruct all the's and hence
reduces the personal key length at the expense of slightlyn decryps. On the other hand, any pirate decoder must con-
increasing the data redundancy overhead. The complexityn a key for every row, 1 < ¢ < logn (otherwise,s; would
depends on a parameter Defined = log(m). When remain unknown and, consequentiycould not be obtained).
w is constant (then the key length is minimalg, the person8ince at most one traitor is involved, the keys stored in the pi-
key is composed of: = O(blog(2n/p)) decryption keys, the rate decoder must be identical to the keys in the traitor's de-
enabling block contain®@ (% log(%/qb)) basic encryptions, and coder. Therefore the pirate decoder uniquely identifies the single
the user should perfor@(log(k/b) decryptions. traitor.
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which is used is insecure against a simple decodlewhich

a1 | 12 | ... | a1 ok2 does not contain any key, usgsas a black box, and can also
decrypt the content with probability. We were only able to
prove the reduction fromt’ to A for a tracing scheme which is
very similar to the scheme we presented: the only difference is
that the scheme does not directly encrypt the cipher block with
the secres but rather with a value& ', wheres’ is sent (in the
clear) in the enabling block. The receiver decrypts the value
Qp1 | Qg2 | --- | Qg 2k2 from the enabling block, calculates its exclusive—or witrand

uses the result to decrypt the cipher block. For simplicity, we
Fig. 4. Keys for the simplé-resilient scheme. present throughout the paper schemes which do not use the pa-
rameters’. However, these schemes can be replaced by schemes

When dealing with larger coalitions, we generalize the aboWénich uses’, for which we can prove a reduction. The overhead
scheme. We will now use matrices of keys witrows and2k? of these schemes is only negligibly greater than the overhead of
columns, wheréis a parameter to be specified later (see Fig. 4J1€ presented schemes. . _

The personal key of every user contairiys, one key per row. 1 he reductionGiven a decodesd which operates against a
Again, a secre is expressed as the bit-wiger of ¢ random Scheme with rows while containing keys from a setof entries
s;'s. Eachs; is encrypted under all keys from thih row. There- N @t mos¥ — £’ rows, we construct a decodéf which operates
fore, to be able to find with nonnegligible probability, a pirate 8gainst a scheme witf rows and does not contain any key.
decoder must contain one key from each row. So far the descrlpt® input to.A” is an enabling block (containing a valug)

tion is very similar to the previousresilient scheme. The major@nd a cipher block. The decher chooées?’ random values
difficulty we encounter is in the procedure for detecting traitor§1: - - » 7¢—¢'- For each value; it choose2k? random keys and
Unlike the casé: = 1, the pirate decoder might now contair€nerates a row which contaigs? encryptions of-;, one with
keys fromk different members of the coalition. It is, therefore®ach of the keys. It generates an enabling block which contains
required to arrange the personal keys in such a way that the kB@se rows, the rows of the enabling block which it received as
selected by each user are different from those selected by oth@t, and a value” = s’ & (@;_; ;). The decodesd’ inputs
users not only in a few rows, but in the vast majority of the row40 A this enabling block, the cipher block, and the keys tHat
The best way we know of to achieve this goal is to assign keys@Pects to receive (taken from a gétn the/ — ¢’ rows thatA’
users in each row independently at random. In other words, e&&nerated). The input td is a valid encryption of the content
row is associated with a random hash function which chood&at is encrypted in the cipher block (with the same distribution
which entry (or column) is assigned to every user, and hash fuiféXeys as an original input tdl). Therefore,A (and hence4’)
tions associated with different rows are independent. A detailé#]! succeed in decrypting it with probability .

211022 | --- | Q2 2k2

description of the scheme is given below. From here on we assume that the decoder contains at least
Initialization: A set of £ hash functionshy, ho, .-+, he is ©Ne key from every row. Upon confiscation of a pirate decoder,
chosen at random by the data supplier. Each hash fungtion@t least one key from every s (row) is exposed. We claim
maps{1,---,n} into the sef1, - - -, 2k>}. A set of2k? random that it suffices to experiment with the decoder for this purpose,
keys is chosen for each row. The set and it is not necessary to take the decoder apart (“reverse-en-
gineer it"). The only assumption we should make is that it is
A =Haii, a0, 0,22} possible to experiment with the decoder box and then reset it

to its initial configuration. The proceudre that extracts the keys
operates as follows. For all < ¢ < £and0 < j < 2k? per-
form the experimenk;;: Prepare a normal encryption session,
but instead of encrypting the key with keys{a; 1,---a; ;}
Distributing a secret keyFor each (i = 1,2, - - -, ¢) the data providej random strings. Lef; ; be the fraction of times the

supplier encrypts a key; under each of thek? keys inA;. The box decrypts correctly on experimeat;. By assumptiory; o
final secret keys is the bit-wise exclusive—or of the “shares’is nonnegligible (or the box is useless, sidcg is its “normal”

s;. Each authorized user has one key from evéfyand can €Xxecution), and; - is negligible since the key; is completely

is assigned to théth row. The personal key of useris the set

P(u) = {al,hl(u)a A2, ho(u)y ,az,m(u)}-

decrypt every;, and thus compute. missing. There must bela< j < 2k? such that
Parameters:The memory required per usersis = ¢ keys.
An enabling block to encode the secret kegonsists of2k? fij— Fijo1 > (fio— fion2)/2K.

encryptions of each;, totalingr = 2k2¢ encrypted keys.

Tracing: Assume that a pirate decoddrecrypts the content For this; it can be deduced that; € F'.
with probability ¢’. Let I be the set of locations in the matrix The setf’ contains at least keys (at least one key per set
containing the keys which are known to the pirate who created). For eachi, denote by; ,(;) the key with minimal second
A. We can consider the keys Inas being part of the input td. ~ subscriptin4; N F. The users irh; ! (¢(<)) are those who could
If F" contains at least one key from every row then it is possibt®ntribute this key to the pirate decoder. All the users in this set
to perform the “detection of traitors” process that is described are identified and marked. This set includes at least one traitor,
the sequel. Otherwise, we claim that that the encryption schearal possibly some innocent users. A count of all marks per user
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(fori =1,2,---,£)is carried out. The user who has the largesiey encryptions, and a user should perfoth? logn decryp-
number of marks (and this number must be at I€a&) is de- tions in order to reveal the secret.
clared to be the suspected traitor.

Goal: We show that there is a choice of hash functions, sucf‘hThe d.'scussmn above shows Fhe existence OT dpsilient
" ) . raceability schemes, and provides a randomized method for
that for all coalitions of sizé& and all pirate decoders they con-

struct, the suspect is never an innocent user. Clearly, at least gonstructing a scheme that works with high probability. Al-

ne - .
) : it e ; 81ough the theorem does not suggest an explicit construction,
of the traitors contributes atle of the keysa, ;). We will t?e desired properties of a given construction can be verified ef-

show that the probapility (over qll chqices O.f hash fu.nCti.on?cientIy. The idea is to examine all the pairs of usgrsv) and
that an innocent user is markéd times is negligible. This will check the number of functioris such thath:(v) — h, (). If

prove the existence of hash functions with the desired Propgt. umber is smaller thafy k2 then we can conclude that no

ties. .. . Y .
. - . . coalitionT" of at most: users “covers” more thanlgk fraction
Consider a specific user, say user 1, and a specific coaﬂl’uonmc the keys ofu, and hence cannot incriminaie(this propert
of & traitors (which does not include user 1). As hash functions Y ’ property

are chosen at random, the valu€1) is uniformly distributed in IS stronger tha.n the property required for the scheme).
{1,---,2k2}, and so the key, ; 1y is uniformly distributed in By considering pairwise differences, we can phrase the con-

A;. The coalition gets at moatkeys inA; (out of the totalk?). struction problem as a problem in coding theory (see [20]): con-

The probability thata. is amona these kevs is. at moststruct a code wittn codewords with lengtld, over an alphabet
1/2kp y ihi(1) 9 ys s, bf size2k?, such that the distance between every two codewords

. 2 . ;
Let X; be a zero—one random variable, whéte — 1 if is at least? — ¢/k=. The goal is to construct such a code with

Ju € T's.ths(u) = h;(1). The meanvalue 025:1 X, ist/2k, as small/ as possible. There are no known explicit construc-

45 x| ¢ ller than th ber of K ti'ons that match the probabilistic bound. For the best known
an Zi=1[ ¢ IS not smalfler than -e number of Marks USer &, nstruction see [1] and references therein. For sinétle con-
gets. Ify_;_, X; < £/k, then user 1 is not exposed as a suspecly ctions of [1] yield a scheme withh = O(k®logn) and
since at least one traitor gets at ledgt marks. We use the | _ O(k3log n).

following version of Chernoff bound (see [2, Theorem A.12])

to bound the probability thzazf=1 X; > 4/k. LetXy,---, X, B. An Open Two-Level Scheme

be mutually independent random variables, with The “two-level” traceability scheme, described in this subsec-

Pi[X; =1 =p tion, can be thought of as iterating the previous construction two
! times. While it is more complicated than the simple scheme, it

saves a factor of abodtin the broadcast overhead.
Then, forallg > 1 Theorem 2:There is an open fullyk-resilient trace-
. . ability scheme, where a user's personal key consists of
1 A\ m = 2k?log® klog(en/k) decryption keys, and an enabling
z > z 3h X ' :
Pr I ,E:IX’ z0p| < < 38 ) block consists of = 22¢k? log* klog(en/k) key encryptions.
=

A user should pen‘orrr%k2 log” klog(en/k) decryptions in

In our case, substituting = 1/2k andj3 = 2, we have order to decrypt the secret.
Proof: As in the simple scheme, the proof is existential
1< 1 e\ /2% o (but here we do not know how to efficiently verify that a given
Pr 7 Z;Xi = % < (Z) <2 ; scheme is “good”). It will be convenient to view the keys as

organized ir¢ blocks. Each block is d-by-[ek] matrix, where
The last bound considers one specific coalition and one sgendd are parameters that will be specified later. It is important

cific innocent user. We demand that for a random scheme tigenote that each entry in the matrix contaitieg® & keys (see

expected number of pairs of a coalition and an innocent uskig. 5). For each block, every user gets one key per row. All

for which the coalition might frame the user, is less thafihen thesed keys are taken from the same column.

there exists a scheme in which no coalition can frame a user. Wgd'he secret key is constructed in a way that forces any de-

should take? satisfying coder to satisfy the following constraint: For each block, there
exists a column, such that for every row, the decoder contains
n- <”> Lok a key from the entry at the intersection of the column and the
k row. In other words, the decoder contaihkeys from a certain

column in every block. We now describe the system in detail.

) 21 . . .
It suffices to take’ > 4k~ logn. With this parameter, there is Initialization: A set of ¢ “first-level” hash functions

a choice off hash functions such that for every coalition an% ha, -+« he, each mappind1, - --,n} to {1,---, [ek]}, is
every authorized user not in the coalition, the innocent userclﬁ’ 2t PP o T '

not incriminated by the tracing algorithm. We summarize thé osen mdepe_ndently at random. The functignis used to
X map the users into the columns of ttle block. For each block
result in the next theorem.

t(t=1,2,---,¢) and each row (1 <j < d), a “second-level”

Theorem 1: There is an open fully:-resilient traceability hash functiory; ;, which mapg{1,---,n}to{1,---,4log” k},
scheme, where a user's personal key consists ef 4k*logn  is chosen independently at random. The functippis used to
decryption keys, an enabling block consistsrof 8k*logn  map users into specific elements in the entries ofjthaow of
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a1a11171’° v ’a1,1,1,4 logz k 01,1,2,1, M a1,1,2,4 10g2 k a1$11fek171" ) al,l,[ek],4log2 k
1,2,1,15- 481 21 alog?k | ¢1,2,2,1 5++ -5 @122 4log? k @1,2,[ek],13- « + 3 @12 [ek],4l0g2 k
1,d,1,15-++581 41 41og2k | 01,d,2,15++5 O1 42 410g? k @1,d,[ek], 15+ - - 11 4 [ek] ,410g? k
2,1,1,15 - -+ @911 410g2k | @2,1,2,15 -+ (21 9 410g% @2,1,[ek],1>- - - 1821 fek],41og? k
32,2,1,15 182 21 4log? k @2,2,2,15- -+ 1899 9 410g% & (2,2,[ek],15- - -y @22 [ek],4l0g? k
2,d,1,1 5-++5 @3 g141og2k | 32,d,2,1 55 @249 41062 k A2,d,fek], 1o - -3 B2 d [ek],4log? k
a'e117111" c 70[,1,1,4 IOg2 k a[$112$1" e al,1,2,4 10g2 k a[,l,[ek],la- o 7al,1,fek] 4 10g2 k
@g,2,1,15 -+ s8¢ 21 410g2k | @£,2,2,15--300,2 2 410g% k @2, ek, 12+« - 1Qp 2 [ek] 4102 k
Qg,d 1,100y d1 4log?k | @,d,2,15 -+ s8¢ d2 410g? k Gg,d,[ek], 1> -+ Qg d,[ek],410g2 k
Fig. 5. Keys for the two-level scheme.
theith block (a user is assigned to a certain column of a bloekd columre (¢ = 1,---,[ek]) in blocké (¢ = 1,2,---¢) as

and is always mapped to elements in this column).
Everyusem € {1,---,n} receivedd keys,d keys per block.
The keys are

si.j.e, the shares satisfy
S§; = XOR(Si,l,la .
= XOR(Si71727 ..

i Si,d,l)
T Si,d,?)

A1,1,hq (), 91,1 () B1,2,kh (w),g1 ,2(u)s 7 7 A1,d,ha (u),g1,a (1)

= XOR(8;,1,[ek]s" " " » Si,d,[ek])-

The encryptions of the shasg ; . under each of the log® k

keys in the entryj, ¢) of theith block are added to the enabling

block. To find the keys one needs all the shargs Therefore,

for every bloclk there should be one columarsuch that for each

(thesed keys are all from columt(u) of the£-th block). row j at least one key from the entfy, ¢) is in the decoder.
Dzstf_mbutmg a secret key: The data supplier chooses at ran- ysery has thed keys

dom/ independent keys (shares), - - -, s,. The secret key is

§ = XOszlsi. i, 1,k ()90, (1) @i,2, R (w),gs,2 ()™ 770 Qid,bg (u) 94 a ()
Eachs; is divided intod - [ek] shares that correspond to then his personal key. They enable him to decrypt and find

entries in theth block, one share per an intersection of a row and

a column. These shares are random subject to the constraint that i Lk (w)s ™77 Sidihi(u)

the exclusive—or of the shares of each column is equgl fthat  which make it possible to reconstruct eagtand then compute

is, if we denote the share of the entry inrgwj = 1,---,d) the secret key.

(thesed keys are all from columrh, (u) of the first block)
through

g 1,h, (w),g¢,1(u)> Ag.2 h, (w),ge2(u)r ™" 7 Qg d.h, (u),g¢,q(u)
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ParametersThe personal key consists et = /d keys. inthe pirate decoder come from the personal keysSo#h ;- L(e).
The total number of key encryptions in an enabling block iBhe tracing algorithm can mark user 1 with respect tojte
4ektdlog? k. row in the blocki if there is some: € T N h; *(c) such that

Tracing: Assume that a pirate decoddrdecrypts the content g; ;(1) = g; ;(u). The range ofj; ; containstlog? k elements.
with probability ¢’. If it holds for every blockl < i < ¢that Atmostlog k of these are ig; ;(7Nh; ! (c)). So the probability
there exists a column such that4 contains a key from the that user 1 is marked with respect to tftb row in block: is,
intersection ofc with each of the rows, then thgetection of at most,1/(4log k). The expected number of times user 1 will
traitors process that is described in the next paragraph detectbatmarked, with respect to thefunctionsg; 1, -+, g; 4, IS, at
least one of the traitors. Otherwise, the bit sensitivity oftbe  most,d/(4log k). We use the Chernoff bound to estimate the
operation guarantees that it is possible to construct a degtideprobability that user 1 is a suspect fgr

which uses4 and is able to decrypt the content with probability SetX; = 1if user 1 is marked with respect to thith row in

¢, even without knowing any of the keys. block ¢, andX; = 0 otherwise. Then
Upon confiscation of a pirate decoder, we assume here that Pr[X; = 1] < 1/(410g k)
rA; = < OgK).

it stores a subsdt’ of the keys which for every block contains
keys from the intersection of one column with all the rows. ThBy the Chernoff bound, witlh = 1/(41log k) and = 4

subset is exposed using the following procedure for every block d 4 4/ (dlogk)

1 and columne: Let Méig be an enabling block in which the Pr EZX > 1 <@_> < 9—3d/(4logh)
encryptions with the keys of all the columns of blaglexcept d T = logk 44 -

columne, are replaced with random data. For every row

j < dandevery entryl < s < 4log?k build M;;; from Settingd = (8/3)log? k, the conditional probability that user 1
M by replacing with random data the encryptions in blocl® & Suspect fos; is, atmOSt’?_*Qlng < 1/16k (whenk > 16).

i which are in the first positions in the entryj, c). There is at 1 he Probability of the condition (at mokig  traitors mapped
least one such that\/;’; enables decryption with nonnegligibletogether with 1 by the function;) not happening is, at most,
probability, whereas for every royithe enabling blocld\/[;:g 1/16k. So overall, the total (unconditional) probability that user

allows correct decryption with negligible probability. Léj‘tc Lis the suspect fos; is, at rr.1(.)st;l/(8k). .
be the location of the key that caused the maximum decreas&®t US check the probability that user 1 is the suspect for at
in the decryption probability for thgth row in a columnc of 1€8St(3¢/4k) of the blocks. Foi = 1,---, £, let; = 1if user
blocki. Thenmarkthe users: s.t.h;(u) = candg; ;(u) = °. 1is the suspect fof;, andY; = 0 otherwise. Then
All users who are marked at lea#t log  times for block: are 1 & 3 AN .
suspects fog;. The user who is a suspect for the largest number Pr 7 ZY; 2 % < <@) <27k,
of s;'s is identified as a potential traiter. i=1
Goal: We want to show that there is a choice of hash functior® with probability at least — 2¢/* user 1 is a suspect for
such that for all coalitions, an innocent user is never identifiddwer than3¢/4% of the s;.
as a traitor. Denote a block alsadif it contains a column into whiclog &
Consider a specific user, say user 1, and a specific cogji- more traitors have been mapped, aymbd otherwise. In a
tion T" of £ traitors (which does not include user 1). We firsood block at least one of the traitors is declared a suspect. De-
bound the probablllty that user 1 W|” be a SuspectsfprThe note bygl the number Of good b|0cks_ Next we ShOW that the
first level hash functiorh; partitions the users tfck| subsets propability that” < 3 is small. We previously showed that the
{h; (1), -, h=*([ek])}. The expected maximum number 0{Jrobability thatlog & or more traitors are mapped to the same

traitors in thesg k| subsets isog / loglog k. The probability - colymn is at most /16%, namely, the probability that a block is
that user 1 is hashed to a subset together with moreltiggh  phad is at most /16. Fori = 1, -- -, £let Z; = 1if block i is bad.

=1

traitors is, at most, Then the probability that there af@4 bad blocks is at most
k ) oz k < ek )10gk oz k ¢ 3+ €/16
(ek)T sk < ek)~los |1 1 ¢ —t/5
<10gk (k) ogk) P Py [ZZZZEZ <<E> <27
1 log k& 1 =1
= <1 k) \</ Toh: For every good block, at least one member @fis a suspect
08 if k>16 for s; because in each row at least one of them is marked.

é:ontainsk traitors, and so there must be one or more traitors who
is a suspect for at leaét/k > Z’—ﬁsi's. Therefore, the probability
that user 1 is mistakenly identified as a traitor in this case is
smaller thar2—¢/*. Note that the definition of goodor abad
@i 1,0 (ua), g0 1 (ua) s B4, 2,00 (w2 ), gi 2 (u2)s "1 Fid s (ua), g a(wa) block does not depend on the user's identity (but of course does
2Note that this procedure relies on the fact that for each block there isacoluﬁilﬁpend orY’). Therefore, the probability that for one of th@
¢ such that the pirate decoder continues to decrypt even if we corrupt all fa@ssible coalitions of size and given that there are atleagt4

entries in the enabling block that correspond to all the keys from the block whi?od blocks, some good user is mistakenly identified, is smaller

do not come from columa. However, even if itis not the case, we can search fo n i /k . "
a minimum set of columns for which this property holds, and then the followin ann - (k) -274/* The probablllty that for some coalition

analysis still holds. there are less that/4 good blocks is at mogt! ) 2~¢/>. Setting

Denoteh; (1) = c. Consider the conditional probability spac
whereT N h;*(c) indeed contains at moktg  traitors. In this
conditional space, the keys
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¢ = k?log(en/k), the total probability is smaller than This good user is market)/ % times is negligible. Consider a specific
means that there exists a choice of hash functfgnandg; ; user, say user 1, and a specific coalitibrof % traitors (which
such that a good user is never mistakenly identified as a traitdaes not include user 1). As the hash functions are random the
The resulting opeh-traceability scheme (which is good for anwaluea; = h;(1) is uniformly distributed in4,, even given thé

k > 16) has parameters values hashed by, from the names of the coalition members.
8 5. o The probability that the valug; extracted from the pirate de-
m=4d = gk log™ klog(en/k) coder equals; is thereforel /4k. Let X; be a zero—one random
and variable, whereX; = 1if a; = f;. The mean value 6F\_, X;
32 is £/4k. By the version of Chernoff bound used in Section IV-A
- = dekldlog® k = = ck®log* klog(en/k).
! ¢ o8 3 s og(en/k) (see [2, Theorem A.12])
1 4 1 63 £/ 4k
Pri=y X, >4 -— - 9 3¢/4k
V. SECRETFULLY RESILIENT SCHEMES r lf; 2 4k] < <44) <

Secret schemes can be made more efficient than open L _30/ak )
schemes since the traitors do not know which keys the otherwe‘ choosel satisfyingn - 2 < p-Thatis, £ >
users received. Therefore, even if the set of keys of a coalitighi108(n/p)/3. Then for every coalition it holds that the

of traitors includes a large part of the keys of an innocent usBfoPability that it can frame an innocent user is at mosthe

the traitors do not know which keys these are and cannot insfQiowing theorem sums the construction.

in a pirate decoder keys that incriminate a specific user. Theorem 3: There is a fully(p, k)-resilient secret traceability
scheme, where a user's personal key consista of 4/3 -
A. A Secret One-Level Scheme klog(n/p) decryption keys, and an enabling block consists of

The first proposed scheme is one-level. The major sourcel§/ 3 &* log(n/p) key encryptions. A user should perfory3-
saving is that it suffices to map theusers into a set ofk keys ~ log(n/p) decryptions in order to decrypt the secret.
(rather than the set of siz? of the open one-level scheme).
A coalition of sizek will contain the key of any specific user B- A Secret Two-Level Scheme
with constant probablllty HOWeVer, as the traitors do not know A two-level scheme improves the performance of

which key this is, any key they choose to insert into the pira{ge one-level scheme of the previous section whenever
decoder will miss (with high probability) the key of this user. j; . 1og1/p. The difference between this scheme and the open
Initialization: There aren users, each with a unique identitytwo-level scheme in Section IV-B is that here it is sufficient
w € {1,2,---,n}. Let/ be a parameter. A set éfhash func- o use only one mapping at the first level and hope that it is
tionshy, h,- - -, he are chosen independently at random. Eadyccessful (which happens with good probability), whereas the
hash functior; maps{1,---,n} into a set ofik random keys two-level open scheme used two mappings. In the Appendix
A; = {ai1,ai2, -, a4 }. The hash functions are kept sewe present a somewhat simpler two-level secret scheme, which
cret as well. User, receives, upon initialization, the indices an@chieves slightly less efficient performance.
values oft keys{ay, ki (u), -, ag, he(u)}. The basic idea of the construction is to randomly map the
Distributing a key:For eachi (z = 1,2,---, /) the data sup- ysers into a small range, such that the probability of mapping
plier encrypts a randony under each of thek keys inA;. The  ogether more than a small threshalof traitors is smaller than
final key is the bit-wise exclusive—or of tkg's. Each authorized p/2. An independent tracing scheme (secure with probability
user has one key from;, so he can decrypt evesy and com- , /2 against traitors) is employed for every value in the range.

putes. . . The overall error probability is, therefore, at mest
Parameters:The memory required per usersis = ¢ keys. The construction uses a random mappiagfrom the

The data redundancy overhead used in distributing thesk8y §omain {1,---,n} to a range of size2ek/V/, where

r = 4kL. i = b— ;2 In(ek/b). Then for any fixed set o traitors, the

Tracing: As was shown for the one-level open scheme, a Qiropanbility thath or more traitors are mapped together/big,
rate decoder must contain a key from every row if the encryptiog most

schemes that are used are secure. We show next how to trace the b1

traitors given a decoder which contains a key from every row. (kY ( ¥ \""" < [k v (b~ gty n(ck/b)
Upon confiscation of a pirate decoder, a set of keys contained \ b 2¢ck ~—\b 2¢ek

in it, F', is extracted using the methods we have described for

b—1
the one-level open schemg.contains? keys, one per set,;. - ck <1 — hl(ek/b))
Denote byf; € A; the key inF N A;. The tracing algorithm b2b=1 b-1
knows the values of the functios and, therefore, can identify ~ ck o~ In(ek/b) _ 1
and mark for eachi the users im; ' (f;). The user with the b2e—t 2b-1"
largest number of marks is exposed. Settingb = log(4/p) implies that this probability is,

Goal: We want to show that for all coalitions, the probabilityat most, p/2. Once such a mapping is chosen we con-
of exposing a user who is not a traitor is negligible. Clearly, &hue by constructing the secréb,p/2)-resilient one-level
least one of the traitors contributes at legst of the keys to scheme of Section V-A for each set of preimages (i) for
the pirate decoder. It should be shown that the probability that a< ¢ < 2¢k /. In the initialization phase, each usereceives
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his personal key for the subscherg:), and the secret is Note that unless: is very large compared td/p, the last
distributed by each of thgek /I’ subschemes. multiplicand
The detection of traitors is performed as follows: Assume that
a pirate decoded contains keys from all the rows of a certain <1 M)
subscheme (otherwise it is possible to build a decotievhich b—1—In(ek/b)

contains no key and can decrypt the content with the same prob- - .
- d . . : . IS small. For example, it is smaller thahnif p = 1/100 and
ability as.4). First, it is required to identify a subschceme 1‘05C < 1000, or if p = 1/1000 andk < 16500.

which the decoder contains a key from every row. Then thes . . .
keys have to be identified, and the source of these keys can lf\e!\/e can get slightly better results if we consider the fact

found b i thert each subscheme should handle fewer users. The expected
y the same methods that were used for the one-leve b f that are maoped to a certain subscheme is
scheme. To perform this, prepare a valid encrypted mesM@gengm ec 0_ lﬂj‘?rs d th b Fl:))pl hat th ber of
and choose a random order of the subschemes. Ini stem- z}ciutn N m’dat“ the E)rp a l;'tyht at the numh Ier ° ufshers
struct the messagk!; by replacing with random data the parts at are mapped to a certain Subscheme IS much fargershan
. Is small. Therefore, the subschemes can be designed(fdy
of the messagé/;_; which are encrypted by the keys of the T ;
ith subscheme (in the chosen order). Feed the meddageo users only, resulting in lower complexity.
the pirate decoder. The messalg is a valid message and a
pirate decoder should decrypt it with high probability, whereas
the messagé/,.,,,» contains only random data and therefore The performance guarantee of fully resilient tracing schemes
cannot be decrypted with nonnegligible probability. 3éf be might be an overkill for many applications. Fully resilient
the message that caused the maximum decrease in the decsghemes trace the source of keys of any decoder which uses
tion probability. The decryption keys of subscheinmust be a secure encryption function and decrypts with nonnegli-
stored in the decoder. Now, start from the mess&fje; and gible probability. In many applications, it is obvious that
change the keys of thgh subscheme according to the key expirates cannot sell pirate decoders which do not decrypt with
traction procedure that was described for the one-level schempgbability which is very close tb (e.g., decoders for TV trans-
and find a set containing one key from every row of itfesub- missions). For such applications, it is possible to design tracing
scheme, which is contained in the pirate decoder. schemes which only trace the source of keys of decoders which
Assume that there is no subscheme into which more thamecrypt with high probability (and do not necessarily perform
traitors are mapped together (an event which happens with pratell against decoders which decrypt with lower probability).
ability at leastl — p/2). Then the conditional probability of in- This section introduces such schemes which are more efficient
criminating any of the innocent users in subschérfie which than fully resilient schemes (refer to Table | for a comparison
we search for traitors in the process we described), is the prddetween the complexity of different threshold schemes and the
ability that the subset of traitors that is mapped {and by as- most efficient fully resilient scheme).
sumption is of size at mo#$) manages to incriminate an inno- Recall Definition 1. It is assumed that the basic encryption
cent user. Since each subschem@js/2)-resilient, this prob- scheme cannot be decrypted with probability better than
ability is, at mostp/2. The unconditional probability that therewithout using the decryption keys. Fully resilient schemes are
is a user who is wrongly incriminated is, therefore, at most designed to trace the source of keys of any decoder which
The number of keys a user gets in this scheme is simply tdecrypts with probability better thagi = ¢”. The target of
number of keys a user gets in tig p/2)-resilient scheme, that g-threshold schemes is to trace the source of keys of any de-
is,m = %10g (4/p) log (2n/p). The size of the enabling block coder which decrypts with probability better thgn= g + ¢”.
is 2¢k /b times the size of the enabling block in tHep/2)-re- The parametey, is the advantage of a pirate decodérin

VI. THRESHOLD SCHEMES

silient scheme, i.e., decrypting messages, over the success probability of a decoder
39 B2 A’ which does not contain any of the decryption keys. Fully
?ek log (2n/p) v resilient schemes are designed to trace for@amy0. However,
32 1 since the probability,” is assumed to be negligible, it can be
= 5 ckblog (2n/p)T—— - (che/D) assumed that must be large in order for a pirate decoder to be
b=1 useful.
= gekblog (2n/p) <1 + M) ) The complexity of;-threshold schemes depends on the value
3 b—1—1In(ek/b) of the parameteq: They are more efficient for larger values of
We thus obtain the following theorem: g. The schemes are secret in the sense that the set of keys that

each user receives is unknown to other users.

Theorem 4:There is a fully (p, k)-resilient secret trace- ) . . .
ability scheme. where a users personal kev consists c)f'l'he benefit of using threshold tracing schemes is a reduc-
||_y 4 log (2 W decr tign ke sp and an enthIin tl)lockt'on in the data redundancy overhead and in the number of de-
m=3 og (2n/p) yp ys: 9 cryptions that the receiver should perform, whereas the length
consists of at most

of the personal key is almost as short as in secret fully resilient

gekblog(Qn/p) <1 + M) schemes. A one-level threshold scheme results in a very short
3 b—1—In(ek/b) data redundancy overhead, and requires the receiver to perform
encryptions, wheréd = log(4/p). A user should perform asingle decryption operation. The key is only marginally longer

%blog (2n/p) decryptions in order to decrypt the secret. than in the secret one-level scheme of Section V-A. This is also
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the case with two-level threshold schemes, although comparteb keys fromof rows, contains keys fromrandom rows is, at
to the one-level threshold schemes the key is longer. In partinest,w!, and therefore setting

ular, the two-level threshold scheme of Section VI-B2 achieves log(1/q)

better efficiency than the best fully resilient scheme (of Section t=log, q= m

V-B) in all complexity parameters. . . . o
) plextty p %flces to make this probability at mogt For example, it is

The data redundancy overhead and the personal key Ieng ble to sets — o fix th ber of dinal d
are parameterized, and there is a tradeoff between them; gpsibie to sel = g, Tix the number of rows accordingly, an

is possible to set the parameter to a value which obtains tlll?grt' tshet ~ 1.e;tl'he broildg?)st;]enlt(er WOlf“d o_nlyl have tohpr%a_(tj-
best tradeoff between these two complexity measures ( stthe secretencrypted by the keys of a singie row which |

instance, the last entry of Table | demonstrates a reasonal QOSES randomly. The data redundancy overhead is then only

4
such tradeoff). . . .
) Detection of traitorsit can be assumed that contains keys

from at leastv? rows, since otherwise it can be used to generate
A. A One-Level Threshold Scheme a decoder which does not contain any key and decrypts with
probability at leasy. It is possible to expose the keys which are

The basic scheme is similar to the one-level secret scheffdtained in a confiscated decodérby treating it as a black
with the following exception: the secretis not divided intoz PO, like with fully resilient schemes: Choose a random order
shares but rather intbshares (wherét < ¢) is a parameter) of the entries of the matrix. Start with a valid messddg. In
which are encrypted usingrows chosen uniformly at random.Step: take the messagk/; , and create the messagé; by
These rows are chosen independently for every enabling blotgPlacing the data encrypted with the key of ikfe entry (ac-
and their indices are sent at the beginning of the block so t¢&rding to the chosen order) by random data. Feed the message
the decoder can know which keys to use. A legitimate user hig into the decoder. Let the sé&i; contain the keys in the en-

a key from every row and can therefore recoveHowever, if tries numbered + 1 and higher. LetM; be the first message

a pirate decoder does not contain a key from each of tbes  fOr which the pirate decoder contains keys fréiin less than

it cannot obtains. The data redundancy overhead is composédv fraction of the rows. Then stepcan be identified since in
of encryptions with the keys of therows and, in addition, the this step the probability with which the decoder can correctly
names of the rows which were chosen. Note that the decryptiofl€crypt reaches below (and decreases by a factor of at least
process now requires less operations from the receivers, théy~ 1/w)*). When this happens, conclude that the key corre-
should perform only decryptions, instead of decryptions in sponding to entry is contained in the pirate decodeRepeat
the fully resilient schemes. this procedure until you find a key from? rows. Choose one

In the one-level secret fully resilient scheme of Section V—A{fey from each row. Announce the user who contributed the max-

each row containedk keys and setting the number of rows tdmum number of keys to this set (this number should be at least

be ¢ = % log(n/p) suffices to get a probability of at least'%/F) 0 be a traitor.

1 — p for tracing the traitors. The threshold scheme depends onFOr any practical purpose, the paramefesan be set to be

a parameter (in the range) < w < 1) such that it is possible a constant. However, one-level schemes are used in the next

to trace the source of keys if the pirate decoder contains ki section as bm!dlng blocks for two-level schemes, and tperg
from a fraction of at least of the rows. The number of shares ould be a function of other parameters. The rgsults regardmg
into which the secret is divided (the parametgis set such one-level thre§hold schemes are summgd up In the following
that if a decoder contains keys from a fraction of less than theor_e m. We first state the results forwhich is a parameter.

of the rows, it cannot gain an advantage better thanfinding Asw increases the key length decreases and the data redundancy

s. Therefore, a pirate decoder which gains an advantage thc\ﬁarhead increases. Then we state the resulis forq.

is better thary should contain a set with one key from at least Theorem 5: There is ag-threshold(p, k)-resilient scheme,
w/ of the rows. In this case, at least one traitor contributes w&ith a parametet taking values irfg, 1), in which a personal
Ieast% of the keys in this set, and in comparison, an innoceRréy consists o% log (n/p) keys and the data redundancy over-
user is expected to have onl§f keys which are included in head is of

this set. The probability of tracing a traitor can be calculated

using the same analysis as in the secret, fully resilient one-level 4klog,, q = 4/€M

scheme, substituting/ instead of/ for the number of rows for Y log (1/w)

which there is information. To obtain(a, p)-resilient scheme it

is enough to set the number of rowsltaw the number of rows keys. A user should peffOffﬁ% in order to decrypt the
in the fully resilient scheme, that is= % log(n/p). secret.

Fix w, the fraction of rows that enables to trace a pirate. The
parametet is set to ensure that the probability thatandom 3Note that in the detection process, it is not sufficient to change the entries

I tained i bset of . ¢ t of just a single rowr; and check in which one of these entries the probability
rows are all contained In a subset®t rows, IS, at mosig. decreases, since the decoder might contain more rows than are needed for the

Therefore, in order to achieve decryption probability which igrobability of decryption to be, but still output the correct decryption result
greater tham, the decoder must have keys from at least a fraeo[y with probabilityq. Then even when the data encrypted with the keys of row

. r; is random, the decoder can still have a correct output with probability
tionw of the rows. To set the value ofbased on the parameter%sing the keys it has from the other rows, and it is impossible to decide which

w andg, observe that the probability that a pirate decoder whialthe keys of row-; in contained in the decoder.
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If we setw = ¢ then a personal key consists%‘flog (n/p) inthe nextstage: Start with the messddge_; and apply to sub-
keys, the data redundancy overhead is of dilkeys, and are- scheme the method used for tracing the sources of the keys of
ceiver should perform only a single decryption in order to revetile one-level threshold scheme. If no more thamaitors are
the secret. mapped together, then the suspect that is finally announced is a

The scheme we presented displays a tremendous impro]t;;%'-tor.wnh probability at least — p/2. We therefore obtain the
ollowing theorem.

ment in the data redundancy overhead, but the personal key'is
quite long, its length is a little larger than in the fully resilient Theorem 6: There is ag-threshold(p, k)-resilient scheme,
one-level secret scheme. The next subsection presents two-IgWeh the parametew taking values in[%’k, 1), where
threshold schemes which balance the two complexity parame-
ters through a tradeoff between the key length and the data re- b= loo 4ek
dundancy overhead. T8 plog (1/p)
in which
« the length of the personal key is = z-blog(2n/p)

Two-level threshold schemes are constructed from one-level  pagic keys;
threshold schemes in the same way fully resilient two-level se-
cret schemes were constructed. We first present a basic construc-
tion which displays a tradeoff between the personal key length [ 2¢k )
and the data redundancy overhead, and which can have shorter 8cklog qb [log (1/w)
key length than the one-level threshold scheme. Then we change
the parameters of the construction to obtain schemes with an ]
even shorter key length, at the price of increasing a little the * @ receiver should perfortivg (2ck/(gb))/ log (1/w) de-
data redundancy. cryptions in order to decrypt the secret.

1) The Basic ConstructionThe construction uses arandom The key is longer than the key in tHally resilient secret

mapping/:{1,---,n}—{1,.--,(2¢k/b)}. Itconstruct2ek /b two-level scheme by a factor of only/w, and the data re-
one-level subschemes secure against coalitionsraftors and - gyndancy overhead is substantially shorter. Comparing with the
usesh to map each user to a subscheme. As with the fully rgpe_jevel thresholdcheme, then, for the same value of the pa-
silient schemes, it is required that the probability that more gmeterw the personal key changes by a factorbgk, and
of the £ traitors are mapped together is less tpd, namely, ihe data redundancy overhead changes by a factdr ofl +
that log (2¢k/b)/1og (1/q)). Therefore, the key is shorter and the
b1 b b1 data redundancy overhead is larger. However, the increase in
<k> <i> < <%) <i) - ek 1 <P the data redundancy overhead is relatively moderate: if we de-
b 2ek b 2ek 2 note the ratio between the key length in this scheme and in the
one-level scheme d9«, then the data redundancy overhead in-
The inequality is satisfied wheh = log (ﬁé/m) Itis re- creases by a factor of onBe(1 + log (2¢«)/log(1/q)). Note
quired that each subscheme has the following property agaitigit the minimum value foww is ¢ = % which is smaller
b traitors: either the success probability of the traitors in d¢han the minimum value fow in the one-level scheme. When
crypting the secret is greater by less than= Q%bk from the w is set to this value, the data redundancy overhead is mini-
success probability of an adversary who does not have anynoized to8eck encryptions, whereas the key length is maximal,
the keys, or they can be traced with probability at ldastp/2. m = %’“ log (2n/p). Both are longer than the values for the
If in no subscheme the traitors have an advantage greatef thaone-level scheme by a factor of exac2ky.
then the pirate decoder cannot decrypt with an advantage betteFhe two-level scheme features a tradeoff between the length
thang. of the personal key and the data redundancy overhead. At one
The stages of the initialization and the distribution of the sextreme, there is a short key but a longer data redundancy over-
crets are straightforward. The subschemes are built in the same@d, and in the other end, the key length is maximal and the
way as the one-level schemes of the previous subsection. As éi@ta redundancy overhead is minimal, and both are equal up to
fore,w is a parameter that defines the minimal number of rovssconstant factor to the performance of the one-level threshold
that enable decryption with probability better thanf a pirate  scheme for minimal data redundancy overhead. Note that as
decoder decrypts with probability greater thgihmust contain with the two-level secret scheme, the expected number of users
keys from aw fraction of the rows in one or more of the subthat are mapped to each subscheme is smallenthra factor
schemes. of b/2¢k. The subschemes can be defined for a smaller set of
The tracing procedure that extracts keys from a pirate decodsers and then the length of the personal key is smaller.
is performed in two stages. First, to find a suspicious subscheme?) Shorter Personal KeysThis section presents a threshold
it starts with a valid messagd,, and as with the fully resilient scheme which improves all the complexity parameters of the
secret two-level scheme, repeatedly changes all the informatiopst efficient fully resilient scheme (whereas the previous
encrypted with the keys of thigh subscheme into random datatracing scheme had a great improvement in the data redundancy
Let subschemgébe the subscheme for which the decryption suand decryption overheads, but increased the length of the
cess probability dropped the most. Subschémid be checked personal key a little).

B. Two-Level Threshold Schemes

the data redundancy overhead is

basic encryptions;
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The decrease in the length of the personal keys is enabled ashis scheme has the shortest personal key among all the
follows: The same construction as before is used, Réth/b; schemes we presented, but the data redundancy overhead is
subschemes, and itis required that the probability that more tHanger than in the basic two-level threshold scheme. However,
by users are mapped together is, at mpg2 (previously the the data redundancy is still shorter than in the fully resilient
valuesh; andb, were equal). The personal key is now composesthemes.

of (4/3w)bs log(2n /p) keys, and the data redundancy overhead
is of 8ek2—f log é%) / log (1/w) basic encryptions. VII. L oweER BOUNDS FOROPEN SCHEMES
The values,, b, should satisfy the following inequality: In this section we derive lower bounds on the total number
by—1 by by—1 of keysr and on the number of keys per userin any scheme
< k) . <b_1) < <%) . <b_1) that has the properties of our open schemes. Namely, schemes
b2 2¢k “\b 2ck where the set of all keys i$ = {s;, s2, - - - 5,.}, and each user
2¢ek by \ 2 P gets a subséf; C S of sizem. We require that no coalition @f
= b <@) 2 users (“traitors”{i1, ¢z, - - - i3 } should be able to incriminate a

user by constructing a subset of the coalition keys which is equal
Assumeb; = ¢ = b (« > 1). The previous inequality is to the user's subséf;,. Everyk-resilient scheme must have this

satisfied if property (in fact, it has to have a stronger property, that the inter-
section between the user's subset and the union of the coalition
b> (\/ o log(k/p) subsets is, at most/% the size of a subset). The requirementim-
~ Va—1 loglog(k/p) plies that for allk + 1 different indiceg, 41, é2, - - - i it should
hold that/;, ¢ U§=1Uij- In other words, there is a systenvof
We, therefore, obtain the following theorem. subsets of a universgwith r elements. Each subset contains

elements. These subsets have the property that none of them is
contained in the union of different subsets. Set systems with

Theorem 7: For everya > 1 there is ag-threshold(p, k)-re-
b
e 1)’ this “%& union property” were investigated by Erdds, Frankl, and

silient scheme, with the parametertaking values in

where Firedi [13]. From [13, Theorem 3.3 and Proposition 3.4 ], it
follows thatr is at least(min{n, k% logn/loglogn}). From
poof o log(k/p) [13, Proposition 2.1], it follows that > klogn/ logr. These
a—1 loglog(k/p) lower bounds imply the following theorem.
in which Theorem 8: In any openk-resilient traceability scheme, pro-

viding every one of the users withm keys out ofr, in a manner

o i = i He . ;
the !ength (,)f the personal keyiis = 5; - b - log (2n/p) which satisfies the# union property,” it holds that
basic keys;
+ the data redundancy overhead is r = Q(min{n, k*logn/loglog n})
8ekb™ L log <#) /log(1/w) andm > klogn/logr.
1 The lower bounds on both andm are roughly a factor of
basic encryptions; k smaller than the best construction we presented for an open

t bilit tem.
 a receiver should perforaug (2ck/(qb))/ log (1/w) de- oo SYSEM

cryptions in order to decrypt the secret.

As « increases the personal key length decreases and the data

redundancy overhead increases. The limits of these values aé/e presented several schemes for tracing users who leak
o — oo are as follows. a set of keys, which are good against coalitions of at most

k corrupt users. Fully resilient schemes trace the source of
keys of any decoder which can decrypt with better probability

VIIl. CONCLUSION

» The length of the personal key is

4 log (k/p) log (2 than breaking the underlying encryption algorithms. The most
= 3w loglog (k/p) 0g (2n/p) efficient fully resilient scheme was presented in Section V-B
and has an enabling block of length(klogn/p). We also
basic keys. presented threshold schemes which trace the source of keys of
« The data redundancy overhead is decoders whose advantage in decryption, over the probability

of just breaking the underlying encryption algorithms, is greater
ok log (k/p) than some lower bound. The threshold scheme which was most
loglog (k/p) efficient in terms of data redundancy overhead was presented
) ) in Section VI-A. It has an enabling block which contains only
basic encryptions. 4k basic encryptions, regardless of the number of ugeyor
» The number of decryptions that a receiver should perforthe error probabilityp). Therefore, the linear dependency on
is log(2ek/q)/log(1 /w). k allows for resiliency against rather large coalitions.

log(2¢k/q)/log (1/w)
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APPENDIX
A SECRET TWO-LEVEL SCHEME: A SIMPLER VERSION

[2
[3]
This appendix contains an alternative proof for the security of
the two-level secret scheme. The main difference between thi*
proof and the proof of Section V-B is that users are mapped to
2ek /b (and not2¢k /') subschemes. The proof presented here[5]
might be simpler since it does not use the extra parandéter
However, the overhead of the scheme is slightly larger.
The construction uses a random mappingom the domain
{1,---,n}toarange of siz¢k /b. For any fixed set ok traitors
it holds that the probability thdt or more traitors are mapped
together byh is, at most,

RN (2N T ek (2T ek 1 o]
b 2¢ck = \b 2¢ck Ty b1

[10]

(6]

(71
(8]

Setting
(11]
b =log(1/p)+2+log(ck/log(1/p)) = log <L>
(plog(1/p))
implies that this probability is smaller thar/2. Once such a
mapping is chosen the construction uses (the/2)-resilient
construction of Section V-A for each set of preimages (i)
for 1 <4 < 2ek/b. [14]
The detection of traitors is performed as in the two-level
scheme of Section V-B. The resiliency of the scheme is baseld5]
on the fact that if no more thahtraitors are mapped together [16]
(which happens with probability/2), then the probability of
incriminating any user (say user 1), is the probability that the
subset of traitors that is mapped/t6l) (and by assumption is
of size at mosb) succeeds in incriminating him. [18]
The number of keys a user gets in this scheme is simply the
number of keys a user gets in tilep/2)-resilient scheme. The
size of the enabling block ek /b times the size of the enabling [2q)
block in the(b, p/2)-resilient scheme.

[12]

[13]

We thus obtain the following theorem: [21]
Theorem 9:There is a(p, k)-resilient secret traceability [22]
scheme, where a user's personal key contgineg(2n/p) 23]

decryption keys, and an enabling block consists of

22 ekblog (2n/p) encryptions, wheré = log (Wé/m)) [24]
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