Fragments of a chapter on Signature Schemes (Extracts from Foundations of Cryptography – in preparation)

Oded Goldreich

Department of Computer Science and Applied Mathematics Weizmann Institute of Science, Rehovot, Israel.

July 25, 2000

Contents

1 Introduction 9 1.1 Cryptography – Main Topics . . . . . . . . . . . . . . . . . . . . 9 1.1.1 Encryption Schemes . . . . . . . . . . . . . . . . . . . . . 10 1.1.2 Pseudorandom Generators . . . . . . . . . . . . . . . . . . 12 1.1.3 Digital Signatures . . . . . . . . . . . . . . . . . . . . . . 12 1.1.4 Fault-Tolerant Protocols and Zero-Knowledge Proofs . . . 14 1.2 Some Background from Probability Theory . . . . . . . . . . . . 16 1.2.1 Notational Conventions . . . . . . . . . . . . . . . . . . . 16 1.2.2 Three Inequalities . . . . . . . . . . . . . . . . . . . . . . 18 1.3 The Computational Model . . . . . . . . . . . . . . . . . . . . . . 21 1.3.1 P, NP, and NP-completeness . . . . . . . . . . . . . . . . 21 1.3.2 Probabilistic Polynomial-Time . . . . . . . . . . . . . . . 22 1.3.2.1 Randomized algorithms – an example . . . . . . 22 1.3.2.2 Randomized algorithms – two points of view . . 23 1.3.2.3 Associating “efficient” computations with BPP . 24 Negligible function . . . . . . . . . . . . . . . . . . . . . . 24 1.3.3 Non-Uniform Polynomial-Time . . . . . . . . . . . . . . . 25 1.3.4 Intractability Assumptions . . . . . . . . . . . . . . . . . 27 1.3.5 Oracle Machines . . . . . . . . . . . . . . . . . . . . . . . 29 1.4 Motivation to the Rigorous Treatment . . . . . . . . . . . . . . . 29 1.4.1 The Need for a Rigorous Treatment . . . . . . . . . . . . 30 1.4.2 Practical Consequences of the Rigorous Treatment . . . . 32 1.4.3 The Tendency to be Conservative . . . . . . . . . . . . . . 33 1.5 Miscellaneous . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34 1.5.1 Historical Notes . . . . . . . . . . . . . . . . . . . . . . . 34 1.5.2 Suggestion for Further Reading . . . . . . . . . . . . . . . 36 1.5.3 Open Problems . . . . . . . . . . . . . . . . . . . . . . . . 37 1.5.4 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . 37 I Basic Tools 39

2 Computational Difficulty 41 2.1 One-Way Functions: Motivation . . . . . . . . . . . . . . . . . . 42 1

2.2 One-Way Functions: Definitions . . . . . . . . . . . . . . . . . . . 43 2.2.1 Strong One-Way Functions . . . . . . . . . . . . . . . . . 43 Negligible probability . . . . . . . . . . . . . . . . . . . . 46 2.2.2 Weak One-Way Functions . . . . . . . . . . . . . . . . . . 46 2.2.3 Two Useful Length Conventions . . . . . . . . . . . . . . 47 2.2.3.1 Functions defined only for some lengths . . . . . 47 2.2.3.2 Length-regular and length-preserving functions . 50 2.2.4 Candidates for One-Way Functions . . . . . . . . . . . . . 52 2.2.4.1 Integer factorization . . . . . . . . . . . . . . . . 52 2.2.4.2 Decoding of random linear codes . . . . . . . . . 52 2.2.4.3 The subset sum problem . . . . . . . . . . . . . 53 2.2.5 Non-Uniformly One-Way Functions . . . . . . . . . . . . . 53 2.3 Weak One-Way Functions Imply Strong Ones . . . . . . . . . . . 54 2.3.1 The Construction and its Analysis . . . . . . . . . . . . . 56 2.3.2 Illustration by a toy example . . . . . . . . . . . . . . . . 60 2.3.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . 62 2.3.3.1 Reducibility arguments – a digest . . . . . . . . 62 2.3.3.2 The information theoretic analogue . . . . . . . 63 2.3.3.3 OWF: weak versus strong – a summary . . . . . 63 2.4 One-Way Functions: Variations . . . . . . . . . . . . . . . . . . . 63 2.4.1 * Universal One-Way Function . . . . . . . . . . . . . . . 64 2.4.2 One-Way Functions as Collections . . . . . . . . . . . . . 65 2.4.3 Examples of One-way Collections . . . . . . . . . . . . . . 68 2.4.3.1 The RSA function . . . . . . . . . . . . . . . . . 68 2.4.3.2 The Rabin function . . . . . . . . . . . . . . . . 69 2.4.3.3 The Factoring Permutations . . . . . . . . . . . 69 2.4.3.4 Discrete Logarithms . . . . . . . . . . . . . . . . 70 2.4.4 Trapdoor one-way permutations . . . . . . . . . . . . . . 70 2.4.4.1 Definitions . . . . . . . . . . . . . . . . . . . . . 70 2.4.4.2 The RSA (and factoring) Trapdoor . . . . . . . 72 2.4.5 * Claw-free Functions . . . . . . . . . . . . . . . . . . . . 73 2.4.5.1 The Definition . . . . . . . . . . . . . . . . . . . 73 2.4.5.2 The DLP Claw-free Collection . . . . . . . . . . 74 2.4.5.3 Claw-free Collections based on Factoring . . . . 75 2.4.6 * On Proposing Candidates . . . . . . . . . . . . . . . . . 76 2.5 Hard-Core Predicates . . . . . . . . . . . . . . . . . . . . . . . . 77 2.5.1 Definition . . . . . . . . . . . . . . . . . . . . . . . . . . . 77 2.5.2 Hard-Core Predicates for any One-Way Function . . . . . 78 2.5.2.1 Preliminaries . . . . . . . . . . . . . . . . . . . . 79 2.5.2.2 A motivating discussion . . . . . . . . . . . . . . 80 2.5.2.3 Back to the actual proof . . . . . . . . . . . . . 81 2.5.2.4 * More efficient reductions . . . . . . . . . . . . 83 2.5.3 * Hard-Core Functions . . . . . . . . . . . . . . . . . . . . 87 2.6 * Efficient Amplification of One-way Functions . . . . . . . . . . 91 2.6.1 The construction . . . . . . . . . . . . . . . . . . . . . . . 93

2.6.2 Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94 2.7 Miscellaneous . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102 2.7.1 Historical Notes . . . . . . . . . . . . . . . . . . . . . . . 102 2.7.2 Suggestion for Further Reading . . . . . . . . . . . . . . . 103 2.7.3 Open Problems . . . . . . . . . . . . . . . . . . . . . . . . 105 2.7.4 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . 106 3 Pseudorandom Generators 117 3.1 Motivating Discussion . . . . . . . . . . . . . . . . . . . . . . . . 118 3.1.1 Computational Approaches to Randomness . . . . . . . . 118 3.1.2 A Rigorous Approach to Pseudorandom Generators . . . 119 3.2 Computational Indistinguishability . . . . . . . . . . . . . . . . . 119 3.2.1 Definition . . . . . . . . . . . . . . . . . . . . . . . . . . . 120 3.2.2 Relation to Statistical Closeness . . . . . . . . . . . . . . 122 3.2.3 Indistinguishability by Repeated Experiments . . . . . . . 123 The hybrid technique – a digest . . . . . . . . . . . . . . . 126 3.2.4 * Indistinguishability by Circuits . . . . . . . . . . . . . . 127 3.2.5 Pseudorandom Ensembles . . . . . . . . . . . . . . . . . . 128 3.3 Definitions of Pseudorandom Generators . . . . . . . . . . . . . . 129 3.3.1 Standard Definition of Pseudorandom Generators . . . . . 129 3.3.2 Increasing the Expansion Factor . . . . . . . . . . . . . . 130 3.3.3 * Variable-output pseudorandom generators . . . . . . . . 134 3.3.4 The Applicability of Pseudorandom Generators . . . . . . 135 3.3.5 Pseudorandomness and unpredictability . . . . . . . . . . 135 3.3.6 Pseudorandom Generators imply One-Way Functions . . 140 3.4 Constructions based on One-Way Permutations . . . . . . . . . . 140 3.4.1 Construction based on a Single Permutation . . . . . . . . 141 3.4.1.1 The preferred presentation . . . . . . . . . . . . 141 3.4.1.2 An alternative presentation . . . . . . . . . . . . 144 3.4.2 Construction based on Collections of Permutations . . . . 147 3.4.2.1 An abstract presentation . . . . . . . . . . . . . 148 3.4.2.2 Concrete instantiations . . . . . . . . . . . . . . 149 3.4.3 * Using Hard-Core Functions rather than Predicates . . . 151 3.5 * Constructions based on One-Way Functions . . . . . . . . . . . 151 3.5.1 Using 1-1 One-Way Functions . . . . . . . . . . . . . . . . 152 3.5.1.1 Hashing Functions . . . . . . . . . . . . . . . . . 152 3.5.1.2 The basic construction . . . . . . . . . . . . . . 154 3.5.1.3 Obtaining pseudorandom generators . . . . . . . 156 3.5.2 Using Regular One-Way Functions . . . . . . . . . . . . . 158 3.5.3 Going beyond Regular One-Way Functions . . . . . . . . 164 3.6 Pseudorandom Functions . . . . . . . . . . . . . . . . . . . . . . 165 3.6.1 Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . 166 3.6.2 Construction . . . . . . . . . . . . . . . . . . . . . . . . . 168 3.6.3 Applications – A general methodology . . . . . . . . . . . 175 3.6.4 * Generalizations . . . . . . . . . . . . . . . . . . . . . . . 176 3.6.4.1 Functions that are not length preserving . . . . 176

3.6.4.2 Functions defined on all strings . . . . . . . . . . 179 3.7 * Pseudorandom Permutations . . . . . . . . . . . . . . . . . . . 182 3.7.1 Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . 182 3.7.2 Construction . . . . . . . . . . . . . . . . . . . . . . . . . 184 3.8 Miscellaneous . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 187 3.8.1 Historical Notes . . . . . . . . . . . . . . . . . . . . . . . 187 3.8.2 Suggestion for Further Reading . . . . . . . . . . . . . . . 188 3.8.3 Open Problems . . . . . . . . . . . . . . . . . . . . . . . . 190 3.8.4 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . 190 4 Zero-Knowledge Proof Systems 205 4.1 Zero-Knowledge Proofs: Motivation . . . . . . . . . . . . . . . . 207 4.1.1 The Notion of a Proof . . . . . . . . . . . . . . . . . . . . 208 4.1.1.1 A static object versus an interactive process . . 208 4.1.1.2 Prover and Verifier . . . . . . . . . . . . . . . . . 209 4.1.1.3 Completeness and Soundness . . . . . . . . . . . 210 4.1.2 Gaining Knowledge . . . . . . . . . . . . . . . . . . . . . . 210 Knowledge versus information . . . . . . . . . . . . . . . . 211 4.2 Interactive Proof Systems . . . . . . . . . . . . . . . . . . . . . . 212 4.2.1 Definition . . . . . . . . . . . . . . . . . . . . . . . . . . . 212 4.2.1.1 Interaction . . . . . . . . . . . . . . . . . . . . . 212 4.2.1.2 Conventions regarding interactive machines . . . 214 4.2.1.3 Proof systems . . . . . . . . . . . . . . . . . . . 214 4.2.2 An Example (Graph Non-Isomorphism in IP) . . . . . . . 217 4.2.3 * The Structure of the Class IP . . . . . . . . . . . . . . . 221 4.2.4 Augmentation to the Model . . . . . . . . . . . . . . . . . 222 4.3 Zero-Knowledge Proofs: Definitions . . . . . . . . . . . . . . . . . 223 4.3.1 Perfect and Computational Zero-Knowledge . . . . . . . . 223 The simulation paradigm . . . . . . . . . . . . . . . . . . 223 4.3.1.1 Perfect Zero-Knowledge . . . . . . . . . . . . . . 224 4.3.1.2 Computational Zero-Knowledge . . . . . . . . . 225 4.3.1.3 An alternative formulation of zero-knowledge . . 226 4.3.1.4 * Almost-Perfect (Statistical) Zero-Knowledge . 227 4.3.1.5 * Complexity classes based on Zero-Knowledge . 227 4.3.1.6 * Expected polynomial-time simulators . . . . . 228 4.3.1.7 * Honest-verifier zero-knowledge . . . . . . . . . 229 4.3.2 An Example (Graph Isomorphism in PZK) . . . . . . . . 230 4.3.3 Zero-Knowledge w.r.t. Auxiliary Inputs . . . . . . . . . . 237 Implicit non-uniformity in the definition of ZK . . . . . . 238 Why not go for a fully non-uniform formulation of ZK . . 239 4.3.4 Sequential Composition of Zero-Knowledge Proofs . . . . 240 What about parallel composition? . . . . . . . . . . . . . 246 4.4 Zero-Knowledge Proofs for NP . . . . . . . . . . . . . . . . . . . 247 4.4.1 Commitment Schemes . . . . . . . . . . . . . . . . . . . . 247 4.4.1.1 Definition . . . . . . . . . . . . . . . . . . . . . . 248 4.4.1.2 Construction based on any one-way permutation 250

4.4.1.3 Construction based on any one-way function . . 250 4.4.1.4 Extensions . . . . . . . . . . . . . . . . . . . . . 252 4.4.2 Zero-Knowledge Proof of Graph Coloring . . . . . . . . . 252 4.4.2.1 Motivating discussion . . . . . . . . . . . . . . . 253 4.4.2.2 The interactive proof . . . . . . . . . . . . . . . 254 4.4.2.3 The simulator . . . . . . . . . . . . . . . . . . . 255 4.4.2.4 Concluding remarks . . . . . . . . . . . . . . . . 265 4.4.3 The General Result and Some Applications . . . . . . . . 266 4.4.4 Second Level Considerations . . . . . . . . . . . . . . . . 269 4.4.4.1 Standard efficiency measures . . . . . . . . . . . 270 4.4.4.2 Knowledge Tightness . . . . . . . . . . . . . . . 270 4.5 * Negative Results . . . . . . . . . . . . . . . . . . . . . . . . . . 272 4.5.1 On the importance of interaction and randomness . . . . 273 4.5.2 Limitations of unconditional results . . . . . . . . . . . . 274 4.5.3 Limitations of Statistical ZK proofs . . . . . . . . . . . . 276 4.5.4 Zero-Knowledge and Parallel Composition . . . . . . . . . 277 4.5.4.1 Failure of the Parallel Composition Conjecture . 277 4.5.4.2 Problems occurring with “natural” candidates . 278 4.6 * Witness Indistinguishability and Hiding . . . . . . . . . . . . . 280 4.6.1 Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . 280 4.6.1.1 Witness indistinguishability . . . . . . . . . . . . 281 4.6.1.2 Witness hiding . . . . . . . . . . . . . . . . . . . 283 4.6.2 Parallel Composition . . . . . . . . . . . . . . . . . . . . . 284 4.6.3 Constructions . . . . . . . . . . . . . . . . . . . . . . . . . 285 4.6.3.1 Constructions of witness indistinguishable proofs 286 4.6.3.2 Constructions of witness hiding proofs . . . . . . 286 4.6.4 Applications . . . . . . . . . . . . . . . . . . . . . . . . . 288 4.7 * Proofs of Knowledge . . . . . . . . . . . . . . . . . . . . . . . . 288 4.7.1 Definition . . . . . . . . . . . . . . . . . . . . . . . . . . . 288 4.7.1.1 A motivating discussion . . . . . . . . . . . . . . 288 4.7.1.2 Technical preliminaries . . . . . . . . . . . . . . 289 4.7.1.3 Knowledge verifiers . . . . . . . . . . . . . . . . 290 4.7.1.4 Discussion . . . . . . . . . . . . . . . . . . . . . 292 4.7.2 Reducing the knowledge error . . . . . . . . . . . . . . . . 293 4.7.3 Zero-Knowledge Proofs of Knowledge for NP . . . . . . . 295 4.7.4 Applications . . . . . . . . . . . . . . . . . . . . . . . . . 295 4.7.4.1 Non-oblivious commitment schemes . . . . . . . 296 4.7.4.2 Protecting against chosen message attacks . . . 296 4.7.4.3 A zero-knowledge proof system for GNI . . . . . 296 4.7.5 Proofs of Identity (Identification schemes) . . . . . . . . . 297 4.7.5.1 Definition . . . . . . . . . . . . . . . . . . . . . . 297 4.7.5.2 Identification schemes and proofs of knowledge . 299 4.7.5.3 Identification schemes and proofs of ability . . . 300 4.7.6 Strong Proofs of Knowledge . . . . . . . . . . . . . . . . . 301 4.7.6.1 Definition . . . . . . . . . . . . . . . . . . . . . . 301

4.7.6.2 An example of a strong ZK proof of knowledge . 302 4.7.6.3 Strong ZK proofs of knowledge for NP . . . . . . 303 4.8 * Computationally-Sound Proofs (Arguments) . . . . . . . . . . . 304 4.8.1 Definition . . . . . . . . . . . . . . . . . . . . . . . . . . . 305 4.8.2 Perfectly-Hiding Commitment Schemes . . . . . . . . . . 305 4.8.2.1 Definition . . . . . . . . . . . . . . . . . . . . . . 306 4.8.2.2 Construction based on one-way permutations . . 308 4.8.2.3 Construction based on claw-free collections . . . 309 4.8.2.4 Nonuniform computational unambiguity . . . . . 311 4.8.2.5 Commitment Schemes with a posteriori secrecy . 311 4.8.3 Perfect Zero-Knowledge Arguments for NP . . . . . . . . 312 ZK Proofs vs Perfect-ZK Arguments – which to prefer? . 314 4.8.4 Arguments of Polylogarithmic Efficiency . . . . . . . . . . 314 4.9 * Constant-Round Zero-Knowledge Proofs . . . . . . . . . . . . . 316 4.9.1 Using commitment schemes with perfect secrecy . . . . . 318 4.9.2 Bounding the power of cheating provers . . . . . . . . . . 323 4.9.2.1 Non-oblivious commitment schemes . . . . . . . 323 4.9.2.2 Modifying Construction 4.9.1 . . . . . . . . . . . 324 4.9.2.3 An alternative construction . . . . . . . . . . . . 326 Commitment schemes with trapdoor . . . . . . . . . . . . 326 4.10 * Non-Interactive Zero-Knowledge Proofs . . . . . . . . . . . . . 327 4.10.1 Basic Definitions . . . . . . . . . . . . . . . . . . . . . . . 327 4.10.2 Constructions . . . . . . . . . . . . . . . . . . . . . . . . . 329 The Hidden Bits Model . . . . . . . . . . . . . . . . . . . 329 Emulating the Hidden Bits Model . . . . . . . . . . . . . 330 Hidden Bits proofs for NP . . . . . . . . . . . . . . . . . . 331 4.10.3 Extensions . . . . . . . . . . . . . . . . . . . . . . . . . . 335 4.10.3.1 Proving many assertions of varying length . . . 335 4.10.3.2 Adaptive zero-knowledge . . . . . . . . . . . . . 338 4.11 * Multi-Prover Zero-Knowledge Proofs . . . . . . . . . . . . . . . 340 4.11.1 Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . 340 4.11.1.1 The two-partner model . . . . . . . . . . . . . . 341 4.11.1.2 Two-prover interactive proofs . . . . . . . . . . . 341 4.11.2 Two-Senders Commitment Schemes . . . . . . . . . . . . 342 4.11.2.1 A Definition . . . . . . . . . . . . . . . . . . . . 342 4.11.2.2 A Construction . . . . . . . . . . . . . . . . . . . 345 4.11.3 Perfect Zero-Knowledge for NP . . . . . . . . . . . . . . . 347 4.11.4 Applications . . . . . . . . . . . . . . . . . . . . . . . . . 349 4.12 Miscellaneous . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 350 4.12.1 Historical Notes . . . . . . . . . . . . . . . . . . . . . . . 350 4.12.2 Suggestion for Further Reading . . . . . . . . . . . . . . . 352 4.12.3 Open Problems . . . . . . . . . . . . . . . . . . . . . . . . 353 4.12.4 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . 354

5 Encryption Schemes 363 5.1 The Basic Setting . . . . . . . . . . . . . . . . . . . . . . . . . . . 363 5.1.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . 364 5.1.2 A Formulation of Encryption Schemes . . . . . . . . . . . 365 5.2 Definitions of Security . . . . . . . . . . . . . . . . . . . . . . . . 366 5.2.1 Semantic Security . . . . . . . . . . . . . . . . . . . . . . 367 Discussion of some definitional choices . . . . . . . . . . . 369 5.2.2 Indistinguishability of Encryptions . . . . . . . . . . . . . 370 5.2.3 Equivalence of the Security Definitions . . . . . . . . . . . 371 5.2.4 Multiple Messages . . . . . . . . . . . . . . . . . . . . . . 375 5.2.4.1 Definitions . . . . . . . . . . . . . . . . . . . . . 375 5.2.4.2 In the public-key model . . . . . . . . . . . . . . 377 5.2.4.3 In the private-key model . . . . . . . . . . . . . 378 5.2.5 * A uniform-complexity treatment . . . . . . . . . . . . . 379 5.2.5.1 The definitions . . . . . . . . . . . . . . . . . . . 380 5.2.5.2 Equivalence of the multiple-message definitions . 381 5.2.5.3 Single-message versus multiple-message . . . . . 384 5.2.5.4 The gain of a uniform treatment . . . . . . . . . 385 5.3 Constructions of Secure Encryption Schemes . . . . . . . . . . . 385 Probabilistic Encryption . . . . . . . . . . . . . . . . . . . 386 5.3.1 * Stream–Ciphers . . . . . . . . . . . . . . . . . . . . . . 386 5.3.2 Preliminaries: Block–Ciphers . . . . . . . . . . . . . . . . 389 5.3.3 Private-key encryption schemes . . . . . . . . . . . . . . . 390 5.3.4 Public-key encryption schemes . . . . . . . . . . . . . . . 392 5.3.4.1 Simple schemes . . . . . . . . . . . . . . . . . . . 393 5.3.4.2 An alternative scheme . . . . . . . . . . . . . . . 396 5.4 * Beyond eavesdropping security . . . . . . . . . . . . . . . . . . 398 5.4.1 Key-dependent passive attacks . . . . . . . . . . . . . . . 401 5.4.2 Chosen plaintext attack . . . . . . . . . . . . . . . . . . . 401 5.4.3 Chosen ciphertext attack . . . . . . . . . . . . . . . . . . 401 5.4.4 Non-malleable encryption schemes . . . . . . . . . . . . . 401 5.5 Miscellaneous . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 402 5.5.1 Historical Notes . . . . . . . . . . . . . . . . . . . . . . . 402 5.5.2 Suggestion for Further Reading . . . . . . . . . . . . . . . 403 5.5.3 Open Problems . . . . . . . . . . . . . . . . . . . . . . . . 403 5.5.4 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . 404 6 Digital Signatures and Message Authentication 401 6.1 Definitional Issues . . . . . . . . . . . . . . . . . . . . . . . . . . 401 6.1.1 Message authentication versus signature schemes . . . . . 402 6.1.2 Basic mechanism . . . . . . . . . . . . . . . . . . . . . . . 402 6.1.3 Attacks and security . . . . . . . . . . . . . . . . . . . . . 403 6.2 Signing fixed length documents versus abritrary ones . . . . . . . 406 Length-restricted signature scheme . . . . . . . . . . . . . . . . . 406 6.2.1 First method: signing (augmented) blocks . . . . . . . . . 407 6.2.2 Second method: signing a hash value . . . . . . . . . . . . 410

Collision-free hashing functions . . . . . . . . . . . . . . . 410 6.2.3 * Constructing collision-free hashing functions . . . . . . 413 6.3 Constructions of Message Authentication Schemes . . . . . . . . 415 6.3.1 By using pseudorandom functions . . . . . . . . . . . . . 415 6.3.2 * Other alternatives . . . . . . . . . . . . . . . . . . . . . 417 6.4 Constructions of Signature Schemes . . . . . . . . . . . . . . . . 417 6.4.1 One-time signature schemes . . . . . . . . . . . . . . . . . 418 6.4.1.1 Definitions . . . . . . . . . . . . . . . . . . . . . 418 6.4.1.2 Length-restricted one-time signature schemes . . 419 6.4.1.3 From length-restricted schemes to general ones . 422 6.4.2 From one-time signature schemes to general ones . . . . . 423 6.4.2.1 The refreshing paradigm . . . . . . . . . . . . . 424 6.4.2.2 Authentication–trees . . . . . . . . . . . . . . . . 426 6.4.2.3 The actual construction . . . . . . . . . . . . . . 435 6.4.2.4 Conclusions and comments . . . . . . . . . . . . 438 6.4.3 * Universal One-Way Hash Functions and using them . . 439 6.4.3.1 Definition . . . . . . . . . . . . . . . . . . . . . . 439 6.4.3.2 Constructions . . . . . . . . . . . . . . . . . . . 441 6.4.3.3 One-time signature schemes based on UOWHF . 448 6.4.3.4 Conclusions and comments . . . . . . . . . . . . 450 6.5 Miscellaneous . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 451 6.5.1 Historical Notes . . . . . . . . . . . . . . . . . . . . . . . 451 6.5.2 Suggestion for Further Reading . . . . . . . . . . . . . . . 452 6.5.3 Open Problems . . . . . . . . . . . . . . . . . . . . . . . . 453 6.5.4 Exercises . . . . . . . . . . . . . . . . . . . . . . . . . . . 453 A Background in Computational Number Theory 555 A.1 Prime Numbers . . . . . . . . . . . . . . . . . . . . . . . . . . . . 555 A.1.1 Quadratic residues modulo a prime . . . . . . . . . . . . . 555 A.1.2 Extracting square roots modulo a prime . . . . . . . . . . 556 A.1.3 Primality testers . . . . . . . . . . . . . . . . . . . . . . . 556 A.1.4 On uniform selection of primes . . . . . . . . . . . . . . . 557 A.2 Composite Numbers . . . . . . . . . . . . . . . . . . . . . . . . . 558 A.2.1 Quadratic residues modulo a composite . . . . . . . . . . 559 A.2.2 Extracting square roots modulo a composite . . . . . . . 559 A.2.3 The Legendre and Jacobi Symbols . . . . . . . . . . . . . 560 A.2.4 Blum Integers and their quadratic residue structure . . . 561

Bibliography 563

400 CONTENTS

Chapter 6

Digital Signatures and Message Authentication

Message authentication and (digital) signatures were the first tasks that joined encryption to form modern cryptography. Both message authentication and digital signatures are concerned with the “authenticity” of data, and the difference between them is analogous to the difference between private-key and public-key encryption schemes.

In this chapter, we define message authentication and digital signatures, and the security notions associated to them. We show how to construct message authentication schemes using pseudorandom functions, and how to construct signature schemes using one-way permutations. We stress that the latter construction employ one-way permutations that do not necessarily have a trapdoor.

6.1 Definitional Issues

Message authetication and signature schemes are supposed to enable reliable transmission of data between parties. Loosely speaking, the receiver wishes to be guaranteed that the data received was actually sent by the sender, rather than modified (or even totally injected) by a third party. The difference between message authetication and signature schemes lies in the identity of the receiver and the level of trust that the sender has in it. Typically, message authentication schemes are employed in cases where the receiver is predetermined (at the time of message transmission), whereas signature shemes allow verification of the authenticity of the data by anybody. In other words, signature schemes allow for universal verification, whereas message authentication schemes may only allow predetermine parties to verify the authenticity of the data. In both cases, the authentication process consists of two main processes: the generation of message-authentication tags or signatures by the allenged sender, and the verification of such tags or signatures by the receiver. As in case of encryption schemes, there is a third (implicit) process that allows the sender to generate a 401

402CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

tagging/signing key, along with a verification key. (The possession of the former key constitutes the sender’s advantage over the adversary; see analogous discussion in the previous chapter.)

6.1.1 Message authentication versus signature schemes

The difference between message-authentication and signature schemes amounts to the question of whether the adversary knows the verification key. In messageauthentication schemes, the verification key is only given to a set of predetermined receivers that are all trusted not to abuse this knowledge; that is, in such schemes it is postulated that the verification key is not (a-priori) known to the adversary. On the other hand, in signature schemes, the aim is universal verification and so the verification key is public, and hence known also to the adversary.

Summary and terminology: Message authentication and signature schemes differ in the question of whether the verification key is secret (i.e., unknown to the adversary) or public (and also known to the adversary). Thus, in a sense these are private-key and public-key versions of a task which lacks a good name (since both authentication and signatures are already taken by one of the versions). Still, seeking a uniform terminology, we shall sometimes refer to message authentication schemes (also known as message authentication codes (mac)) as to private-key signature schemes. Analogously, we shall sometimes refer to signature schemes as to public-key signature schemes.

6.1.2 Basic mechanism

We start by defining the basic mechanism of message-authentication and signature schemes. Recall that there are private-key and public-key versions, but the difference between the two version is only reflected in the definition of security. In contrast, the definition of the basic mechanism says nothing about the security of the scheme (which is the subject of the next section), and thus is the same for both the private-key and public-key versions. In both cases, the scheme consists of three efficient algorithms: key generation, signing (or authenticating) and verification. The basic requirement is that signatures that are produced by the signing algorithm be accepted as valid by the verification algorithm, when fed a verification-key corresponding to the signing-key used by the signing algorithm.

Definition 6.1.1 (signature scheme): A signature scheme is a triple, (G, S, V ), of probabilistic polynomial-time algorithms satisfying the following two conditions

1. On input 1^n, algorithm G (called the key generator) outputs a pair of bit strings.

2. For every pair (s, v) in the range of G(1^n), and for every α ∈ {0, 1}^∗, algorithms S (signing) and D (verification) satisfy Pr[V (v, α, S(s, α))=1] = 1 where the probability is taken over the internal coin tosses of algorithms S and V .

The integer n serves as the security parameter of the scheme. Each (s, v) in the range of G(1^n) consitutes a pair of corresponding signing/verification keys. The string S(s, α) is a signature to the document α ∈ {0, 1}^∗ using the signing key s. We stress that Definition 6.1.1 says nothing about security, and so trivial (insecure) algorithms may satisfy it (e.g., S(s, α)^{def}= 0 and V (v, α, β)^{def}= 1). Furthermore, Definition 6.1.1 does not distinguish private-key signature schemes from public-key ones. The difference between the two types is introduced in the security definitions: In a public-key scheme the “forging algorithm” gets the verification key (i.e., v) as an additional input (and thus v ≠ s follows); while in private-key schemes v is not given to the “forging algorithm” (and thus one may assume, without loss of generality, that v = s).

Notation: In the rest of this book, we write S_s(α) instead of S(s, α) and V_v (α, β) instead of V (v, α, β). Also, we let G_1(1^n) (resp., G_2(1^n)) denote the first (resp., second) element in the pair G(1^n). That is, G(1^n) = (G_1(1^n), G_2(1^n)). Without loss of generality, we may assume that |G_1(1^n)| and |G_2(1^n)| are polynomially related to n, and that each of these integers can be efficiently computed from the other.

Comments: The above definition may be relaxed in several ways without significantly harming its usefulness. For example, we may relax Condition (2) and allow a negligible verification error (e.g., Pr[V (v, α, S(s, α)) ≠ 1] = 2^{−n}). Alternatively, one may postulate that Condition (2) holds for all but a negligible measure of the key-pairs generated by G(1^n). At least one of these relaxations is essential for many suggestions of (public-key) signature schemes.

Another relaxation consists of restricting the domain of possible documents. However, unlike the situation with respect to encryption schemes, such a restriction is non-trivial in the current context, and is discussed at length in Section 6.2.

6.1.3 Attacks and security

We consider very powerful attacks on the signature scheme as well as a very liberal notion of breaking it. Specifically, the attacker is allowed to obtain signatures to any document of its choice. One may argue that in many applications such a general attack is not possible (as documents to be signed must have

404CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

a specific format). Yet, our view is that it is impossible to define a general (i.e., application-independent) notion of admissible documents, and thus a general/robust definition of an attack seems to have to be formulated as suggested here. (Note that at worst, our approach is overly cautious.) Likewise, the adversary is said to be successful if it can produce a valid signature to any document for which it has not asked for a signature during its attack. Again, this defines the ability to form signatures to possibly “nonsensical” documents as a breaking of the scheme. Yet, again, we see no way to have a general (i.e., applicationindependent) notion of “meaningful” documents (so that only forging signatures to them will be consider a breaking of the scheme). The above discussion leads to the following definition.

Definition 6.1.2 (unforgeable signatures): We start with a slightly imformal outline.

• A chosen message attack is a process that can obtain signatures to strings of its choice, relative to some fixed signing-key that is generated by G. We distinguish two cases.

The private-key case: Here the attacker is given 1^n as input, and the signatures are produced relative to s, where (s, v) ← G(1^n).

The public-key case: Here the attacker is given v as input, and the signatures are produced relative to s, where (s, v) ← G(1^n).

• Such an attack is said to succeeds (in existential forgery) if it outputs a valid signature to a string for which it has not requested a signature during the attack. That is, the attack is successful if it outputs a pair (α, β) so that α is different from all strings for which a signature has been required during the attack, and Pr[V_v (α, β) = 1] ≥^1_2 , where v is as above.^1

• A signature scheme is secure (or unforgeable) if every probabilistic polynomialtime chosen message attack succeeds with at most negligible probability.

Formally, a chosen message attack is modelled by a probabilistic oracle machine. Let M be such a machine. We denote by Q^O_M (x) the set of queries made by M on input x and access to oracle O, and let M^O_1 (x) denote the first string in the pair of strings output by M on input x and access to oracle O.

The private-key case: A private-key signature scheme is secure if for every probabilistic polynomial-time oracle machine M, every polynomial p and all sufficiently large n, it holds that Pr [ V_{G2 (1}n_)(M^{SG1(1n)} (1^n))=1 & M^{SG1(1n)}_1 (1^n) ∉ Q^{SG1(1n)}_M (1^n) ] < 1 p(n) 1 The threshold of 1/2 used above is quite arbitrary. The definition is essentially robust under the replacement of 1/2 by either 1/poly(n) or 1 − 2^{−poly(n)}, by amplification of the verification algorithm. For example, given V as above, one may consider V^′ that applies V to the tested pair for a linear number of times and accepting if and only if V has accepted in all tries.

where the probability is taken over the coin tosses of algorithms G, S and V as well as over the coin tosses of machine M.

The public-key case: A public-key signature scheme is secure if for every probabilistic polynomial-time oracle machine M, every polynomial p and all sufficiently large n, it holds that

Pr V_{G2 (1}n_)(M^{SG1(1n)} (G_2(1^n)))=1 and M^{SG1(1n )} 1 (G_2(1^n)) ∉ Q^{SG1(1n)}_M (G_2(1^n)) < 1 p(n) where the probability is taken over the coin tosses of algorithms G, S and V as well as over the coin tosses of machine M.

The definition refers to the following experiment. First a pair of keys, (s, v), is generated by invoking G(1^n), and is fixed for the rest of the discussion. Next, an attacker is given oracle access to S_s, where the latter may be a probabilistic oracle rather than a standard deterministic one (e.g., if queried twice for the same value then the signing oracle may answer in different ways). Finally, the attacker outputs a pair of strings (α, β), and is deemed successful if and only if the following two conditions hold:

1. The string α is different than all queries (i.e., requests for signatures) made by the attacker; that is, M^{Ss}_1 (x) ∉ Q^{Ss}_M (x), where x = 1^n or x = v depending on whether we are in the private-key or public-key case. (We stress that both M^{Ss}_1 (x) and Q^{Ss}_M (x) are random variables that are defined based on the same random execution of M on input x and oracle access to S_s.)

2. The pair (α, β) corresponds to a valid document-signature pair relative to the verification key v. In case V is deterministic (which is typically the case) this means that V (α, β) = 1. The same applies also in case V is probabilistic, and when viewing V (α, β) = 1 as a random variable. (Alternatively, in the latter case, a condition such as Pr[V (α, β) = 1] ≥ 1/2 may replace the condition V (α, β) = 1.)

Clearly any signature scheme that is secure in the public-key model is also secure in the private-key model. The converse is not true: consider, for example, the private-key scheme presented in Construction 6.3.1 (below).

Failure of some popular schemes: We stress that plain RSA (alike plain versions of Rabin’s scheme and DSS) is not secure under the above definition. However, variants of these signature schemes may be secure if the message is “randomized” before RSA (or the other schemes) is applied. In general, the randomization paradigm (see Section 5.3) will play a pivotal role in this chapter too.

406CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

6.2 Signing fixed length documents versus abritrary ones

Restricted types of (public-key and private-key) signature schemes play an important role in our exposition. The first restriction we consider is the one of schemes capable of signing only documents of certain predetermined length. The effect of this restriction is more dramatic here (in the context of signature schemes) than it was in the context of encryption schemes; compare Section 5.3.2. Still, we shall show (see Theorem 6.2.2 below) that if the length restriction is not too low then the full power of signature schemes can be regained.

Definition 6.2.1 (signature scheme for fixed length documents): Let ℓ : N →

N. An ℓ-restricted signature scheme is a triple, (G, S, V ), of probabilistic polynomial-

time algorithms satisfying the following two conditions

1. As in Definition 6.1.1, on input 1^n, algorithm G outputs a pair of bit strings.

2. Analogously to Definition 6.1.1, for every n and every pair (s, v) in the range of G(1^n), and for every α ∈ {0, 1}^{ℓ(n)}, algorithms S and D satisfy Pr[V (v, α, S(s, α))=1] = 1.

Such a scheme is called secure (in the private-key or public-key model) if the (corresponding) requirements of Definition 6.1.2 hold when restricted to attackers that only make queries of length ℓ(n) and output a pair (α, β) with |α| = ℓ(n).

We comment that ℓ-restricted private-key signature schemes for ℓ(n) = O(log n) are trivial (since the signing and verification keys may contain a table lookup associating a secret with each of the 2^{ℓ(n)} = poly(n) possible documents; see Exercise 1). (In contrast, this triviality does not arise in the context of encryption schemes; compare Section 5.3.2.) On the other hand, ℓ-restricted signature schemes for super-logarithmic ℓ (e.g., ℓ(n) = n or even ℓ(n) = log^2 n will do) are as powerful as ordinary signature schemes:

Theorem 6.2.2 Suppose that ℓ is a super-logarithmically growing function Then, given an ℓ-restricted signature scheme that is secure in the private-key (resp., public-key) model, one can construct a full-fledged signature scheme that is secure in the same model.

The theorem can be proved in two different ways, corresponding to two methods of converting an ℓ-restricted signature scheme into a full-fledged one. The first method consists of parsing the original document into blocks (with proper binding between blocks!), and applying the ℓ-restricted scheme to each block. The second method consists of hashing the document into an ℓ(n)-bit long value (via an adequate hashing scheme!), and applying the restricted scheme to the resulting value. Although the theorem can be proved using each of the two

6.2. SIGNING FIXED LENGTH DOCUMENTS VERSUS ABRITRARY ONES407

methods, we only prove the theorem using the first method. The second method is presented because it is actually much more important (as we may see in Section 6.4).

6.2.1 First method: signing (augmented) document blocks

Let ℓ and (G, S, V ) be as in Theorem 6.2.2. We construct a general signature scheme, (G^′, S^′, V^′), with G^′ = G, by considering documents as sequences of strings each of length ℓ^′(n) = ℓ(n)/O(1). That is, associate α = α_1 · · · α_t with the sequence (α_1, ..., α_t), where each α_i has length ℓ^′(n).

To motivate the following construction, consider the following simpler schemes aimed at producing secure signatures for sequences of ℓ^′(n)-bit long strings. The simplest idea is to just sign each of the strings in the sequence. That is, the signature to the sequence (α_1, ..., α_t), is a sequence of β_i’s each being a signature (w.r.t the length-restricted scheme) to the corresponding α_i. This will not do since an adversary, given a single signature (β_1, β_2) to the sequence (α_1, α_2) with α_1 ≠ α_2, can present (β_2, β_1) as a signature to (α_2, α_1). So how about signing the sequence (α_1, ..., α_t) by applying the restricted scheme to each pair (i, α_i), so to foil the above attack? This will not do either, since an adversary, given a signature to the sequence (α_1, α_2) can easily present a signature to the sequence (α_1). So we need to include in each ℓ(n)-bit string also the total number of α_i’s in the sequence. But even this is not enough, since an adversary given signatures to the sequences (α_1, α_2) and (α^′_1, α^′_2), with α_1 ≠ α^′_1 and α_2 ≠ α^′_2, can easily generate a signature to (α_1, α^′_2). Thus, we have to prevent the forming of new sequences of basic signatures by combination of elements from different signature sequences. This can be done by associating (say at random) an identificator with each sequence and incorporating this identificator in each ℓ(n)-bit string to which the restricted scheme is applied. This yields the following signature scheme:

Construction 6.2.3 (signing augmented blocks): Let ℓ and (G, S, V ) be as in Theorem 6.2.2. We construct a general signature scheme, (G^′, S^′, V^′), with G^′ = G, by considering documents as sequences of strings. We construct S^′ and V^′ as follows, using G^′ = G and ℓ^′(n) = ℓ(n)/4.

signing with S^′: On input a signing-key s ∈ G_1(1^n) and a document α ∈ {0, 1}^∗, algorithm S^′ first parses α into α_1, ..., α_t so that α is uniquely reconstructed from the α_i’s and each α_i is an ℓ^′(n)-bit long string.^2 Next, S^′ uniformly selects r ∈ {0, 1}^{ℓ′(n)}. For i = 1, ..., t, algorithm S^′ computes β_i ← S_s(r, t, i, α_i) That is, β_i is a signature to the statement “α_i is the i^{th} block, out of t blocks, in a sequence associate with identificator r”. Finally, S^′ outputs as signature the sequence (r, t, β_1, ...., β_t) 2 For example, we may require that α · 10^j = α_1 · · · α_t and j < ℓ^′(n).

408CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

verification with V^′: On input a verifying-key v ∈ G_2(1^n), a document α ∈ {0, 1}^∗, and a sequence (r, t, β_1, ...., β_t), algorithm V^′ first parses α into α_1, ..., α_t′ , using the same parsing rule as S^′. Algorithm V^′ accepts if and only if the following two conditions hold:

1. t^′ = t, where t^′ is obtained in the parsing of α and t is part of the alledge signature.

2. For i = 1, ..., t, it holds that V_v ((r, t, i, α_i), β_i), where α_i is obtained in the parsing of α and the rest are as in the corresponding parts of the alledge signature.

Clearly, the triplet (G^′, S^′, V^′) satisfies Definition 6.1.1. We need to show that is also inherits the security of (G, S, V ). That is,

Proposition 6.2.4 Suppose that (G, S, V ) is an ℓ-restricted signature scheme that is secure in the private-key (resp., public-key) model. Then (G^′, S^′, V^′), as defined in Construction 6.2.3 is a full-fledged signature scheme that is secure in the private-key (resp., public-key) model.

Theorem 6.2.2 follows immediately from Proposition 6.2.4.

Proof: The proof is by a reducibility argument. Given an adversary A^′ attacking the complex scheme (G^′, S^′, V^′), we construct an adversary A that attacks the ℓ-restricted scheme, (G, S, V ). In particular, the adversary A will have to use its oracle access in order to emulate the oracle S^′_s for A^′. This can be done in a straightforward manner; that is, algorithm A will act as S^′_s does using the oracle S_s. (Specifically, A parses each query α^′ of A^′ into a corresponding sequence (α^′_1, ..., α^′_t′ ), uniformly selects an identifier r^′, and obtains S_s signatures to (r^′, t^′, j, α^′_j ), for j = 1, ..., t^′.) When A^′ outputs a document-signature pair relative to the complex scheme (G^′, S^′, V^′), algorithm A tries to use it in order to form a document-signature pair relative to the ℓ-restricted scheme, (G, S, V ).

We stress that from the point of view of adversary A^′, the distribution of keys and oracle answers that A provides it with is exactly as in a real attack on (G^′, S^′, V^′). This is a crucial point since we use the fact that events that occur in a real attack of A^′ on (G^′, S^′, V^′), occur with the same probability in the emulation of (G^′, S^′, V^′) by A.

Assume that with (non-negligible) probability ε^′(n), the (probabilistic polynomialtime) algorithm A^′ succeeds in existentially forging relative to the complex scheme (G^′, S^′, V^′). We consider the following cases regarding the forging event:

1. The identificator supplied in the forged signature is different from the random identificators supplied (by A) as part of the signatures given to A^′. In this case, each ℓ-restricted signature supplied as part of the forged (complex) signature, yields existential forgery relative to the ℓ-restricted scheme.

6.2. SIGNING FIXED LENGTH DOCUMENTS VERSUS ABRITRARY ONES409

Formally, let α^{(1)}, ..., α^{(m)} be the sequence of queries made by A^′, and let (r^{(1)}, t^{(1)}, β^{(1)}), ..., (r^{(m)}, t^{(m)}, β^{(m)}) be the corresponding (complex) signatures supplied to A^′ by A (using S_s to form the β^{(i)}’s). Let (α, (r, t, β_1, ...., β_t)) be the output of A^′, and suppose that applying V^′_v to it yields 1 (i.e., it is a valid document-signature pair for the complex scheme). It follows that each β^{(i)} consists of a sequence of S_s-signatures to ℓ(n)-bit strings starting with r^{(i)} ∈ {0, 1}^{ℓ(n)/4}, and that the oracle S_s was invoked (by A) only on strings of this form. The case hypothesis states that r ≠ r^{(i)}, for all i’s. It follows that each of the β_j ’s is an S_s-signature to a string starting with r ∈ {0, 1}^{ℓ(n)/4}, and thus different from all queries made to the oracle S_s. Thus, each pair ((r, t, i, α_i), β_i) is a valid document-signature pair (since V^′_v (α, (r, t, β_1, ...., β_t)) = 1 implies V_v ((r, t, i, α_i), β_i) = 1), with a document different than all queries made to S_s. This yields a forgery success relative to the ℓ-restricted scheme.

2. The identificator supplied in the forged signature equals the random identificator supplied (by A) as part of one of the signatures given to A^′. (We stress that the latter signature is unique, and deal with the event in which it is not unique in the next case.)

Formally, let α^{(1)}, ..., α^{(m)} be the sequence of queries made by A^′, and let (r^{(1)}, t^{(1)}, β^{(1)}), ..., (r^{(m)}, t^{(m)}, β^{(m)}) be the corresponding (complex) signatures supplied to A^′ by A (using S_s to form the β^{(i)}’s). Let (α, (r, t, β_1, ...., β_t)) be the output of A^′, and suppose that applying V^′_v to it yields 1 (i.e., it is a valid document-signature pair for the complex scheme). The hypothesis of the current case is that there exists a unique i so that r = r^{(i)}.

We consider two subcases regarding the relation between t and t^{(i)}:

• t ≠ t^{(i)}. In this subcase, each ℓ-restricted signature supplied as part of the forged (complex) signature, yields existential forgery relative to the ℓ-restricted scheme. The argument is analogous to the one employed in the previous case. Specifically, here each of the β_j ’s is an S_s-signature to a string starting with (r, t), and thus different from all queries made to the oracle S_s (since these queries either start with r^{(i′ )} ≠ r or start with (r^{(i)}, t^{(i)}) ≠ (r, t)). Thus, each pair ((r, t, j, α_j ), β_j ) is a valid document-signature pair with a document differnt than all queries made to S_s.

• t = t^{(i)}. In this case we use the hypothesis α ≠ α^{(i)}, which implies that there exists a j so that α_j ≠ α^{(i)}_j , where α^{(i)}_j is the j^{th} block in the parsing of α^{(i)}. In this subcase, β_j (supplied as part of the forged complex-signature), yields existential forgery relative to the ℓ-restricted scheme. Specifically, we have V_v ((r, t, j, α_j ), β_j ) = 1, and in each query (r^{(i′ )}, t^{(i′ )}, j^′, α^{(i′ )}_j′ ) made by A to S_s either r^{(i′ )} ≠ r (i.e., i^′ ≠ i) or j^′ ≠ j or α_j ≠ α^{(i)}_j . Thus, ((r, t, j, α_j ), β_j ) is a valid

410CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

document-signature pair with a document differnt than all queries made to S_s.

3. The identificator supplied in the forged signature equals the random identificators supplied (by A) as part of at least two signatures given to A^′. In particular, it follows that two signatures given to A use the same random identificator. The probability that this event occurs is at most ( m 2 ) · 2^{−ℓ′(n)} < m^2 · 2^{−ℓ(n)/4} However, m = poly(n) (since A^′ runs in polynomial-time), and 2^{−ℓ(n)/4} is negligible (since ℓ is super-logarithmic). So this case occurs with negligible probability, and may be ignored.

Note that A can easily determine which of the cases occurs and act accordingly.^3 Thus, assuming that A^′ forges relative to the complex scheme with non-negligible probability ε^′(n), it follows that A forges relative to the complex scheme with non-negligible probability ε(n) ≥ ε^′(n) − m^2 · 2^{−ℓ(n)/4}, in contradiction to the proposition’s hypothesis.

6.2.2 Second method: signing a hash value

Let ℓ and (G, S, V ) be as in Theorem 6.2.2. The second method of constructing a general signature scheme out of (G, S, V ) is based on the hash then sign paradigm. That is, first the document is hashed to an ℓ(n)-bit long value, and then the ℓ-restricted scheme is applied to the hashed value. Thus, in addition to an ℓ-restricted scheme, this method employs an adequate hashing scheme. In particular, one way of implementing this method is based on “collision-free hashing” (defined next). An alternative implementation, based on “universal one-way hashing” is deferred to Section 6.4.3.

Loosely speaking, a collision-free hashing scheme consists of a collection of functions {h_s : {0, 1}^∗ → {0, 1}^{|s|}}_{s∈{0,1}}∗ so that given s and x it is easy to compute h_s(x), but given s it is hard to find x ≠ x^′ so that h_s(x) = h_s(x^′).

Definition 6.2.5 (collision-free hashing functions): Let ℓ : N → N. A collection of functions {h_s : {0, 1}^∗ → {0, 1}^{ℓ(|s|)}}_{s∈{0,1}}∗ is called collision-free hashing if there exists a probabilistic polynomial-time algorithm I so that the following holds

1. (admissible indexing – technical):^4 For some polynomial p, all sufficiently large n’s and every s in the range of I(1^n) it holds that n ≤ p(|s|).

3 This observation only saves us a polynomial factor in the forging probability. That is, if A did not know which part of the forged complex-signature to use in its own forgery, it could have selected one at random (and be correct with 1/poly(n) probability).

4 This condition is made merely to avoid annoying technicalities. Note that |s| = poly(n) holds by definition of I.

6.2. SIGNING FIXED LENGTH DOCUMENTS VERSUS ABRITRARY ONES411

2. (efficient evaluation): There exists a polynomial-time algorithm that given s and x, returns h_s(x).

3. (hard to form collisions): We say that the pair (x, x^′) forms a collision under the function h if h(x) = h(x^′) but x ≠ x^′. We require that every probabilistic polynomial-time algorithm, given I(1^n) as input, outputs a collision under h_{I(1}n_) with negligible probability. That is, for every probabilistic polynomial-time algorithm A, every polynomial p and all sufficiently large n’s, Pr [ A(I(1^n)) is a collision under h_{I(1}n_) ] < 1 p(n) where the probability is taken over the internal coin tosses of algorithms I and A.

The function ℓ is called the range specifier of the collection.

Note that the range specifier must be super-logarithmic (or else one may easily find a collisions by selecting 2^{ℓ(n)} + 1 preimages and computing there image under the function). In Section 6.2.3, we show how to construct collision-free hashing functions using claw-free collections. But first, we show how to use the former in order to convert a length-restricted signature scheme into a full-fledged one.

Construction 6.2.6 (hash and sign): Let ℓ and (G, S, V ) be as in Theorem 6.2.2, and let {h_r : {0, 1}^∗ → {0, 1}^{ℓ(|r|)}}_{r∈{0,1}}∗ be as in Definition 6.2.5. We construct a general signature scheme, (G^′, S^′, V^′), as follows:

key-generation with G^′: On input 1^n, algorithm G^′ first invokes G to obtain (s, v) ← G(1^n). Next it invokes I, the indexing algorithm of the collisionfree hashing collection, to obtain r ← I(1^n). Finally, G^′ outputs the pair ((r, s), (r, v)), where (r, s) serves as a signing-key and (r, v) serves as a verification-key.

signing with S^′: On input a signing-key (r, s) ∈ G^′_1(1^n) and a document α ∈ {0, 1}^∗, algorithm S^′ invokes S once to produce and output S_s(h_r(α)).

verification with V^′: On input a verifying-key (r, v) ∈ G^′_2(1^n), a document α ∈ {0, 1}^∗, and a alledged signature β, algorithm V^′ invokes V , and outputs V_v(h_r(α), β). Proposition 6.2.7 Suppose that (G, S, V ) is an ℓ-restricted signature scheme that is secure in the private-key (resp., public-key) model. Suppose that {h_r : {0, 1}^∗ → {0, 1}^{ℓ(|r|)}}_{r∈{0,1}}∗ is indeed a collision-free hashing collection. Then (G^′, S^′, V^′), as defined in Construction 6.2.6 is a full-fledged signature scheme that is secure in the private-key (resp., public-key) model.

412CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

Proof: Intuitively, the security of (G^′, S^′, V^′) follows from the security of (G, S, V ) and the collision-freeness property of the collection {h_r}. Specifically, forgery relative to (G^′, S^′, V^′) can be obtained by either a forged S-signature to a hash-value different from all hash-values that appeared in the attack or by forming a collision under the hash function. That is, the actual proof is by a reducibility argument. Given an adversary A^′ attacking the complex scheme (G^′, S^′, V^′), we construct an adversary A that attacks the ℓ-restricted scheme, (G, S, V ), as well as an algorithm B forming collisions under the hashing collection {h_r}. Both A and B will have running-time related to that of A^′. We show if A^′ is successful with non-negligible probability than the same holds for either A or B. Thus, in either case, we recah a contradiction. We start with the description of algorithm A, which is designed to attack the ℓ-restricted scheme (G, S, V ). The adversary A operates as follows. First it uses I (the indexing algorithm of the collision-free hashing collection) to obtain r ← I(1^n), exactly as done in the second step of G^′. Next, it uses r and its oracle S_s in order to emulate the oracle S^′_{r,s} for A^′. This can be done in a straightforward manner; that is, algorithm A will act as S^′_{r,s} does using the oracle S_s. When A^′ outputs a document-signature pair relative to the complex scheme (G^′, S^′, V^′), algorithm A tries to use this pair in order to form a document-signature pair relative to the ℓ-restricted scheme, (G, S, V ).

We stress again that from the point of view of adversary A^′, the distribution of keys and oracle answers that A provides it with is exactly as in a real attack of A^′ on (G^′, S^′, V^′). This is a crucial point since we use the fact that events that occur in a real attack of A^′ on (G^′, S^′, V^′), occur with the same probability in the emulation of (G^′, S^′, V^′) by A.

Assume that with (non-negligible) probability ε^′(n), the (probabilistic polynomialtime) algorithm A^′ succeeds in existentially forging relative to the complex scheme (G^′, S^′, V^′). We consider the following cases regarding the forging event, letting (α_i, β_i) denote the i^{th} query and answer pair made by A^′, and (α, β) denote the forged document-signature pair that A^′ outputs (in case of success):

1. h_r(α) ≠ h_r(α_i) for all i’s. (That is, the hash value used in the forged signature is different from all hash values used in the queries to S_s.) In this case, the pair (h_r(α), β) constitutes a success in existential forgery relative to the ℓ-restricted scheme.

2. h_r(α) = h_r(α_i) for some i. (That is, the hash value used in the forged signature equals the hash value used in the i^{th} query to S_s, although α ≠ α_i.) In this case, the pair (α, α_i) forms a collision under h_r (and we do not obtain success in existential forgery relative to the ℓ-restricted scheme).

Thus, if the first case occurs with probability at least ε^′(n)/2 then A succeeds in its attack on (G, S, V ) with probability at least ε^′(n)/2, which contradicts the security of the ℓ-restricted scheme (G, S, V ). On the other hand, if the second case occurs with probability at least ε^′(n)/2 then we derive a contradiction to the

6.2. SIGNING FIXED LENGTH DOCUMENTS VERSUS ABRITRARY ONES413

collision-freeness of the hashing collection {h_r : {0, 1}^∗ → {0, 1}^{ℓ(|r|)}}_{r∈{0,1}}∗ . Details (regarding the second case) follow.

We construct an algorithm, B, that given r ← I(1^n), attempts to form collisions under h_r as follows. On input r, algorithm B generates (s, v) ← G(1^n), and emulates the attack of A on this instance of the ℓ-restricted scheme, with the exception that B does not invoke algorithm I to obtain an index of a hash function but rather uses the index r. Finally, when A^′ (emulated by A) outputs a forged signature, algorithm B checks if the second case occurs in which case it obtains and outputs a collision under h_r.

We stress that from the point of view of the emulated adversary A, the execution is distributed exactly as in its attack on (G, S, V ). Thus, since the second case above occurs with probability at least ε^′(n)/2 in a real attack, it follows that B succeeds to form a collision under h_{I(1}n_) with probability at least ε^′(n)/2. This contradicts the collision-freeness of the hashing functions, and the proposition follows.

Using the hashing paradigm in practice: The hash-then-sign paradigm, underlying Construction 6.2.6, is often used in practice. Specifically, a document is signed using a two-stage process: first the document is hashed into a (relatively) short bit string, and next a basic signature scheme is applied to the resulting string. We stress that this process yields a secure signature scheme only if the hashing scheme is collision-free (as defined above). In Section 6.2.3, we present a way to construct collision-free hashing functions. Alternatively, one may indeed postulate that certain off-the-shelf products (such as MD5 or SHA) are collision-free, but such assumptions need to be seriously examined (and indeed may turn out false). We stress that using a hashing scheme, in the above two-stage process, without seriously evaluating whether it is collision-free is a very dangerous practice.

6.2.3 * Constructing collision-free hashing functions

In this subsection we show how to construct collision-free hashing functions using a claw-free collection of permutations as defined in Section 2.4.5. Recall that such a collection consists of pairs of permutations, (f^0_s , f^1_s ), so that both f^σ_s ’s are permutations over a set D_s and of a probabilistic polynomial-time index selection algorithm I so that

1. The domain is easy to sample: there exists a probabilistic polynomial-time algorithm that given s outputs a string uniformly distributed over D_s.

2. The permutations are easy to evaluate: there exists a polynomial-time algorithm that given s, σ and x ∈ D_s, outputs f^σ_s (x).

3. Hard to form claws: every probabilistic polynomial-time algorithm, given s ← I(1^n) outputs a pair (x, y) so that f^0_s (x) = f^1_s (y) with at most negligible probability. That is, a pair (x, y) satisfying f^0_s (x) = f^1_s (y) is called

414CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

a claw for index s, and C_s denote the set of claws for index s. Then, it is required that for every probabilistic polynomial-time algorithm, A^′, every positive polynomial p(·), and all sufficiently large n’s Pr [ A^′(I(1^n)) ∈ C_{I(1}n_) ] < 1 p(n) Note that since f^0_s and f^1_s are permutations over the same set, many claws do exists (i.e., |C_s| = |D_s|). However, the third item above postulates that for s generated by I(1^n) such claws are hard to find. We may assume, without loss of generality, that for some ℓ : N → N and all s’s it holds that D_s ⊆ {0, 1}^{ℓ(|s|)}. Indeed, ℓ must be polynomially bounded. For simplicity we assume that I(1^n) ∈ {0, 1}^n. Recall that such collections of permutation pairs can be constructed based on the standard DLP or factoring intractability assumptions (see Section 2.4.5).

Construction 6.2.8 (collision-free hashing based on claw-free permutations pairs): Given an index selecting algorithm I for a collection of permutation pairs {(f^0_s , f^1_s )}_s as above, we construct a collection of hashing functions {h_{(s,r)} : {0, 1}^∗ → {0, 1}^{|r|}}_{(s,r)∈{0,1}}∗_{×{0,1}}∗ as follows: index selection algorithm: On input 1^n, we first invoke I to obtain s ← I(1^n), and next use the domain sampler to obtain a string r that is uniformly distributed in D_s. We output the index (s, r), defining a hashing function

h_{(s,r)}(x)^{def}= f^{y1}_s f^{y2}_s · · · f^{yt}_s (r)

where y_1 · · · y_t is a prefix-free encoding of x; that is, for any x ≠ x^′ the coding of x is not a prefix of the coding of x^′. For example, code x_1x_2 · · · x_m by x_1x_1x_2x_2 · · · x_mx_m01.

evaluation algorithm: Given an index (s, r) and a string x, we compute h_{(s,r)}(x) in a straightforward manner. That is, first we compute the prefix-free encoding of x, denoted y_1 · · · y_t. Next, we use the evaluation algorithm of the claw-free collection to compute f^{y1}_s f^{y2}_s · · · f^{yt}_s (r), which is the desired output.

Proposition 6.2.9 Suppose that the collection of permutation pairs {(f^0_s , f^1_s )}_s together with the index selecting algorithm I constitute a claw-free collection. Then, the function ensemble {h_{(s,r)} : {0, 1}^∗ → {0, 1}^{|r|}}_{(s,r)∈{0,1}}∗_{×{0,1}}∗ as defined in Construction 6.2.8 constitute a collision-free hashing with a range specifying function ℓ^′ satisfying ℓ^′(n + ℓ(n)) = ℓ(n).

Proof: The proof is by a reducibility argument. Given an algorithm A^′ that, on input (s, r), forms a collision under h_{(s,r)}, we construct an algorithm A that on input s forms a claw for index s.

6.3. CONSTRUCTIONS OF MESSAGE AUTHENTICATION SCHEMES415

On input s (supposedly generated by I(1^n)), algorithm A selects r uniformly in D_s, and invokes algorithm A^′ on input (s, r). Suppose that A^′ outputs a pair (x, x^′) so that h_{(s,r)}(x) = h_{(s,r)}(x^′) but x ≠ x^′. Without loss of generality,^5 assume that the coding of x equals y_1 · · · y_{i−1}0z_{i+1} · · · z_t, and that the coding of x^′ equals y_1 · · · y_{i−1}1z^′_{i+1} · · · z^′_t′ . By the definition of h_{(s,r)}, it follows that

f^{y1}_s · · · f^{yi−1}_s f^0_s f^{zi+1}_s · · · f^{zt}_s (r) = f^{y1}_s · · · f^{yi−1}_s f^1_s f^{z′i+1}s · · · f^{z′t′}s (r) (6.1)

Since each of the f^σ_s ’s is 1-1, Eq. (6.1) implies that

f^0_s f^{zi+1}_s · · · f^{zt}_s (r) = f^1_s f^{z′i+1}_s · · · f^{z′t′}_s (r) (6.2)

Computing w^{def}= f^{zi+1}s · · · f^{zt}_s (r) and w^{′ def}= f^{z′i+1}s · · · f^{z′t′}s (r), algorithm A obtains a pair (w, w^′) so that f^0_s (w) = f^1_s (w^′). Thus, algorithm A forms claws for index I(1^n) with probability that is bounded below by the probability that A^′ forms a collision under h_I ′_{(1}n_), where I^′ is the index selection algorithm as defined in Construction 6.2.8. Using the hypothesis that the collection of pairs (together with I) is claw-free, the proposition follows.

6.3 Constructions of Message Authentication Schemes

In this section we present several constructions of secure message authentication schemes (referred to above as secure private-key signature schemes). Below, we sometimes refer to a message authentication scheme as to a Message Authentication Code (which is the traditional term), abbreviated by MAC.

6.3.1 By using pseudorandom functions

Message authentication schemes can be easily constructed using pseudorandom functions (as defined in Section 3.6). Specifically, by Theorem 6.2.2, it suffices to construct an ℓ-restricted message authentication scheme, for any superlogarithmically growing ℓ.

Construction 6.3.1 (an ℓ-restricted MAC based on pseudorandom functions): Let ℓ be a superlogarithmically growing function, and {f_s : {0, 1}^{ℓ(|s|)} → {0, 1}^{ℓ(|s|)}}_{s∈{0,1}}∗ be as in Definition 3.6.4. We construct an ℓ-restricted message authentication scheme, (G, S, V ), as follows:

key-generation with G: On input 1^n, we uniformly select s ∈ {0, 1}^n, and output the key-pair (s, s).

(Indeed, the verification-key equals the signing-key.)

5 Let C(x) (resp., C(x^′)) denote the prefix-free coding of x (resp., x^′). Then C(x) is not a prefix of C(x^′), and C(x^′) is not a prefix of C(x). It follows that C(x) = uv and C(x^′) = uv^′, where v and v^′ differ in their leftmost bit. Without loss of generality, we may assume that the leftmost bit of v is is 0, and the leftmost bit of v^′ is 1.

416CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

signing with S: On input a signing-key s ∈ {0, 1}^n and an ℓ(n)-bit string α, we compute and output f_s(α) as a signature of α.

verification with V : On input a verification-key s ∈ {0, 1}^n, an ℓ(n)-bit string α, and an alledge signature β, we accept if and only if β = f_s(α).

Analogous constructions can be presented using the generalized notions of pseudorandom functions defined in Definitions 3.6.9 and 3.6.12. In particular, using a pseudorandom function ensemble of the form {f_s : {0, 1}^∗ → {0, 1}^{|s|}}_{s∈{0,1}}∗ , we obtain a general message authentication scheme (rather than a length-restricted one). We prove only the security of the ℓ-restricted message authentication scheme of Construction 6.3.1. (The security of the general message authentication scheme can be established analogously; see Exercise 2.)

Proposition 6.3.2 Suppose that {f_s : {0, 1}^{ℓ(|s|)} → {0, 1}^{ℓ(|s|)}}_{s∈{0,1}}∗ is a pseudorandom function, and that ℓ is a superlogarithmically growing function, Then Construction 6.3.1 constitutes a secure ℓ-restricted message authentication scheme.

Proof: The proof follows the general methodology suggested in Section 3.6.3. Specifically, we consider the security of an ideal scheme in which the pseudorandom function is replaced by a truely random function (mapping ℓ(n)-bit long strings to ℓ(n)-bit long strings). Clearly, an adversary that obtains the values of this random function at arguments of its choice, cannot predict its value at a new point with probability greater than 2^{−ℓ(n)}. Thus, an adversary attacking the ideal scheme may succeed in existential forgery with at most negligible probability. The same must hold for any efficient adversary that attacks the actual scheme, since otherwise such an adversary yields a violation of the pseudorandomness of {f_s : {0, 1}^{ℓ(|s|)} → {0, 1}^{ℓ(|s|)}}_{s∈{0,1}}∗ . Details follow.

The actual proof is by a reducibility argument. Given a probabilistic polynomialtime A attacking the scheme (G, S, V ), we consider what happens when A is attacking an ideal scheme in which a random function is used instead of a pseudorandom one. That is, we refer to two experiments:

1. A attacks the actual scheme: On input 1^n, machine A is given oracle access to f_s : {0, 1}^{ℓ(n)} → {0, 1}^{ℓ(n)}, where s is uniformly selected in {0, 1}^n. After making some queries of its choice, A outputs a pair (α, β), where α is different from all its queries, and is deem successful if and only if β = f_s(α).

2. A attacks the ideal scheme: On input 1^n, machine A is given oracle access to a function F : {0, 1}^{ℓ(n)} → {0, 1}^{ℓ(n)}, uniformly selected among all such possible functions. After making some queries of its choice, A outputs a pair (α, β), where α is different from all its queries, and is deem successful if and only if β = F (α).

Clearly, A’s success probability in this experiment is at most 2^{−ℓ(n)}, which is a negligible function (since ℓ is super-logarithmic).

Assuming that A’s success probability in the actual attack is non-negligible, we derive a contradiction to the pseudorandomness of the function ensemble {f_s}. Specifically, we consider a distinguisher D that on input 1^n and oracle access to a function f : {0, 1}^{ℓ(n)} → {0, 1}^{ℓ(n)}, behaves as follows: First D emulates the actions of A, while answering A’s queries using its oracle f. When A outputs a pair (α, β), the distinguisher makes one additional oracle query to f and outputs 1 if and only if f(α) = β.

Note that when f is selected uniformly among all possible {0, 1}^{ℓ(n)} → {0, 1}^{ℓ(n)} functions, D emulates an attack of A on the ideal scheme, and thus outputs 1 with negligible probability (as explained above). On the other hand, if f is uniformly selected in {f_s}_{s∈{0,1}}n then D emulates an attack of A on the actual scheme, and thus (due to the contradiction hypothesis) outputs 1 with non-negligible probability. We reach a contradiction to the pseudorandomness of {f_s}_{s∈{0,1}}n . The proposition follows.

A plausibility result: Combining Theorem 6.2.2, Proposition 6.3.2, and Corollary 3.6.7, it follows that the existence of one-way functions implies the existence of message authentication schemes. The converse also holds; see Exercise 3. Thus, we have:

Theorem 6.3.3 Secure message authentication schemes exist if and only if oneway functions exist.

6.3.2 * Other alternatives

Author’s Note: a second look at hash-then-mac vs direct-PRF

Author’s Note: .... and more efficient schemes may be obtained based on other cryptographic primitives. Work out the following paragraph....

Fingerprinting the message using a scheme which is secure against forgery provided that the adversary does not have access to the scheme’s outcome (e.g., using Universal Hashing [48]), and “hiding” the result using a non-malleable scheme (e.g., a private-key encryption or a pseudorandom function). (Nonmalleability is not required in certain cases; see [208].)

6.4 Constructions of Signature Schemes

In this section we present several constructions of secure public-key signature schemes. Here we refer to such schemes as signature schemes, which is indeed the traditional term.

Two central paradigms in the construction of signature schemes are the “refreshing” of the “effective” signing-key, and the usage of an “authentication tree”. In addition, the “hashing paradigm” (employed also in the construction

418CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

of message authentication schemes), plays a even more central role in the following presentation. In addition to the above, we use the notion of one-time signature scheme defined in Section 6.4.1.

The current section is organized as follows. In Section 6.4.1 we define and construct various types of one-time signature schemes. The “hashing paradigm” plays a central role in one of these constructions, which in turn is essential for Section 6.4.2. In Section 6.4.2 we show how to use one-time signature schemes to construct general signature schemes. This construction utilizes “refreshing paradigm” (as employed to one-time signature schemes) and an “authentication tree”. In Section 6.4.3, we define Universal One-Way Hashing and show how to use it (in the previous constructions) instead of collision-free hashing. The gain in using Universal One-Way Hashing (rather than collision-free hashing) is that the former can be constructed based on any one-way function (whereas this is not known for collision-free hashing). Thus, we obtain:

Theorem 6.4.1 Secure signature schemes exist if and only if one-way functions exist.

The difficult direction is to show that the existence of one-way functions implies the existence of signature schemes. For the other direction, see Exercise 3.

6.4.1 One-time signature schemes

In this section we define and construct various types of one-time signature schemes. Specifically, we first define one-time signature schemes, next a lengthrestricted version of this notion (analogous to Definition 6.2.1), then present a simple construction of the latter, and finally show how such a construction combined with collision-free hashing yields a general one-time signature scheme.

6.4.1.1 Definitions

Loosely speaking, one-time signature schemes are signature schemes for which the security requirement is restricted to attacks in which the adversary asks for at most one string to be signed. That is, the mechanics of one-time signature schemes are as of ordinary signature schemes (see Definition 6.1.1), but the security requirement is relaxed as follows.

• A chosen one-message attack is a process that can obtain a signature to at most one string of its choice. That is, the attacker is given v as input, and obtains a signature relative to s, where (s, v) ← G(1^n) for an adequate n. (Note that in this section we focus on public-key signature schemes and thus we present only the definition for this case.)

• Such an attack is said to succeeds (in existential forgery) if it outputs a valid signature to a string for which it has not requested a signature during the attack.

(Indeed, the notion of success is exactly as in Definition 6.1.2.)

• A one-time signature scheme is secure (or unforgeable) if every probabilistic polynomial-time chosen one-message attack succeeds with at most negligible probability.

Moving to the formal definition, we again model a chosen message attack as a probabilistic oracle machine; however, since here we are only about one-message attacks, we consider only oracle machines that make at most one query. Let M be such a machine. As before, we denote by Q^O_M (x) the set of queries made by M on input x and access to oracle O, and let M^O_1 (x) denote the first string in the output of M on input x and access to oracle O. Note that here |Q^O_M (x)| ≤ 1 (i.e., M may either make no queries or a single query).

Definition 6.4.2 (security for one-time signature schemes): A one-time signature scheme is secure if for every probabilistic polynomial-time oracle machine M that makes at most one query, every polynomial p and all sufficiently large n, it holds that

Pr V_{G2(1}n_)(M^{SG1(1n )} (G_2(1^n)))=1 and M^{SG1(1n)} 1 (G_2(1^n)) ∉ Q^{SG1(1n)}_M (G_2(1^n)) < 1 p(n) where the probability is taken over the coin tosses of algorithms G, S and V as well as over the coin tosses of machine M.

We now define a length-restricted version of one-time signature schemes. The definition is indeed analogous to Definition 6.2.1:

Definition 6.4.3 (length-restricted one-time signature schemes): Let ℓ : N →

N. An ℓ-restricted one-time signature scheme is a triple, (G, S, V ), of probabilis-

tic polynomial-time algorithms satisfying the the mechanics of Definition 6.2.1. That is, it satisfies the following two conditions

1. As in Definition 6.1.1, on input 1^n, algorithm G outputs a pair of bit strings.

2. Analogously to Definition 6.1.1, for every n and every pair (s, v) in the range of G(1^n), and for every α ∈ {0, 1}^{ℓ(n)}, algorithms S and D satisfy Pr[V (v, α, S(s, α))=1] = 1.

Such a scheme is called secure (in the one-time model) if the requirement of Definition 6.4.2 holds when restricted to attackers that only make queries of length ℓ(n) and output a pair (α, β) with |α| = ℓ(n). That is, we consider only attackers that make at most one query, this query has to be of length ℓ(n), and the output (α, β) must satisfy |α| = ℓ(n).

6.4.1.2 Length-restricted one-time signature schemes

We now present a simple construction of length-restricted one-time signature schemes. The construction works for any length restriction function ℓ, but the

420CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

keys will have length greater than ℓ. The latter fact limits the applicability of such schemes, and will be removed in the next subsection. But first, we construct ℓ-restricted one-time signature schemes based on any one-way function f. We may assume for simplicity that f is length preserving.

Construction 6.4.4 (an ℓ-restricted one-time signature scheme): Let ℓ : N →

N be polynomially-bounded and polynomial-time computable, and f : {0, 1}^∗ →

{0, 1}^∗ be polynomial-time computable and length-preserving. We construct an ℓ-restricted one-time signature scheme, (G, S, V ), as follows:

key-generation with G: On input 1^n, we uniformly select s^0_1, s^1, ...., s^0_{ℓ(n)}, s^1_{ℓ(n)} ∈ {0, 1}^n, and compute v^j_i = f(s^j_i ), for i = 1, ..., ℓ(n) and j = 0, 1. We let s = ((s^0_1, s^1), ...., (s^0_{ℓ(n)}, s^1_{ℓ(n)})), and v = ((v^0_1 , v^1 ), ...., (v^0_{ℓ(n)}, v^1_{ℓ(n)})), and output the key-pair (s, v). (Note that |s| = |v| = 2 · ℓ(n) · n.)

signing with S: On input a signing-key s = ((s^0_1, s^1), ...., (s^0_{ℓ(n)}, s^1_{ℓ(n)})) and an ℓ(n)-bit string α = σ_1 · · · σ_{ℓ(n)}, we output (s^{σ1}_1 , ...., s^{σℓ(n)}_{ℓ(n)} ) as a signature of α. verification with V : On input a verification-key v = ((v^0_1 , v^1 ), ...., (v^0_{ℓ(n)}, v^1_{ℓ(n)})), an ℓ(n)-bit string α = σ_1 · · · σ_{ℓ(n)}, and an alledge signature β = (β_1, ..., β_{ℓ(n)}), we accept if and only if v^{σi}_i = f(β_i), for i = 1, ..., ℓ(n).

Proposition 6.4.5 If f is a one-way function then Construction 6.4.4 constitutes a secure ℓ-restricted one-time signature scheme.

Note that Construction 6.4.4 does not constitute a (general) ℓ-restricted signature scheme: An attacker that obtains signatures to two strings (e.g., to the strings 0^{ℓ(n)} and 1^{ℓ(n)}), can present a valid signature to any ℓ(n)-bit long string (and thus totally break the system). However, here we consider only attackers that may ask for at most one string (of their choice) to be signed. As a corollary to Proposition 6.4.5, we obtain:

Corollary 6.4.6 If there exist one-way functions then, for every polynomiallybounded and polynomial-time computable ℓ : N → N, there exist secure ℓrestricted one-time signature schemes.

Proof of Proposition 6.4.5: Intuitively, forging a signature (after seeing at most one signature to a different message) requires inverting f on some image. The actual proof is by a reducibility argument. Given an adversary A attacking the scheme (G, S, V ), while making at most one query, we construct an algorithm A^′ for inverting f.

As a warm-up, let us first deal with the case in which A makes no queries at all. In this case, on input y (supposedly in the range of f), algorithm A^′ proceeds as follows. First A^′ selects p uniformly in {1, ..., ℓ(n)}, q uniformly in {0, 1}, and s^0_1, s^1, ...., s^0_{ℓ(n)}, s^1_{ℓ(n)} each independently and uniformly in {0, 1}^n. (Actaully, s^q_p is not used and needs not be selected.) For every i ∈ {1, ..., ℓ(n)} \ {p}, and every j ∈ {0, 1}, algorithm A^′ computes v^j_i = f(s^j_i ). Algorithm A^′ also computes v^{1−q}_p = f(s^{1−q}_p ), and sets v^q_p = y and v = ((v^0_1 , v^1 ), ...., (v^0_{ℓ(n)}, v^1_{ℓ(n)})). Note that if y = f(x), for a uniformly distributed x ∈ {0, 1}^n, then for each possible choice of p and q, the sequence v is distributed identically to the public-key generated by G(1^n). Next, A^′ invokes A on input v, hoping that A will forge a signature, denoted β = τ_1 · · · τ_{ℓ(n)}, to a message α = σ_1 · · · σ_{ℓ(n)} so that σ_p = q. If this event occurs, A^′ obtains a preimage of y under f, since the validity of the signature implies that f(τ_p) = v^{σp}_p = v^q_p = y. Observe that conditioned on the value of v and the internal coin tosses of A, the value q is uniformly distributed in {0, 1}. Thus, A^′ inverts f with probability ε(n)/2, where ε(n) denotes the probability that A succeeds in forgery.

We turn back to the actual case in which A may make a single query. (Without loss of generality, we may assume that A always makes a single query; see Exercise 4.) In this case, on input y (supposedly in the range of f), algorithm A^′ selects p, q and the s^j_i ’s, and forms the v^j_i ’s and v exactly as in the warm-up above.^6 Recall that if y = f(x), for a uniformly distributed x ∈ {0, 1}^n, then for each possible choice of p and q, the sequence v is distributed identically to the public-key generated by G(1^n). Also note that for each v^j_i other than v^q_p = y, algorithm A^′ holds a random preimage under f. Next, A^′ invokes A on input v, and tries to answer its query, denoted α = σ_1 · · · σ_{ℓ(n)}. We consider two cases regarding the signature required by A.

1. If σ_p = q then A^′ can not supply the desired signature since it lacks a preimage of y = s^q_p under f. Thus, in this case A^′ aborts. However, this case occurs with probability^1_2 , independently of the actions of A (since v yields no information on either p or q).

(That is, conditioned on the value of v and the internal coin tosses of A, this case occurs with probability^1_2 .)^7

2. If σ_p = 1 − q then A^′ can supply the desired signature since it holds all the relevant s^j_i ’s (i.e., random preimages of the relevant v^j_i ’s under f). In particular, A^′ holds both s^j_i ’s, for i ≠ p, as well as s^{1−q}_p . Thus, A^′ answers with (s^{σ1}_1 , ...., s^{σℓ(n)}_{ℓ(n)} ).

Note that conditioned on the value of v, the internal coin tosses of A and on the second case occuring, p is uniformly distributed in {1, ..., ℓ(n)}. When the second

6 That is, first A^′ selects p uniformly in {1, ..., ℓ(n)}, q uniformly in {0, 1}, and s^0_1, s^1, ...., s^0_{ℓ(n)}, s^1_{ℓ(n)} each independently and uniformly in {0, 1}^n. For every i ∈ {1, ..., ℓ(n)} \

{p}, and every j ∈ {0, 1}, algorithm A^′ computes v^j_i = f(s^j_i ). Algorithm A^′ also computes v^{1−q}_p = f(s^{1−q}_p ), and sets v^q_p = y and v = ((v^0_1 , v^1 ), ...., (v^0_{ℓ(n)}, v^1_{ℓ(n)})).

7 This follows from an even stronger statement by which conditioned on the value of v, the internal coin tosses of A and on the value of p, the current case happens with probability^1_2 . The stronger statement holds since conditioned on all the above, q is uniformly distributed in {0, 1} (and so σ_p = q happens with probability exectly^1_2 ).

422CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

case occurs, A obtains a signature to α and this signature is distributed exactly as in a real attack. We stress that since A asks at most one query, no additional query will be asked by A. Also note that, in this case (i.e., σ_p = 1−q), algorithm A outputs a forged mesasage–signature pair, denoted (α^′, β^′), with probability exactly as in a real attack.

For simplicity we assume below that A has indeed made a single query α (otherwise one may consider α and the σ_i’s to be some non-boolean dummy values and apply the following reasoning nevertheless).^8 Let α^′ = σ^′_1 · · · σ^′_{ℓ(n)} and β^′ = s^′_1 · · · s^′_{ℓ(n)}, where (α^′, β^′) is the forged mesasage–signature pair output by A. By our hypothesis (that this is a forgery-success event) it follows that α^′ ≠ α and that f(s^′_i) = v^{σ′i}_i for all i’s. Since (conditioned on all the above) p is uniformly distributed in {1, ..., ℓ(n)}, it follows that with probability^{|{i:σ′i ≠σi }|}_{ℓ(n)} ≥^1_{ℓ(n)} it holds that σ^′_p ≠ σ_p, and then A^′ obtains a preimage of y under f (since s^′_p

satisfies f(s^′_p) = v^{σ′p}_p , which in turn equals v^{1−σp}_p = v^q_p = y).

To summarize, assuming that A succeeds in a single-message attack on (G, S, V ) with probability ε(n), algorithm A^′ inverts f on a random image (i.e., on f(U_n)) with probability ε(n) · 1 2 · |{i : σ^′_i ≠ σ_i}| ℓ(n) ≥ ε(n) 2ℓ(n) Thus, if A is a probabilistic polynomial-time chosen one-message attack that forges signatures with non-negligible probability then A^′ is a probabilistic polynomialtime algorithm that inverts f with non-negligible probability (in violation of the hypothesis that f is a one-way function). The proposition follows.

6.4.1.3 From length-restricted schemes to general ones

We now combine a length-restricted one-time signature scheme with collisionfree hashing to obtain a general one-time signature scheme. The construction is identical to Construction 6.2.6, except that here (G, S, V ) is an ℓ-restricted onetime signature scheme rather than an ℓ-restricted (general) signature scheme. Analogously to Proposition 6.2.7, we obtain.

Proposition 6.4.7 Suppose that (G, S, V ) is a secure ℓ-restricted one-time signature scheme, and that {h_r : {0, 1}^∗ → {0, 1}^{ℓ(|r|)}}_{r∈{0,1}}∗ is a collision-free hashing collection. Then (G^′, S^′, V^′), as defined in Construction 6.2.6 is a secure one-time signature scheme.

Proof: The proof is identical to the proof of Proposition 6.2.7; we merely notice that if the adversary A^′, attacking (G^′, S^′, V^′), makes at most one query then the same holds for the adversary A that we constract to attack (G, S, V ). In

8 Alternatively, recall that, without loss of generality, we may assume that A always makes a single query; see Exercise 4.

general, the adversary A constructed in the proof of Proposition 6.2.7 makes a one query per each query of the adversary A^′.

Combining Proposition 6.4.7, Corollary 6.4.6, and the fact that collision-free hashing collections imply one-way functions (see Exercise 7), we obtain:

Corollary 6.4.8 If there exist collision-free hashing collections then there exist secure one-time signature schemes.

Comments: We stress that when using Construction 6.2.6, signing each document under the (general) scheme (G^′, S^′, V^′) requires signing a single string under the ℓ-restricted scheme (G, S, V ). This is in contrast to Construction 6.2.3 in which signing a document under the (general) scheme (G^′, S^′, V^′) requires signing many strings under the ℓ-restricted scheme (G, S, V ), where the number of such strings depends (linearly) on the length of the original document.

Construction 6.2.6 calls for the use of collision-free hashing. The latter can be constructed using any claw-free permutation collection (see Proposition 6.2.9), however it is not know whether collision-free hashing can be constructed based on any one-way function. Wishing to construct signature schemes based on any oneway function, in Section 6.4.3 we avoid the use of collision-free hashing. Instead, we use “universal one-way hashing functions” (to be defined), and present a varaint of Construction 6.2.6 that uses these functions rather than collision-free ones.

6.4.2 From one-time signature schemes to general ones

In this section we show how to construct general signature schemes using onetime signature schemes. That is, we shall prove:

Theorem 6.4.9 If there exist secure one-time signature schemes then secure signature schemes exist as well.

Actually, we can use length-restricted one-time signature schemes, provided that the length of the strings being signed is at least twice the length of the verification key. Unfortunately, Construction 6.4.4 does not satisfy this condition. Nevertheless, Corollary 6.4.8 does provide one-time signature schemes. Thus, combining Theorem 6.4.9 and Corollary 6.4.8, we obtain:

Corollary 6.4.10 If there exist collision-free hashing collections then there exist secure signature schemes.

Note that Corollary 6.4.10 asserts the existence of secure (public-key) signature schemes, based on an assumption that does not mention trapdoors. We stress this point because of the contrast to the situation with respect to public-key encryption schemes, where a trapdoor property seem necessary for the construction of secure schemes.

424CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

6.4.2.1 The refreshing paradigm

The so-called “refreshing paradigm” plays a central role in the proof of Theorem 6.4.9. Loosely speaking, the “refreshing paradigm” suggests to reduce the dangers of a chosen message attack on the signature scheme by using “fresh” instances of the scheme for signing. Of course, these fresh instances should be authenticated by the original instance (corresponding to the verification-key that is publically known).

Example: To demonstrate the refreshing paradigm, consider a basic signature scheme (G, S, V ) used as follows. Suppose that the user U has generated a keypair, (s, v) ← G(1^n), and has placed the verification-key v on a public-file. When a party asks U to sign some document α, the user U generates a new (fresh) key-pair, (s^′, v^′) ← G(1^n), signs v^′ using the original signing-key s, signs α using the new (fresh) signing-key s^′, and presents (S_s(v^′), v^′, S_s′ (α)) as a signature to α. An alledged signature, (β_1, v^′, β_2), is verified by checking whether both V_v (v^′, β_1) = 1 and V_v′ (α, β_2) = 1. Intuitively, the gain in terms of security is that a full-fledged chosen message attack cannot be lounched on (G, S, V ). All that an attacker may obtain (via a chosen message attack on the new scheme) is signatures, relative to the original signing-key s, to randomly chosen strings (taken from the distribution G_2(1^n)) as well as additional signatures each relative to a random and independently chosen signing-key.

We refrain from analyzing the features of the signature scheme presented in the above example. Instead, as a warm-up to the actual construction used in the next section (in order to establish Theorem 6.4.9), we present and analyze a similar construction (which is – in some sense – a hybrid of the two constructions). The reader may skip this warm-up, and proceed directly to Section 6.4.2.2.

Construction 6.4.11 (a warm-up): Let (G, S, V ) be a signature scheme and (G^′, S^′, V^′) be a one-time signature scheme. Consider a signature scheme, (G^{′′}, S^{′′}, V^{′′}), with G^{′′} = G, as follows:

signing with S^{′′}: On input a signing-key s and a document α ∈ {0, 1}^∗, first invoke G^′ to obatin (s^′, v^′) ← G^′(1^n). Next, invoke S to obtain β_1 ← S_s(v^′), and S^′ to obatin β_2 ← S^′_s′ (α). The final output is (β_1, v^′, β_2).

verification with V^{′′}: On input a verifying-key v, a document α ∈ {0, 1}^∗, and a alledged signature β = (β_1, v^′, β_2), we output 1 if and only if both V_v(v^′, β_1) = 1 and V^′_v′ (α, β_2) = 1.

Construction 6.4.11 differs from the above example only in that a one-time signature scheme is used to generate the “second signature” (rather than using the same ordinary signature scheme). The use of a one-time signature scheme is natural here, since it is unlikely that the same signing-key s^′ will be selected in two invocations of S^{′′}.

Proposition 6.4.12 Suppose that (G, S, V ) is a secure signature scheme, and that (G^′, S^′, V^′) is a secure one-time signature scheme. Then (G^{′′}, S^{′′}, V^{′′}), as defined in Construction 6.4.11 is a secure signature scheme.

We comment that the proposition holds even if (G, S, V ) is only secure against attackers that select queries according to the distribution G^′_2(1^n). Furthermore, (G, S, V ) need only be ℓ-restricted, for some suitable function ℓ : N → N.

Proof Sketch: Consider an adversary A^{′′} attacking the scheme (G^{′′}, S^{′′}, V^{′′}). We may ignore the case in which two queries of A^{′′} are answered by triplets containing the same one-time verification-key v^′ (since if this event occurs with non-negligible probability then the one-time scheme (G^′, S^′, V^′) cannot be secure). We consider two cases regarding the relation of the values of the one-time verification-key in the signatures provided by S^{′′}_s and its value in the signature forged by A^{′′}.

1. In case, for some i, the one-time verification-key v^′ contained in the forged message equals the one-time verification-key v^{(i)} contained in the answer to the i^{th} query, we derive violation to the security of the one-time scheme (G^′, S^′, V^′).

Specifically, consider an adversary A^′ that on input a verification-key v^′ for the one-time scheme (G^′, S^′, V^′), generates (s, v) ← G(1^n) at random, selects i at random (among polynomially many possibilities), invokes A^{′′} on input v, and answers its queries as follows. The i^{th} query of A^{′′}, denoted α^{(i)}, is answered by making the only query to S^′_s′ , obtaining β^′ = S^′_s′ (α^{(i)}), and returning (S_s(v^′), v^′, β^′) to A^{′′}. (Note that A^′ holds s.) Each other query of A^{′′}, denoted α^{(j)}, is answered by invoking G^′ to obtain (s^{(j)}, v^{(j)}) ← G^′(1^n), and returning (S_s(v^{(j)}), v^{(j)}, S^′_{s(j)} (α^{(j)}) to A^{′′}. If A^{′′} answers with a forged signature and v^′ is the verification-key contained in it, then A^′ obtains a forged signature relative to the one-time scheme (G^′, S^′, V^′) (i.e., a signature to a message different from α^{(i)}, which is valid w.r.t the verification-key v^′). Conditioned on the case hypothesis and a forgery event, the second event (i.e., v^′ is the verification-key contained in the forged signature) occurs with 1/poly(n) probability. (Note that indeed A^′ made a single query to S^′_s′ , and that the distribution seen by A^{′′} is exactly as in an actual attack on (G^{′′}, S^{′′}, V^{′′}).)

2. In case, for all i, the one-time verification-key v^′ contained in the forged message is different from the one-time verification-key v^{(i)} contained in the answer to the i^{th} query, we derive violation to the security of the scheme (G, S, V ). Specifically, consider an adversary A that on input a verification-key v for the scheme (G, S, V ), invokes A^{′′} on input v, and answers its queries as follows. To answer the j^{th} query of A^{′′}, denoted α^{(j)}, algorithm A invokes G^′ to obtain (s^{(j)}, v^{(j)}) ← G^′(1^n), queries S_s for a signature to v^{(j)}, and returns (S_s(v^{(j)}), v^{(j)}, S^′_{s(j)} (α^{(j)}) to A^{′′}. When A^{′′} answers with a forged

426CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

signature and v^′ ∉ {v^{(j)} : j = 1, ..., poly(n)} is the one-time verificationkey contained in it, A obtains a forged signature relative to the scheme (G, S, V ) (i.e., a signature to a string v^′ different from all v^{(j)}’s, which is valid w.r.t the verification-key v). (Note again that the distribution seen by A^{′′} is exactly as in an actual attack on (G^{′′}, S^{′′}, V^{′′}).)^9

Thus in both cases we derive a contradiction to some hypothesis, and the proposition follows. □

6.4.2.2 Authentication–trees

The refreshing paradigm by itself (i.e., as employed in Construction 6.4.11) does not seem to be enough for establishing Theorem 6.4.9. Recall that our aim is to construct a general signature scheme based on a one-time signature scheme. The refreshing paradigm suggests to use a fresh instance of a one-time signature scheme in order to sign the actual document; however, whenever we do so (as in Construction 6.4.11), we must autheticate this fresh instance relative to the single verification-key that is public. A straightforward implementation of this scheme (as presented in Construction 6.4.11) calls for many signatures to be signed relative to the single verification-key that is public, and so a one-time signature scheme cannot be used (for this purpose). Instead, a more sophisticated method of authentication is required.

Let us try to sketch the basic idea underlying the new authentication method. The idea is to use the public verification-key (of a one-time signature scheme) in order to authenticate several (e.g., two) fresh instances, use each of these instances to authenticate several fresh instances, and so on. We obtain a tree of fresh instances of the one-time signature, where each internal node authenticates its children. See Figure 6.1 (below). We can now use the leaves of this tree in order to sign actual documents, where each leave is used at most once. We stress that each instance of the one-time signature scheme is used to sign at most one string (i.e., a sequence of verification-keys if the instance resides in an internal node, and an actual document if the instance resides in a leaf).

The above description may leave the reader wondering as to how one actually signs (and verifies signatures) using the suggested signature scheme. We start with a description that does not fit our definition of a signature scheme, because it requires the signer to keep a record of its actions during previous invocations of the signing process.^{10} We refer to such a scheme as memory dependent.

Definition 6.4.13 (memory-dependent signature schemes):

mechanics: Item 1 of Definition 6.1.1 stays as it is, and the initial state (of the signing algorithm) is defined to equal the output of the key-generator. Item 2 is modified so that the signing algorithm is given a state, denoted γ, as auxiliary input and returns a modified state, denoted δ, as auxiliary

9 Furthermore, all queries to S_s are distributed according to G_2(1^n), justifying the comment made just before the proof sketch.

10 This (memory) requirement will be removed in the next section.

Figure 6.1: A node labeled x authenticates its children, labeled x0 and x1, respectively. The authentication is via a one-time signature of the text v_{x0}v_{x1} using signing-key s_x.

output. It is required that for every pair (s, v) in the range of G(1^n), and for every α, γ ∈ {0, 1}^∗, if S_s(α, γ) = (β, δ) then V_v (α, β) = 1 and |δ| ≤ |γ| + |α| · poly(n). (That is, the verification algorithm accepts the signature β and the state does not grow by too much.)

security: The notion of a chosen message attack is modified so that the oracle S_s now maintains a state that it updates in the natural manner; that is, when in state γ and faced with query α, the oracle sets (β, δ) ← S_s(α, γ), returns β and updates its state to δ. The notions of success and security are defined as in Definition 6.1.2, except that they now refer to the modified notion of an attack.

We note that memory-dependent signature schemes may suffice in many applications of signature schemes. Still, it is preferable to have memoryless (i.e., ordinary) signature schemes. Below we use any one-time signature schemes to construct a memory-dependent signature scheme. The memory requirement will be removed in the next section, so to obtain a (memoryless) signature scheme (as in Definition 6.1.1).

Construction 6.4.14 (a memory-dependent signature scheme): Let (G, S, V ) be a one-time signature scheme. Consider the following memory-dependent signature scheme, (G^′, S^′, V^′), with G^′ = G. On security parameter n, the scheme uses a full binary tree of depth n. Each of the nodes in this tree is labeled by a

428CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

binary string so that the root is labeled by the empty string, denoted λ, and the left (resp., right) child of a node labeled by x is labeled by x0 (resp., x1). Below we refer to the current state of the signing process as to a record.

initiating the scheme: To initiate the scheme, on security parameter n, we invoke G(1^n) and let (s, v) ← G(1^n). We record (s, v) as the key-pair associated with the root, and output v as the (public) verification-key. In the rest of the description, we denote by (s_x, v_x) the key-pair associated with the node labeled x; thus, (s_λ, v_λ) = (s, v).

signing with S^′ using the current record: Recall that the current recond contains the signing-key s = s_λ, which is used to produce auth_λ (defined below). To sign a new document, denoted α, we first allocate an unused leaf. Let σ_1 · · · σ_n be the label of this leaf. For example, we may keep a counter of the number of documents signed, and determine σ_1 · · · σ_n according to the counter value (e.g., if the counter value is c then we use the c^{th} string in lexicographic order).

Next, for every i = 1, ..., n and every τ ∈ {0, 1}, we try to retreive from our record the key-pair associated with the node labeled σ_1 · · · σ_{i−1}τ. In case such a pair is not found, we generate it by invoking G(1^n) and store it (i.e., add it to our record) for future use; that is, we let (s_{σ1 ···σi−1τ} , v_{σ1 ···σi−1 τ} ) ← G(1^n).

For every i = 1, ..., n, we try to retreive from our record a signature to the string v_{σ1 ···σi−1 0} v_{σ1 ···σi−1 1} relative to the signing-key s_{σ1 ···σi−1} . In case such a signature is not found, we generate it by invoking S_{sσ1···σi−1} , and store it for future use; that is, we obtain S_{sσ1···σi−1} (v_{σ1 ···σi−1 0} v_{σ1 ···σi−1 1}). We let

auth_{σ1 ···σi−1}^{def}= ( v_{σ1 ···σi−1 0} , v_{σ1 ···σi−1 1} , S_{sσ1 ···σi−1} (v_{σ1 ···σi−1 0} v_{σ1 ···σi−1 1}) )

(Intuitively, via auth_{σ1 ···σi−1} the node labelled σ_1 · · · σ_{i−1} authenticates the verification-keys associated with its children.) Finally, we sign α by invoking S_{sσ1···σn} , and output (σ_1 · · · σ_n, auth_λ, auth_{σ1} , ..., auth_{σ1 ···σn−1} , S_{sσ1···σn} (α)) verification with V^′: On input a verification-key v, a document α, and an alledge signature β we accept if and only if the following conditions hold:

1. β has the form

(σ_1 · · · σ_n, (v_{0,0}, v_{0,1}, β_0), (v_{1,0}, v_{1,1}, β_1), ..., (v_{n−1,0}, v_{n−1,1}, β_{n−1}), β_n)

where the σ_i’s are bits and all other symbols represent strings. (Jumping ahead, we mention that v_{i,τ} is supposed to equal v_{σ1 ···σi−1 τ} , the verification-key associated by the signing process with the node labeled σ_1 · · · σ_{i−1}τ. In particular, v_{i,σi} is supposed to equal v_{σ1 ···σi} .)

2. V_v (v_{0,0}v_{0,1}, β_0) = 1.

(That is, the public-key (i.e., v) authenticates the two strings v_{0,0} and v_{0,1} claimed to correspond to the instances of the one-time signature scheme associated with the nodes labeled 0 and 1, respectively.)

3. For i = 1, ..., n − 1, it holds that V_{vi−1,σi} (v_{i,0}v_{i,1}, β_i) = 1.

(That is, the verification-key v_{i−1,σi} , which is already beleived to be authentic and supposedly corresponds to the instance of the one-time signature scheme associated with the node labeled σ_1 · · · σ_i, authenticates the two strings v_{i,0} and v_{i,1} that are supposed to correspond to the instances of the one-time signature scheme associated with the nodes labeled σ_1 · · · σ_i0 and σ_1 · · · σ_i1, respectively.) 4. V_{vn−1,σn} (α, β_n) = 1. (That is, the verification-key v_{n−1,σn} , which is already beleived to be authentic, authenticates the actual document α.)

Regarding the verification algorithm, note that Conditions 2 and 3 establish that v_{i,σi+1} is authentic (i.e., equals v_{σ1 ···σi ,σi+1} ). That is, v = v_λ authenticates v_{σ1} , which authenticates v_{σ1 σ2} , and so on up-to v_{σ1 ···σn} . The fact that the v_{i,1−σi+1} ’s are proven to be authentic (i.e., equal the v_{σ1 ···σi ,1−σi+1} ’s) is not really useful. This is merely an artifact of the fact that s_{σ1 ···σi} can be (securely) used to produce a single signature, during the entire operation of the memory-dependent signature scheme. In the currently (constructed) S^′_s-signature we may not care about the authenticity of some v_{σ1 ···σi ,1−σi+1} , but we may care about it in some other S^′_s-signature. For example, if we use the leaf labeled 0^n to sign the first document and the leaf labeled 0^{n−1}1 to sign the second, then in the first S^′_ssignature we only care about the authenticity of v_0n , whereas in the second S^′_s-signature we care about the authenticity of v_0n−1_1.

Proposition 6.4.15 If (G, S, V ) is a secure one-time signature scheme then Construction 6.4.14 constitutes a secure memory-dependent signature scheme.

Proof: Recall that a S^′_{sλ} -signature to a document α has the form

(σ_1 · · · σ_n, auth_λ, auth_{σ1} , ..., auth_{σ1 ···σn−1} , S_{sσ1 ···σn} (α)) (6.3)

where the auth_x’s, v_x’s and s_x’s satisfy

auth_x = (v_{x0} , v_{x1} , S_{sx} (v_{x0} v_{x1})) (6.4)

(See Figure 6.1.) In this case we say that this S^′_s-signature uses the leaf labeled σ_1 · · · σ_n. For every i = 1, ..., n, we call the sequence (auth_λ, auth_{σ1} , ..., auth_{σ1 ···σi−1} ) an authentication path for v_{σ1 ···σi} . Note that the above sequence is also an authentication path for v_{σ1 ···σi−1 σi} , where σ = 1 − σ. Thus, a valid S^′_s-signature to a document α consists of an n-bit string σ_1 · · · σ_n, authentication paths for each v_{σ1 ···σi} (i = 1, ..., n), and a signature to α with respect to the one-time scheme (G, S, V ) using the signing-key s_{σ1 ···σn} .

430CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

Intuitively, forging an S^′_s-signature requires either using an authentication path supplied by the signer (i.e., supplied by S^′_s as part of an answer to a query) or producing an authentication path different from all paths supplied by the signer. In both cases, we reach a contradiction to the security of the one-time signature scheme (G, S, V ). Specifically, in the first case, the forged S^′_s-signature contains a signature relative to (G, S, V ) using the signing-key s_{σ1 ···σn} . The latter S_{sσ1···σn} -signature is verifiable using the verification-key v_{σ1 ···σn} , which is authentic by the case hypothesis. This yields forgery with respect to the instance of the one-time signature scheme associated with the leaf labeled σ_1 · · · σ_n (since the document S^′_s-signed by the forger must be different from all S^′_s-signed documents, and thus the forged document is different from all strings to which a one-time signature was applied).^{11} We now turn to the second case (i.e., forgery with respect to (G^′, S^′, V^′) is obtained by producing an authentication path different from all paths supplied by the signer). In this case there must exists an i ∈ {1, ..., n} and an i-bit long string σ_1 · · · σ_i so that auth_λ, ..., auth_{σ1 ···σi−1} is the shortest prefix of the authentication path produced by the forger that is not a prefix of any authentication path supplied by the signer. (Note that i > 0 must hold, since empty sequences are equal, whereas i ≤ n by the case hypothesis.) In this case auth_{σ1 ···σi−1} , which contains a signature relative to (G, S, V ) using the signing-key s_{σ1 ···σi−1} , is produced by the forger. The latter signature is verifiable using the verification-key v_{σ1 ···σi−1} , which is authentic by the minimality of i. Furthermore, by definition of i, the latter signature is to a string different from the string to which the S^′_s-signer has applied S_{sσ1···σi−1} . This yields forgery with respect to the instance of the one-time signature scheme associated with the node labeled σ_1 · · · σ_{i−1}.

The actual proof is by a reducibility argument. Given an adversary A^′ attacking the complex scheme (G^′, S^′, V^′), we construct an adversary A that attacks the one-time signature scheme, (G, S, V ). In particular, the adversary A will use its oracle access S_s in order to emulate the memory-dependent signing oracle for A^′. Recall that the adversary A can make at most one query to its S_s-oracle. Below is a detailed description of the adversary A. Since we care only about probabilistic polynomial-time adversaries, we may assume that A^′ makes at most t = poly(n) many queries, where n is the security parameter.

The construction of adversary A: Suppose that (s, v) is in the range of G(1^n). On input v and one-query oracle access to S_s, adversary A proceeds as follows:

1. Initial choice: A uniformly selects j ∈ {1, ..., (2n + 1) · t}.

(The integer j specifies an instance of (G, S, V ) produced during the attack of A^′. This instance will be attacked by A. Note that since 2n+1 instances of (G, S, V ) are refered to in each signature relative to (G^′, S^′, V^′), the

11 Note that what matter is merely that the document S^′_s-signed by the forger is different from the (single) document to which S_{sσ1 ···σn} was applied by the S^′_s-signer, in case S_{sσ1···σn} was ever applied by the S^′_s-signer.

quantity (2n+1)·t upper bounds the total number of instances of (G, S, V ) that appear in some oracle response. This upper bound is not tight.)

2. Invoking A^′: If j = 1 then A sets v_λ = v and invokes A^′ on input v. In this case A does not know s_λ, which is defined to equal s, but can obtain a single signature relative to it by making a (single) query to oracle S_s.

Otherwise (i.e., j > 1), machine A invokes G, obtains (s^′, v^′) ← G(1^n), sets (s_λ, v_λ) = (s^′, v^′) and invokes A^′ on input v^′. We stress that in this case A knows s_λ.

In fact, in both case, A^′ is invoked on input v_λ. Also, in both cases, the one-time instance associated with the root (i.e., the node labeled λ) is called the first instance.

3. Emulating the signing oracle for A^′: A emulates the memory-dependent signing oracle for A^′. The emulation is analogous to the operation of the signing procedure as specified in Construction 6.4.14. The only execption refer to the j^{th} instance of (G, S, V ) that occurs in the memory-dependent signing process. Here, A uses the verification key v, and if an S_s-signature needs to be produced then A queries S_s for it. We stress that at most one signature needs ever be produced with respect to each instance of (G, S, V ) that occurs in the memory-dependent signing process, and therefore S_s is queried at most once. Details follow.

A maintains a recond of all key-pairs and one-time signatures it has generated and/or obtained from S_s. When A is asked to supply a signature to a new document, denoted α, it proceeds as follows:

(a) A allocates a new leaf-label, denoted σ_1 · · · σ_n, exactly as done by the signing process.

(b) For every i = 1, ..., n and every τ ∈ {0, 1}, machine A tries to retreive from its record the one-time instance associated with the node labeled σ_1 · · · σ_{i−1}τ. If such an instance does not exist in the record (i.e., the one-time instance associated with the node labeled σ_1 · · · σ_{i−1}τ did not appear so far) then A distinguishes two cases:

i. If the record so far contains exactly j − 1 one-time instances (i.e., the current instance is the j^{th} one to be encountered) then A sets v_{σ1 ···σi−1 τ} ← v, and adds it to its record. In this case, A does not know s_{σ1 ···σi−1 τ} , which is defined to equal s, but can obtain a single signature relative to it by making a (single) query to oracle S_s.

From this point on, the one-time instance associated with the node labeled σ_1 · · · σ_{i−1}τ will be called the j^{th} instance.

ii. Otherwise (i.e., the current instance is not the j^{th} one to be encountered), A acts as the signing process: It invokes G(1^n), obtains (s_{σ1 ···σi−1 τ} , v_{σ1 ···σi−1 τ} ) ← G(1^n), and adds it to the record.

432CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

(Note that in this case A knows s_{σ1···σi−1 τ} , and can generate by itself signatures relative to it.)

The one-time instance just generated is given the next serial number. That is, the one-time instance associated with the node labeled σ_1 · · · σ_{i−1}τ will be called the k^{th} instance if the current record (i.e., after the generation of the one-time key-pair associated with the node labeled σ_1 · · · σ_{i−1}τ) contains exactly k instances.

(c) For every i = 1, ..., n, machine A tries to retreive from its record a (one-time) signature to the string v_{σ1 ···σi−1 0} v_{σ1 ···σi−1 1}, relative to the signing-key s_{σ1 ···σi−1} . If such a signature does not exist in the record then A distinguishes two cases:

i. If the one-time signature instance associated with the node labeled σ_1 · · · σ_{i−1} is the j^{th} such instance then A obtains the onetime signature S_{sσ1···σi−1} (v_{σ1 ···σi−1 0} v_{σ1 ···σi−1 1}) by querying S_s, and adds this signature to the record.

Note that by the previous steps (i.e., Step 3(b)i as well as Step 2), s is indentified with s_{σ1···σi−1} , and that the instance associated with a node labeled σ_1 · · · σ_{i−1} is only used to produce a single signature; that is, to the string v_{σ1 ···σi−1 0} v_{σ1 ···σi−1 1}. Thus, in this case, A queries S_s at most once.

We stress that the above makes crucial use of the fact that, for every τ, the verification-key associated with the node labeled σ_1 · · · σ_{i−1}τ is identical in all executions of the current step, regardless of whether it is generated in Step 3(b)ii or fixed to equal v (in Step 3(b)i). This fact guarantees that A only needs a single signature relative to the instance associated with a node labeled σ_1 · · · σ_{i−1}, and thus queries S_s at most once. (The validity of this fact is the most important place in which we rely on the memory-dependence of our signature scheme.)^{12} ii. Otherwise (i.e., the one-time signature instance associated with the node labeled σ_1 · · · σ_{i−1} is not the j^{th} such instance), A acts as the signing process: It invokes S_{sσ1 ···σi−1} , obtains the one-time signature S_{sσ1 ···σi−1} (v_{σ1 ···σi−1 0} v_{σ1 ···σi−1 1})v_{σ1 ···σi−1 τ} ), and adds it to the record. (Note that in this case A knows s_{σ1 ···σi−1} , and can generate by itself signatures relative to it.)

Thus, A obtains auth_{σ1···σi−1} .

(d) Machine A now obtains a one-time signature of α relative to S_{sσ1···σn} .

(Recall that since A^′ never makes the same query twice,^{13} we need

12 In contrast, the use of a counter for determining a new leaf can be easily avoided, by selecting a leaf at random.

13 This assertion can be justified, without loss of generality. Otherwise, we may modify A^′ so that retreives from its own memory the answer to a query that it wishes to ask for the second time.

to generate at most one signature relative to the one-time instance S_{sσ1 ···σn} .) This is done analogously to the previous step (i.e., Step 3c). Specifically:

i. If the one-time signature instance associated with the leaf labeled σ_1 · · · σ_n is the j^{th} instance (associated with any node) then A obtains the one-time signature S_{sσ1 ···σn} (α) by querying S_s. Note that, in this case, s is indentified with s_{σ1 ···σn} , and that an instance associated with a leaf is only used to produce a single signature. Thus, also in this case (which is disjoint of Case 3(c)i), A queries S_s at most once.

ii. Otherwise (i.e., the one-time signature instance associated with the node labeled σ_1 · · · σ_n is not the j^{th} instance), A acts as the signing process: It invokes S_{sσ1 ···σn} , obtains the one-time signature S_{sσ1 ···σn} (α), and adds it to the record. (Again, in this case A knows s_{σ1 ···σn} , and can generate by itself signatures relative to it.)

Thus, A obtains β_n = S_{sσ1 ···σn} (α).

(e) Finally, A answers the query α with

(σ_1 · · · σ_n, auth_λ, auth_{σ1} , ..., auth_{σ1 ···σn−1} , β_n)

4. Using the output of A^′: When A^′ halts with output (α^′, β^′), machine A checks whether this is a valid document-signature pair with respect to V^′_{vλ} and whether the document α^′ did not appear as a query of A^′. If both conditions hold then A tries to obtain forgery with respect to S_s. To explain how this is done, we need to take a closer look at the valid document-signature pair, (α^′, β^′), output by A^′. Specifically, suppose that β^′ has the form

(σ^′_1 · · · σ^′_n, (v^′_{0,0}, v^′_{0,1}, β^′_0), (v^′_{1,0}, v^′_{1,1}, β^′_1), ..., (v^′_{n−1,0}, v^′_{n−1,1}, β^′_{n−1}), β^′_n)

and that the various components satisfy all conditions stated in the verification procedure. (In particular, the sequence (v^′_{0,0}, v^′_{0,1}, β^′_0), ..., (v^′_{n−1,0}, v^′_{n−1,1}, β^′_{n−1}) is the authentication path (for v^′_{n−1,σ}′_n ) output by A^′.) Let i be maximal so that for some β_0, ..., β_{i−1} (which may but need not equal β^′_0, ..., β^′_{i−1}) the sequence (v^′_{0,0}, v^′_{0,1}, β_0), ..., (v^′_{i−1,0}, v^′_{i−1,1}, β_{i−1}) is a prefix of some authentication path (for some v_σ′_{1 ···σ}′_{i σi+1···σn} ) supplied to A^′ by A. Note that i ∈ {0, ..., n}, where i = 0 means that (v^′_{0,0}, v^′_{0,1}) differs from (v_0, v_1), and i = n means that the sequence ((v^′_{0,0}, v^′_{0,1}), ..., (v^′_{n−1,0}, v^′_{n−1,1})) equals the sequence ((v_0, v_1), ..., (v_σ′_{1 ···σ}′_{n−10}, v_σ′_{1 ···σ}′_{n−11})).

Recall that the v^′_{k,τ} s are strings included in the output of A^′, and that the v_xs are verification-keys as recorded by A. In general, the sequence ((v^′_{0,0}, v^′_{0,1}), ..., (v^′_{i−1,0}, v^′_{i−1,1})) equals the sequence ((v_0, v_1), ..., (v_σ′_{1 ···σ}′_{i−1 0}, v_σ′_{1 ···σ}′_{i−1 1})). In particular, for i ≥ 1, it holds that v^′_{i−1,σ}′_{i−1} = v_σ′_{1 ···σ}′_i , whereas for i = 0

434CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

we shall only refer to v_λ (which is the verification-key attacked by A^′). In both cases, the output of A^′ contains a one-time signature relative to v_σ′_{1 ···σ}′_i , and this signature is to a string different from the only (possible) one to which a signature was supplied to A^′ by A. Analogously to the motivating discussion above, we distinguish the cases i = n and i < n:

(a) In case i = n, the output of A^′ contains the (one-time) signature β^′_n that satisfies V_{vσ′1 ···σ′n} (α^′, β^′_n) = 1. Furthermore, α^′ is different from the (possibly) only document to which S_{sσ′1···σ′n} was applied during the emulation of the S^′-signer by A, since by our hypothesis the document α^′ did not appear as a query of A^′. (Recall that, by the construction of A, instances of the one-time signature scheme associated with leaves are only applied to the queries of A^′.)

(b) In case i < n, the output of A^′ contains the (one-time) signature β^′_i that satisfies V_{vσ′1 ···σ′i} (v^′_{i,0}v^′_{i,1}, β^′_i) = 1. Furthermore, v^′_{i,0}v^′_{i,1} is different from v_σ′_{1 ···σ}′_{i0} v_σ′_{1 ···σ}′_{i0}, which is the (possibly) only string to which S_{sσ′1 ···σ′i} was applied during the emulation of the S^′-signer by A, where the last assertion is due to the maximality of i (and the construction of A).

Thus, in both cases, A obtains from A^′ a valid (one-time) signature relative to the (one-time) instance associated with the node labeled σ^′_1 · · · σ^′_i. Furthermore, in both cases, this (one-time) signature is to a string that did not appear in the record of A. The question is whether the instance associated with the node labeled σ^′_1 · · · σ^′_i is the j^{th} instance, for which A set v = v_σ′_{1 ···σ}′_i . In case the answer is yes, A obtains forgery with respect to the (one-time) verification-key v (which it attacks).

In view of the above discussion, A acts as follows. It determines i as in the discussion, and checks whether v = v_σ′_{1 ···σ}′_i (almost equivalently, whether the j^{th} instance is the one associated with the node labeled σ^′_1 · · · σ^′_i). In case i = n, machine A outputs the string-signature pair (α^′, β^′_n), otherwise (i.e., i < n) it outputs the string-signature pair (v^′_{i,0}v^′_{i,1}, β^′_i).

This completes the (admittingly long) description of adversary A. We repeat again some obvious observations regarding this construction. Firstly, A makes at most one query to its (one-time) signature oracle S_s. Secondly, assuming that A^′ is probabilistic polynomial-time, so is A. Thus, all that remains is to relate the success probability of A (when attacking a random instance of (G, S, V )) to the success probability of A^′ (when attacking a random instance of (G^′, S^′, V^′)). As usual the main observation is that the view of A^′, during the emulation (of the memory-dependent signing process) by A, is identically distributed to its view in an actual attack on (G^′, S^′, V^′). Furthermore, this holds conditioned on any possible fixed value of j (selected in the first step of A). It follows that if A^′ succeeds to forge signatures in an actual attack on (G^′, S^′, V^′) with probability ε^′(n) then A succeeds to forge signatures with respect to (G, S, V ) with probability at least^{ε′ (n)}_{(2n+1)·t} , where the (2n + 1) · t factor is due to the probability that the choice of j is a good one (i.e., so that the j^{th} instance is the one associated with the node labeled σ^′_1 · · · σ^′_i, where σ^′_1 · · · σ^′_n and i are as defined in Step 4).

We conclude that if (G^′, S^′, V^′) can be broken by a probabilistic polynomialtime chosen message attack with non-negligible probability then (G, S, V ) can be broken by a probabilistic polynomial-time single-message attack with nonnegligible probability, in contradiction to the proposition’s hypothesis. The proposition follows.

6.4.2.3 The actual construction

In this section, we remove the memory-dependency of Construction 6.4.14, and obtain an ordinary (rather than memory-dependent) signature scheme. Towards this end, we use pseudorandom functions (as defined in Definition 3.6.4). The basic idea is that the record maintained in Construction 6.4.14 can be determined (on-the-fly) by an application of a pseudorandom function to certain strings. For example, instead of generating and storing an instance of a (one-time) signature scheme for each node we encounter, we can determine the randomness for the key-generation algorithm as a function of the label of that node. Thus, there is no need to store the key-pair generated, since if we ever need it again then re-generating it (in the very same way) will yield exectly the same result. The same idea applies also to the generation of (one-time) signatures. In fact, the construction is simplified, since we need not check whether or not we are generating an object for the first time.

For simplicity, let us assume that on security parameter n both the keygeneration and signing algorithms (of the one-time signature scheme (G, S, V )) use exactly n internal coin tosses. (This assumption can be justified by using pseudorandom generators, which exist anyhow under the assumptions used here.) For r ∈ {0, 1}^n, we denote by G(1^n, r) the output of G on input 1^n and internal coin-tosses r. Likwise, for r ∈ {0, 1}^n, we denote by S_s(α, r) the output of S, on input a signing-key s and a document α, when using internal coin-tosses r. For simplicity, we shall be actually using generalized pseudorandom functions as in Definition 3.6.12 (rather than pseudorandom functions as defined in Definition 3.6.4).^{14} Furthermore, for simplicity, we shall consider applications of such pseudorandom functions to sequences of characters containing {0, 1} as well as a few additional special characters.

Construction 6.4.16 (Removing the memory requirement from Construction 6.4.14): Let (G, S, V ) be a one-time signature scheme, and {f_r : {0, 1}^∗ → {0, 1}^{|r|}}_{r∈{0,1}}∗ be a generalized pseudorandom function ensemble as in Definition 3.6.12. Con-

14 We shall make comments regarding the minor changes required in order to use ordinary pseudorandom functions. The first comment is that we shall consider an encoding of strings of length up-to n + 2 by strings of length n + 3 (e.g., for i ≤ n + 2, the string x ∈ {0, 1}^i is encoded by x10^{n+2−i}).

436CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

sider the following signature scheme, (G^′, S^′, V^′), which refers to a full binary tree of depth n as in Construction 6.4.14.

key-generation algorithm G^′: On input 1^n, algorithm G^′ obtains (s, v) ← G(1^n) and selects uniformly r ∈ {0, 1}^n. Algorithm G^′ outputs the pair ((r, s), v), where (r, s) is the signing-key and v is the verification-key.^{15}

signing algorithm S^′: On input a signing-key (r, s) and a document α, the algorithm proceeds as follows.

1. It selects uniformly σ_1 · · · σ_n ∈ {0, 1}^n.

(Algorithm S^′ will use the leaf labeled σ_1 · · · σ_n ∈ {0, 1}^n to sign the current document. Indeed, with exponentially-vanishing probability the same leaf may be used to sign two different documents, and this will lead to forgey (but only with negligible probability).) (Alternatively, to obtain a deterministic signing algorithm, one may set σ_1 · · · σ_n ← f_r(select-leaf, α), where select-leaf is a special character.)^{16}

2. Next, for every i = 1, ..., n and every τ ∈ {0, 1}, the algorithm invokes G and sets (s_{σ1 ···σi−1 τ} , v_{σ1 ···σi−1 τ} ) ← G(1^n, f_r(key-gen, σ_1 · · · σ_{i−1}τ)) where key-gen is a special character.^{17}

3. For every i = 1, ..., n, the algorithm invokes S_{sσ1···σi−1} and sets

auth_{σ1 ···σi−1}^{def}= ( v_{σ1 ···σi−1 0} , v_{σ1 ···σi−1 1} , S_{sσ1···σi−1} (v_{σ1 ···σi−1 0} v_{σ1 ···σi−1 1}, f_r(sign, σ_1 · · · σ_{i−1})) )

where sign is a special character.^{18}

4. Finally, the algorithm invokes S_{sσ1 ···σn} and outputs^{19} (σ_1 · · · σ_n, auth_λ, auth_{σ1} , ..., auth_{σ1 ···σn−1} , S_{sσ1 ···σn} (α, f_r(sign, σ_1 · · · σ_n))) 15 In case we use ordinary pseudorandom functions, rather than generalized ones, we select r uniformly in {0, 1}^{n+3} so that f_r : {0, 1}^{n+3} → {0, 1}^{n+3}. Actually, we shall be using the function f_r : {0, 1}^{n+3} → {0, 1}^n derived from the above by droping the last 3 bits of the function value.

16 In case we use ordinary pseudorandom functions, rather than generalized ones, this alternative can be (directly) implemented only if it is guaranteed that |α| ≤ n. In such a case, we apply the f_r to the (n + 3)-bit encoding of 00α.

17 In case we use ordinary pseudorandom functions, rather than generalized ones, the argument to f_r is the (n + 3)-bit encoding of 10σ_1 · · · σ_{i−1} τ .

18 In case we use ordinary pseudorandom functions, rather than generalized ones, the argument to f_r is the (n + 3)-bit encoding of 11σ_1 · · · σ_{i−1} .

19 In case we use ordinary pseudorandom functions, rather than generalized ones, the argument to f_r is the (n + 3)-bit encoding of 11σ_1 · · · σ_n.

verification algorithm V^′: On input a verification-key v, a document α, and an alledge signature β algorithm V^′ behaves exactly as in Construction 6.4.14. Specifically, assuming that β has the form

(σ_1 · · · σ_n, (v_{0,0}, v_{0,1}, β_0), (v_{1,0}, v_{1,1}, β_1), ..., (v_{n−1,0}, v_{n−1,1}, β_{n−1}), β_n)

algorithm V^′ accepts if and only if the following three conditions hold:

• V_v (v_{0,0}v_{0,1}, β_0) = 1.

• For i = 1, ..., n − 1, it holds that V_{vi−1,σi} (v_{i,0}v_{i,1}, β_i) = 1. • V_{vn−1,σn} (α, β_n) = 1. Proposition 6.4.17 If (G, S, V ) is a secure one-time signature scheme and {f_r : {0, 1}^∗ → {0, 1}^{|r|}}_{r∈{0,1}}∗ is a generalized pseudorandom function ensemble then Construction 6.4.16 constitutes a secure signature scheme.

Proof: Following the general methodology suggested in Section 3.6.3, we consider an ideal version of Construction 6.4.16 in which a truely random function is used (rather than a pseudorandom one). The ideal version is almost identical to Construction 6.4.14, with the only difference being the way in which σ_1 · · · σ_n is selected. Specifically, applying a random function to determine (one-time) key-pairs and (one-time) signatures, is equivalent to generating these keys and signatures at random (on-the-fly) and re-using the strored values whenever necessary. Regarding the way in which σ_1 · · · σ_n is selected, observe that the proof of Proposition 6.4.15 is oblivious of this way except for the assumption that the same leaf is never used to sign two different documents. However, the probability that the same leaf is used twice by the (memoryless) signing algorithm, when serving polynomially-many signing requests, is exponentially-vanishing and thus can be ignored in our analysis. We conclude that the ideal scheme (in which a truely random function is used instead of f_r) is secure. It follows that also the actual signature scheme (as in Construction 6.4.16) is secure, or else one can efficiently distinguish a pseudorandom function from a truely random one (which is impossible). Details follow.

Assume towards the contradiction that there exists a probabilistic polynomialtime adversary A^′ that succeeds to forge signatures with respect to (G^′, S^′, V^′) with non-negligible probability, but succeeeds only with negligible probability when attacking the ideal scheme. We construct a distinguisher D that on input 1^n and oracle access to f : {0, 1}^∗ → {0, 1}^n bevaves as follows. Machine D generates ((r, s), v) ← G^′(1^n), and invokes A^′ on input v. Machine D answers the queries of A^′ by running the signing process, using the signing-key (r, s), with the exception that it replaces the values f_r(x) by f(x). That is, whenever the signing process calls for the computation of the value of the function f_r on some string x, machine D queries its oracle (i.e., f) on the string x, and uses the respond f(x) instead of f_r(x). When A^′ outputs an alledge signature to a new documment, machine M evaluates whether the signature is valid (with respect to V_v ) and output 1 if and only if A^′ has indeed succeeded (i.e., the

438CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

signature is valid). Observe that if D is given oracle access to a truely random function then the emulated A^′ attacks the ideal scheme, whereas if D is given oracle access to a pseudorandom function f_r then the emulated A^′ attacks the real scheme. It follows that D distinguishes the two cases, in contradiction to the pseudorandomness of the ensemble {f_r}.

6.4.2.4 Conclusions and comments

Theorem 6.4.9 follows by combining Proposition 6.4.17 with the fact that the existence of secure one-time signature schemes implies the existence of one-way functions (see Exercise 6), which in turn imply the existence of (generalized) pseudorandom functions. Recall that combining Theorem 6.4.9 and Corollary 6.4.8, we obtain Corollary 6.4.10 that states that the existence of collisionfree hashing collections implies the existence of secure signature schemes.

We comment that Constructions 6.4.14 and 6.4.16 can be generalized as follows. Rather than using a depth n full binary tree, one can use any tree that has a super-polynomial (in n) number of leaves, provided that one can enumerate the leaves (resp., uniformly select a leaf), and generate the path from the root to a given leaf. We consider a few possibilities:

• For any d : N →N bounded by a polynomial in n (e.g., d ≡ 2 or d(n) = n are indeed “extreme” cases), we may consider a full d(n)-ary tree of depth e(n) so that d(n)^{e(n)} is greater than any polynomial in n. The above choice of pramaters (i.e., d ≡ 2 and e(n) = n) is probably the simplest one. Note that the length of the signatures in a generalized construction is linear in d(n)·e(n), the number of applications of the underlying one-time signature scheme (per each general signature) is linear in e(n), and that in internal nodes the one-time signature scheme is applied to string of length linear in d(n). Thus, the choice of parameters may depend on the underlying onetime signature scheme. In fact, d ≡ 2 seems a reasonable generic choice, but in some special cases (see Section 6.5.2) one may prefer to use larger d : N →N . • For the memory-dependent construction, it may be preferable to use unbalanced trees (i.e., having leaves at various levels). The advantage is that if one utilizes first the leaves closer to the root then one can obtain a saving on the cost of signing the first documents.

For example, consider using a ternary tree of super-logarithmic depth (i.e., d ≡ 3 and e(n) = ω(log n)) in which each internal node of level i ∈ {0, 1, ..., e(n) − 2} has a two children that are internal nodes and a single child that is a leaf (and the internal nodes of level e(n) − 1 have only leaves as children). Thus, for i ≥ 1, there are 3^{i−1} leaves at level i. If we use all leaves of level i before using any leave of level i + 1 then the length of the j^{th} signature in this scheme is linear in log_3 j (and so is the number of applications of the underlying one-time signature scheme).

In actual applications, one should observe that in variants of Construction 6.4.14 the size of the tree determines the total number of documents that can be signed, whereas in variants of Construction 6.4.16 the tree size has even a more drastic effect on the number of documents that can be signed.^{20} In some cases a hybrid of Constructions 6.4.14 and 6.4.16 may be preferable: We refer to a memory-dependent scheme in which leaves are assigned as in Construction 6.4.14 (i.e., according to a counter), but the rest of the operation is done as in Construction 6.4.16 (i.e., the one-time instances are re-generated on-the-fly, rather than being generated and recorded). In some applications, the introduction of a document-counter may be tolerated, and the gain is the ability to use a smaller tree of size merely greater than the total number of documents that should be ever signed.

6.4.3 * Universal One-Way Hash Functions and using them

So far, we have established that the existence of collision-free hashing collections implies the existence of secure signature schemes (cf. Corollary 6.4.10). We seek to weaken the assumption under which secure signature schemes can be constructed, and bear in mind that the existence of one-way functions is certainly a necessary condition (cf., for example, Exercise 6). In view of Theorem 6.4.9, we may focus on constructing secure one-time signature schemes. Furthermore, recall that secure length-restricted one-time signature schemes can be constructed based on any one-way function (cf. Corollary 6.4.6). Thus, the only bottleneck we face (with respect to the assumption used) is Proposition 6.4.7, which refers to Construction 6.2.6 and utilizes collision-free hashing. Our aim in this section, is to replace this component in the construction. We use a variant of Construction 6.2.6 in which, instead of using collision-free hashing, we use a seemingly weaker notion called Universal One-Way Hash Functions.

6.4.3.1 Definition

A collection of universal one-way hash functions is defined analogously to a collection of collision-free hash functions. The only difference is that the hardness (to form collisions) requirement is relaxed. Recall that for a collection of collision-free hash functions it was required that given the function’s description it is hard to form an arbitrary collision under the function. For a collection of universal one-way hash functions we only require that given the function’s description h and a preimage x it is hard to find an x^′ ≠ x so that h(x^′) = h(x). We refer to this requirement as to hardness to form designated collisions.

Our formulation of the hardness to form designated collisions is actually seemingly stronger. Rather than being supplied with a (random) preimage x,

20 In particular, the number of documents that can be signed should definitely be smaller than the square root of the size of the tree (or else two documents are likely to be assigned the same leaf). Furthermore, we cannot use a small tree (e.g., of size 1000) even if we know that the total number of documents that will ever be signed is small (e.g., 10), since otherwise the probability that two documents are assigned the same leaf is too big.

440CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

the collision-forming algorithm is allowed to select x by itself, but must do so before being presented with the function’s description. That it, the attack of the collision-forming algorithm proceeds in three stages: first the algorithm selects a preimage x, next it is given a description of a randomly selected function h, and finally it is required to output x^′ ≠ x such that h(x^′) = h(x). We stress that the third stage in the attack is also given the random choices made while producing the preimage in the first stage. This yields the following definition, where the first stage is captured by a deterministic polynomial-time algorithm A_0 (which maps a sequence of coin tosses, denoted U_{q(n)}, to a preimage) and the third stage is captured by algorithm A (which is given the very same U_{q(n)} as well as the function’s description).

Definition 6.4.18 (universal one-way hash functions – UOWHF): Let ℓ : N →

N. A collection of functions {h_s : {0, 1}^∗ → {0, 1}^{ℓ(|s|)}}_{s∈{0,1}}∗ is called uni-

versal one-way hashing (UOWHF) if there exists a probabilistic polynomial-time algorithm I so that the following holds

1. (admissible indexing – technical):^{21} For some polynomial p, all sufficiently large n’s and every s in the range of I(1^n) it holds that n ≤ p(|s|).

2. (efficient evaluation): There exists a polynomial-time algorithm that given s and x, returns h_s(x).

3. (hard to form designated collisions): For every polynomial q, every deterministic polynomial-time algorithm A_0, every probabilistic polynomial-time algorithm A, every polynomial p and all sufficiently large n’s Pr [ h_{I(1}n_)(A(I(1^n), U_{q(n)})) = h_{I(1}n_)(A_0(U_{q(n)})) and A(I(1^n), U_{q(n)}) ≠ A_0(U_{q(n)}) ] < 1 p(n) (6.5)

where the probability is taken over U_{q(n)} and the internal coin tosses of algorithms I and A.

The function ℓ is called the range specifier of the collection.

We stress that the hardness to form designated collisions condition refers to the following three stage process: first, using a uniformly distributed r ∈ {0, 1}^{q(n)}, the adversary generates a preimage x = A_0(r); next, a function h is selected; and, finally, the adversary A is given h (as well as r used in the first stage), and tries to find a preimage x^′ ≠ x such that h(x^′) = h(x). Indeed, Eq. (6.5) refers to the probability that x^{′ def}= A(h, r) ≠ x and yet h(x^′) = h(x).

Note that the range specifier must be super-logarithmic (or else, given s and x ← U_n, one is too likely to find an x^′ ≠ x so that h_s(x) = h_s(x^′), by uniformly selecting x^′ in {0, 1}^n). Also note that any UOWHF collection yields a collection of one-way functions (see Exercise 8). Finally, note that any collision-free hashing is universally one-way hashing, but the converse is false (see Exercise 9). Furthermore, it is not known whether collision-free hashing can be constructed based on any one-way functions (in contrast to Theorem 6.4.29 below).

21 This condition is made merely to avoid annoying technicalities. Note that |s| = poly(n) holds by definition of I.

6.4.3.2 Constructions

We construct UOWHF collections in several steps, starting with related but restricted notions, and relaxing the restrictions gradually (untill we reach unrestricted UOWHF collections). The restriction we refer to is on the length of the arguments to the function. Most importantly, the hardness (to form designated collisions) requirement will refer only to argument of this length. That is, we refer to the following technical definition.

Definition 6.4.19 ((d, r)-UOWHF): Let d, r : N → N. A collection of functions {h_s : {0, 1}^{d(|s|)} → {0, 1}^{r(|s|)}}_{s∈{0,1}}∗ is called (d, r)-UOWHF if there exists a probabilistic polynomial-time algorithm I so that the following holds

1. For all sufficiently large n’s and every s in the range of I(1^n) it holds that |s| = n.^{22} 2. There exists a polynomial-time algorithm that given s and x ∈ {0, 1}^{d(|s|)}, returns h_s(x).

3. For every polynomial q, every deterministic polynomial-time algorithm A_0 mapping q(n)-bit long strings to d(|s|)-bit long strings, every probabilistic polynomial-time algorithm A, every polynomial p and all sufficiently large n’s Eq. (6.5) holds.

Off course, we care only of (d, r)-UOWHF for functions d, r : N → N satisfying d(n) > r(n). (The case d(n) ≤ r(n) is trivial since collisions can be avoided altogether; say by the identity map.) The “minimal” non-trivial case is when d(n) = r(n) + 1. Indeed, this is our starting point. In fact, the current step is the least obvious step to be taken on our way towards the construction of full-fledged UOWHF.

Step I: constructing (d, d−1)-UOWHFs. We show how to construct lengthrestricted UOWHF that shrink their input by a single bit. Our construction can be carried out using any one-way permutation. In addition, we use a family of hashing functions, S^{n−1}_n , as defined in Section 3.5.1.1. Recall that a function selected uniformly in S^{n−1}_n maps {0, 1}^n to {0, 1}^{n−1} in a pairwise independent manner, that the functions in S^{n−1}_n are easy to evaluate, and that for some polynomial p it holds that log_2 |S^{n−1}_n | = p(n).

Construction 6.4.20 (a (d, d−1)-UOWHF): Let f : {0, 1}^∗ → {0, 1}^∗ be a 1-1 and length preserving function, and let S^{n−1}_n be a family of hashing functions such that log_2 |S^{n−1}_n | = p(n), for some polynomial p. (Specifically, suppose that log_2 |S^{n−1}_n | ∈ {3n − 2, 2n}, as in Exercises 22.2 and 23 of Chapter 3.) Then, for

22 Here we chose to make a more stringent condition, requiring that |s| = n rather than n ≤ poly(|s|). In fact, one can easily enforce this more stringent condition by modifying I into I^′ so that I^′(1^{l(n)}) = I(1^n) for a suitable function l : N → N satisfying l(n) ≤ poly(n) and n ≤ poly(l(n)).

442CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

every s ∈ S^{n−1}_n ≡ {0, 1}^{p(n)} and every x ∈ {0, 1}^n, we define h^′_s(x)^{def}= h_s(f(x)). In case |s| ∉ {p(n) : n ∈ N}, we define h^′_s(x)^{def}= h^′_s′ where s^′ is the longest prefix of s satisfying |s^′| ∈ {p(n) : n ∈ N}. We refer to an index selection algorithm that, on input 1^m, uniformly selects s ∈ {0, 1}^m.

That is, h^′_s : {0, 1}^{d(|s|)} → {0, 1}^{d(|s|)−1}, where d(m) is the largest integer n satisfying p(n) ≤ m.

The analysis presented below uses, in an essential way, an additional property of the above-mentioned families of hashing functions; specifically, we assume that give two preimage–image pairs it is easy to uniformly generate a hashing function (in the family) that is consistent with these two mapping conditions. Furthermore, to facilitate the analysis we use a specific family of hasing functions, presented in Exercise 23 of Chapter 3: functions in S^{n−1}_n are described by a pair of elements of the finite field GF(2^n) so that the pair (a, b) describes the function h_{a,b} that maps x ∈ GF(2^n) to the (n−1)-bit prefix of the n-bit representation of ax + b, where the arithmetics is of the field GF(2^n). This specific family satisfies all additional properties required in the next proposition.

Proposition 6.4.21 Suppose that f is a one-way permutation, and that log_2 |S^{n−1}_n | = 2n. Furthermore, suppose that all but a negligible fraction of the functions in S^{n−1}_n are 2-to-1, and that there exists a probabilistic polynomial-time algorithm that given y_1, y_2 ∈ {0, 1}^n and z_1, z_2 ∈ {0, 1}^{n−1}, outputs a uniformly distributed element of {s ∈ S^{n−1}_n : h_s(y_i) = z_i ∀i ∈ {1, 2}}. Then {h^′_s}_{s∈{0,1}}∗ as in Construction 6.4.20 is a (d, d − 1)-UOWHF, for d(m) = ⌊m/2⌋.

Proof Sketch: Intuitively, forming designated collisions under h^′_s ≡ h_s ∘f yields ability to invert f. Specifically, if on input x^′ and h^′_s one can find an x ≠ x^′ so that h^′_s(x) = h^′_s(x^′) then one basically inverts f on y = f(x) (by generating x^′ and s so that h_s(y) = h_s(f(x^′)), and trying to form a designated collision with the preimage x^′). Thus, with a suitable random choice of s (i.e., so that h_s(f(x^′)) = h_s(y), where x^′ is selected before s), we can invert f on a random preimage y.

The actual proof is by a reducibility argument. Suppose that we are given a probabilistic polynomial-time algorithm A^′ that forms designated collisions under {h^′_s}, with respect to preimages produced by a deterministic polynomialtime algorithm A^′_0 that maps p(n)-bit strings to n-bit strings. Then, we construct an algorithm A that inverts f. On input y = f(x), where n = |y| = |x|, algorithm A proceeds as follows.

(1) Select r^′ uniformly in {0, 1}^{p(n)}, and compute x^′ = A^′_0(r^′) and y^′ = f(x^′). (2) Select s uniformly in {s ∈ S^{n−1}_n : h_s(y^′) = h_s(y)}.

(Recall that y is the input to A, and y^′ is generated by A in Step (1).) (3) Invoke A^′ on input (s, r^′), and output whatever A^′ does.

By the second extra condition regarding S^{n−1}_n , Step (2) can be implemented in probabilistic polynomial-time.

Turning to the analysis of algorithm A, we consider the behavior of A on input y = f(x) for a uniformly distributed x ∈ {0, 1}^n (which implies that y is uniformly distributed over {0, 1}^n). We first observe that for every fixed r^′ selected in Step (1), if y is uniformly distributed in {0, 1}^n then s as determined in Step (2) is uniformly distributed in S^{n−1}_n . Using the first extra condition regarding S^{n−1}_n , it follows that the probability that h_s is not 2-to-1 is negligible. By the construction of A, the probability that f(x^′) = y is also negligible (but we could have taken advantage of this case too, by augmenting Step (1) so that if y^′ = y then A halts with output x^′). We now claim that, in case f(x^′) ≠ y and h_s is 2-to-1, if A^′ returns x^{′′} so that x^{′′} ≠ x^′ and h^′_s(x^{′′}) = h^′_s(x^′) then f(x^{′′}) = y. The claim is proven as follows: By definitions of h^′_s and A (i.e., its Step (2)), we have h^′_s(x) = hs(f(x)) = hs(f(x^′)) = h^′_s(x^′), which equals h^′_s(x^{′′}) by one of the claim’s hypotheses. By other two hypotheses x^′ ≠ x^{′′} and hs is 2-to-1. Thus, x^′ ≠ x^{′′} are the only two preimages of hs(y) = h^′_s(x) under hs, and so x ∈ {x^′, x^{′′}}. Using the last of the hypotheses (i.e., y = f(x) ≠ f(x^′)) and the fact that f is 1-1, it follows that x ≠ x^′, which in turn implies x = x^{′′} and y = f(x^{′′}).

We conclude that if A^′ forms designated collisions with probability ε^′(n) then A inverts f with probability ε^′(n) − μ(n), where μ is a negligible function. The proposition follows. □

Step II: constructing (d^′, d^′/2)-UOWHFs. We now take the second step on our way, and use any (d, d − 1)-UOWHF in order to constact a (d^′, d^′/2)- UOWHF. That is, we construct length-restricted UOWHF that shrink their input by a factor of 2. For simplicity, we assume that the function d : N →N is onto and monotonically non-decreasing. In such a case we denote by d^{−1}(m) the smallest natural number n satisfying d(n) = m.

Construction 6.4.22 (a (d^′, d^′/2)-UOWHF): Let {h_s : {0, 1}^{d(|s|)} → {0, 1}^{d(|s|)−1}}_{s∈{0,1}}∗ , where d : N →N is onto and non-decreasing. Then, for every s_1, ..., s_{⌊d(n)/2⌋}, where each s_i ∈ {0, 1}^{d−1(d(n)+1−i)}, and every x ∈ {0, 1}^{d(n)}, we define h^′_{s1 ,...,s⌊d(n)/2⌋} (x)^{def}= h_{s⌊d(n)/2⌋} (· · · h_{s1} (x) · · ·) That is, we let x_0^{def}= x, and x_i ← h_{si} (x_{i−1}), for i = 1, ..., ⌊d(n)/2⌋. (Note that d(|s_i|) = d(n) + 1 − i and |x_i| = d(n) + 1 − i indeed hold.) We refer to an index selection algorithm that, on input 1^m, determines the largest integer n so that m ≥ m^{′ def}= ∑_{⌊d(n)/2⌋} i=1 d^{−1}(d(n) + 1 − i), uniformly selects s_1, ..., s_{⌊d(n)/2⌋} so that s_i ∈ {0, 1}^{d−1(d(n)+1−i)}, and s_0 ∈ {0, 1}^{m−m′} , and lets h^′_{s0 ,s1,...,s⌊d(n)/2⌋}^{def}= h^′_{s1 ,...,s⌊d(n)/2⌋} . That is, m = |s| and h^′_s : {0, 1}^{d(n)} → {0, 1}^{⌊d(n)/2⌋}, where n is largest so that m ≥ ∑_{⌊d(n)/2⌋} i=1 d^{−1}(d(n) + 1 − i). Thus, d^′(m) = d(n), where n is as above; that

444CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

is, we have h^′_s : {0, 1}^{d′(|s|)} → {0, 1}^{⌊d′(|s|)/2⌋}, with d^′(|s|) = d(n). Note that, for d(n) = Ω(n) (as in Construction 6.4.20), it holds that d^′(O(n^2)) ≥ d(n) and d^′(m) = Ω( √ m) follows. More generally, if for some polynomial p it holds that p(d(n)) ≥ n (for all n’s) then for some polynomial p^′ it holds that p^′(d^′(m)) ≥ m (for all m’s), since d^′(p(n) · d(n)) ≥ d(n). We call a function sufficiently-growing; that is, d : N →N is sufficiently-growing if there exists a polynomial p so that for every n it holds that p(d(n)) ≥ n.

Proposition 6.4.23 Suppose that {h_s}_{s∈{0,1}}∗ is a (d, d − 1)-UOWHF, where

d : N →N is onto, non-decreasing and sufficiently-growing. Then, for some

sufficiently-growing function d^′ : N →N , Construction 6.4.22 is a (d^′, ⌊d^′/2⌋)- UOWHF.

Proof Sketch: Intuitively, a designated collision under h^′_{s1,...,sd/2} yields a desig-

nated collision under one of the h_{si} ’s. That is, let x_0^{def}= x, and x_i ← h_{si} (x_{i−1}), for i = 1, ..., ⌊d(n)/2⌋. Then if given x and s = (s_1, ..., s_{d/2}), one can find an x^′ ≠ x so that h^′_s(x) = h^′_s(x^′), then there exists an i so that x_{i−1} ≠ x^′_{i−1} and h_{si} (x_{i−1}) = h_{si} (x^′_{i−1}), where the x^′_i’s are defined analogously to the x_i’s. Thus, we obtain a designated collision under h_{si} .

The actual proof uses the hypothesis that it is hard to form designated collisions when one is also given the coins used in the generation of the preimage (and not merely the preimage itself). Specifically, we construct an algorithm that forms designated collision under one of the h_{si} ’s, when given not only x_{i−1} but rather also x_0 (which yields x_{i−1} as above). The proof is by a reducibility argument. We are given a probabilistic polynomial-time algorithm A^′ that forms designated collisions under {h^′_s}, with respect to preimages produced by a deterministic polynomial-time algorithm A^′_0 that maps p^′(n)-bit strings to n-bit strings. We construct algorithms A_0 and A so that A forms designated collisions under {h_s} with respect to preimages produced by algorithm A_0, which maps p(n)-bit strings to n-bit strings, for a suitable polynomial p. Specifically,

p : N →N is 1-1 and p(n) ≥ p^′(d^{−1}(2d(n))) + n + n · d^{−1}(2d(n)).

We strat with the description of A_0, which at this point may seem strange. On input r ∈ {0, 1}^{p(n)}, algorithm A_0 proceeds as follows, where q(n)^{def}= d^{−1}(2d(n)).

Write r = r_1r_2r_3 so that |r_1| = n and |r_3| = p^′(q(n)).

(1) Using r_1, determine m in {n + 1, ..., n · q(n)} and j ∈ {1, ..., q(n)} so that both m and j are almost uniformly distributed in the corresponding sets.

(2) Compute the largest integer n^′ so that m ≤ ∑_{⌊d(n}′_{)/2⌋} i=1 d^{−1}(d(n^′) + 1 − i).

(3) If d^{−1}(d(n^′) + 1 − j) ≠ n then output the d(n)-bit long suffix of r_3.

(Comment: the output in this case is immaterial to our proof.) (4) Otherwise (i.e., n = d^{−1}(d(n^′) + 1 − j), which is the case we care about), do:

(4.1) Let s_0s_1 · · · s_{j−1} be a prefix of r_2 so that |s_0| = m − ∑_{⌊d(n}′_{)/2⌋} i=1 d^{−1}(d(n^′) + 1 − i), and |s_i| = d^{−1}(d(n^′) + 1 − i), for i = 1, ..., j − 1.

(4.2) Let x_0 ← A^′_0(r^′), where r^′ is the p^′(d^{−1}(d(n^′)))-bit long suffix of r_3.

(4.3) For i = 1, ..., j − 1, compute x_i ← h_{si} (x_{i−1}). Output x_{j−1}.

As stated above, we only care about the case in which Step (4) is applied. This case occurs with noticeable probability, and the description of the following algorithm A refers to it. On input s ∈ {0, 1}^n and r ∈ {0, 1}^{p(n)}, algorithm A proceeds as follows.

(1–2) Using r, determine m, j and n^′ exactly as done by A_0. (3) If d^{−1}(d(n^′) + 1 − j) ≠ n then abort. (4) Otherwise (i.e., n = d^{−1}(d(n^′) + 1 − j)), do:

(4.1) Determine s_0, s_1, ..., s_{j−1} and r^′ exactly as A_0 does in Step (4). (4.2) Uniformly select s_{j+1}, ..., s_{⌊d(n}′_{)/2⌋} so that s_i ∈ {0, 1}^{d−1(d(n′)+1−i)}, and set s^′ = s_0, s_1, ..., s_{j−1}, s, s_{j+1}, ..., s_{⌊d(n}′_{)/2⌋}. (4.3) Invoke A^′ on input (s^′, r^′), and output whatever A^′ does.

Clearly, if algorithms A^′ and A^′_0 run in polynomial-time then so do A and A_0. We now lower bound the probability that A succeeds to form designated collisions under {h_s}, with respect to images produced by A_0. We start from the contradiction hypothesis by which the corresponding probability for A^′ (w.r.t A^′_0) is non-negligible.

Let use denote by ε^′(m) the success probability of A^′ on uniformly distributed input (s^′, r^′) ∈ {0, 1}^m × {0, 1}^{p′(m)}. Let n^′ be the largest integer so that m ≤ ∑_{⌊d(n}′_{)/2⌋} i=1 d^{−1}(d(n^′) + 1 − i). Then, there exists a j ∈ {1, ..., d(n^′)} so that with probability at least ε^′(m)/d^′(n^′) on input (s^′, r^′), where s^′ = s_0, s_1, ..., s_{⌊d(n}′_{)/2⌋} as above, A^′ outputs an x^′ ≠ x^{def}= A^′_0(r^′) so that h_{sj−1} (· · · (h_{s1} (x^′) · · ·) ≠ h_{sj−1} (· · · (h_{s1} (x^′) · · ·) and h_{sj} (· · · (h_{s1} (x^′) · · ·) = h_{sj} (· · · (h_{s1} (x^′) · · ·). Fixing this m, j and n^′, let n = d^{−1}(d(n^′) + 1 − j), consider what happens when A is invoked on uniformly distributed (s, r) ∈ {0, 1}^n × {0, 1}^{p(n)}. With probability at least 1/m^2 over the possible r’s, the values of m and j are determined to equal the above. Conditioned on this case, A^′ is invoked on uniformly distributed input (s^′, r^′) ∈ {0, 1}^m ×{0, 1}^{p′(m)}, and so a collision at the j^{th} hashing function occurs with probability at least ε^′(m)/d^′(n^′). Note that m = poly(n) and d^′(n^′) = poly(n). This implies that A succeeds with probability at least ε(n)^{def}=^{ε′ (poly(n))}

poly(n) , with respect to images produced by A0. Thus, if ε

′ is nonnegligible then so is ε, and the proposition follows. □

Step III: Length-restricted UOWHFs that shrink each input by a factor of two. The third step on our way consists of using any (d, d/2)-UOWHF in order to construct length-restricted UOWHFs that are applicable to any input length but shrink each input to half it length (rather than to a fixed length that only depends on the function description). The resulted construct does not fit Definition 6.4.19, since it can be applied to any input length (rather than only to a single length determined by the function’s description). Yet, the resulting construct yields a (d^′, d^′/2)-UOWHF for any polynomially-bounded function d^′, whereas in Construction 6.4.22 the function d^′ satisfies d^′(n) ≪ n.

446CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

Construction 6.4.24 (a (d^′, d^′/2)-UOWHF for any d^′): Let {h_s : {0, 1}^{d(|s|)} → {0, 1}^{⌊d(|s|)/2⌋}}_{s∈{0,1}}∗ , where d : N →N is onto and non-decreasing. Then, for every s ∈ {0, 1}^n, every t ∈ N and every x ∈ {0, 1}^∗, we define

h^′_s(x)^{def}= h_s(x_1) · · · h_s(x_t10^{d(n)−|xt|−1})

where x = x_1 · · · x_t, 0 ≤ |x_t| < d(n) and |x_i| = d(n) for i = 1, ..., t − 1. The index selection algorithm of {h^′_s} is identical to the one of {h^′_s}.

Clearly, Construction 6.4.24 satisfies Conditions 1 and 2 of Definition 6.4.18, provided that {h_s} satisfies the corresponding conditions of Definition 6.4.19. We thus focus of the hardness to form designated collisions property.

Proposition 6.4.25 Suppose that {h_s}_{s∈{0,1}}∗ is a (d, d/2)-UOWHF, where

d : N →N is onto, non-decreasing and sufficiently-growing. Then Construc-

tion 6.4.22 satisfies Condition 3 of Definition 6.4.18.

Proof Sketch: Intuitively, a designated collision under h^′_s yields a designated collision under h_s. That is, consider the parsing of each string into blocks of length d(n), as in the above construction. Then if given x = x_1 · · · x_t and s, one can find an x^′ = x^′_1 · · · x^′_t′ ≠ x so that h^′_s(x) = h^′_s(x^′), then t^′ = t and there exists an i so that x_i ≠ x^′_i and h_s(x_i) = h_s(x^′_i).

The actual proof is by a reducibility argument. Given a probabilistic polynomialtime algorithm A^′ that forms designated collisions under {h^′_s}, with respect to images produced by a deterministic polynomial-time algorithm A^′_0, we construct algorithms A_0 and A so that A forms designated collisions under {h_s} with respect to images produced by algorithm A_0. Specifically, algorithm A_0 invokes A^′_0, and uses extra randomness (supplied in its input) to uniformly select one of the d(n)-bit long blocks in the standard parsing of the output of A^′_0. That is, the random-tap used by algorithm A_0 has the form (r^′, i), and A_0 outputs the i^{th} block in the parsing of A^′_0(r^′). Algorithm A is obtained analogously. That is, given s ∈ {0, 1}^n and coins r = (r^′, i) used by A_0, algorithm A invokes A^′ on input s and r^′, obtains the output x^′, and outputs the i^{th} block in the standard parsing of x^′.

Clearly, if algorithm A^′ succeeds (in forming designated collisions w.r.t {h^′_s}) with probability ε^′(n) then algorithm A succeeds (in forming designated collisions w.r.t {h_s}) with probability at least ε^′(n)/t(n), where t(n) is a bound on the running-time of A^′ (which also bounds the length of the output of A^′). The proposition follows. □

Step IV: Full-fledged UOWHFs. The last step on our way consists of using any length-restricted UOWHFs as constructed above to obtain full-fledged UOWHFs. That is, we use length-restricted UOWHFs that are applicable to any input length but shrink each input to half its length (rather than to a fixed length that only depends on the function description). The resulted construct is a UOWHF (as defined in Definition 6.4.18).

Construction 6.4.26 (a UOWHF): Let {h_s : {0, 1}^∗ → {0, 1}^∗}_{s∈{0,1}}∗ , so that |h_s(x)| ≤ |x|/2, for all x’s. Then, for every s_1, ..., s_n ∈ {0, 1}^n, every t ∈ N and x ∈ {0, 1}^{2t·n}, we define h^′_{s1,...,sn} (x)^{def}= h_{st} (· · · h_{s1} (x) · · ·) That is, we let x_0^{def}= x, and x_i ← h_{si} (x_{i−1}), for i = 1, ..., t. Strings x of length that is not of the form 2^t · n are padded into such strings in a standard manner. We refer to an index selection algorithm that, on input 1^m, determines n = ⌊ √ m⌋, uniformly selects s_1, ..., s_n ∈ {0, 1}^n and s_0 ∈ {0, 1}^{m−n2} , and lets h^′_{s0 ,s1,...,sn}^{def}= h^′_{s1 ,...,sn} . Note that h^′_{s1,...,sn} : {0, 1}^∗ → {0, 1}^n. Proposition 6.4.27 Suppose that {h_s}_{s∈{0,1}}∗ satisfies the conditions of Definition 6.4.18, except that it maps arbitrary input strings to outputs having half the length (rather than a length determined by |s|). Then Construction 6.4.26 constritues a collection of UOWHF.

Proof Sketch: The proof is almost identical to the proof of Proposition 6.4.23. □ Conclusion: Combining Proposition 6.4.21, 6.4.23, 6.4.25 and 6.4.27, we obtain:

Theorem 6.4.28 If one-way permutations exist then universal one-way hash functions exist.

Note that the only barrier towards constructing UOWHF based on arbitrary one-way functions is Proposition 6.4.21, which refers to one-way permutations. In fact, if we wish to construct UOWHF based on any one-way function then we need to present an alternative construction of (d, d − 1)-UOWHF (i.e., an alternative to Construction 6.4.20 which fails in case f is 2-to-1).^{23} Such a construction is actually known, and so the following result is known to hold (but is not proven here):

Theorem 6.4.29 Universal one-way hash functions exist if and only if one-way functions exist.

We stress that the difficult direction is the one referred to above (i.e., from one-way functions to UOWHF collections). For the much easier converse, see Exercise 8.

23 For example, if f(σ, x^′) = (0, f^′(x^′)), for σ ∈ {0, 1}, then forming designated collisions under Construction 6.4.20 is easy: Given (0, x^′), one outputs (1, x^′), and indeed a collision is formed already under f.

448CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

6.4.3.3 One-time signature schemes based on UOWHF

Using universal one-way hash functions, we present an alternative construction of one-time signature schemes based on length-restricted one-time signature schemes. Specifically, we replace Construction 6.2.6 in which collision-free hashings were used by the following construction in which universal one-way hash functions are used instead. The difference between the two constructions is that here the (description of the) hashing function is not a part of the signing and verification keys, but is rather selected on the fly by the signing algorithm (and appears as part of the signature). Furthermore, the description of the hash function is being authenticated (by the signer) together with the hash function. It follows that the forging adversary, which is unable to break the length-restricted one-time signature scheme, must form a designated collision (rather than an arbitrary one). However, the latter is infeasible too (by virtue of the UOWHF collection in use). We comment that the same (new) construction is applicable to length-restricted signature schemes (rather than to one-time ones): we stress that, in this case, a new hashing function is selected at random each time the signing algorithm is applied. In fact, we present the more general construction.

Construction 6.4.30 (the hash and sign paradigm, revisited): Let ℓ : N →N and (G, S, V ) be an ℓ-restricted signature scheme as in Definition 6.2.1, and let {h_r : {0, 1}^∗ → {0, 1}^{ℓ(|r|)−|r|}}_{r∈{0,1}}∗ be a UOWHF as in Definition 6.4.18. We construct a general signature scheme, (G^′, S^′, V^′), with G^′ identical to G, as follows:

signing with S^′: On input a signing-key s ∈ G^′_1(1^n) and a document α ∈ {0, 1}^∗, algorithm S^′ proceeds in two steps:

1. Algorithm S^′ invokes I, the indexing algorithm of the UOWHF collection, to obtain β^′ ← I(1^n).

2. Algorithm S^′ invokes S (once) to produce β^{′′} ← S_s(β^′, h_β′ (α)).

Algorithm S^′ outputs (β^′, β^{′′}).

verification with V^′: On input a verifying-key v ∈ G^′_2(1^n), a document α ∈ {0, 1}^∗, and a alledged signature (β^′, β^{′′}), algorithm V^′ invokes V , and outputs V_v ((β^′, h_β′ (α)), β^{′′}).

Recall that secure ℓ-restricted one-time signature schemes exist for any polynomial ℓ, provided that one-way function exist. Thus, the fact that the above construction requires ℓ(n) ≫ n is not a problem.

Proposition 6.4.31 Suppose that (G, S, V ) is a secure ℓ-restricted signature scheme and that {h_r : {0, 1}^∗ → {0, 1}^{ℓ(|r|)−|r|}}_{r∈{0,1}}∗ is indeed a collection of UOWHF. Then (G^′, S^′, V^′), as defined in Construction 6.2.6, is a secure (full-fledged) signature scheme. Furthermore, if (G, S, V ) is only a secure ℓrestricted one-time signature scheme then (G^′, S^′, V^′) is a secure one-time signature scheme.

Proof Sketch: The proof follows the underlying principles of the proof of Proposition 6.2.7. That is, forgery with respect to (G^′, S^′, V^′) yields either forgey with respect to (G, S, V ) or a collision under the hash function, where in the latter case a designated collision is formed (in contradiction to the hypothesis regarding the UOWHF). For the furthermore-part, the observation underlying the proof of Proposition 6.4.7 still holds. Details follow.

Given an adversary A^′ attacking the complex scheme (G^′, S^′, V^′), we construct an adversary A that attacks the ℓ-restricted scheme, (G, S, V ). The adversary A uses I (the indexing algorithm of the UOWHF collection) and its oracle S_s in order to emulate the oracle S^′_s for A^′. This is done in a straightforward manner; that is, algorithm A emulates S^′_s by using the oracle S_s (exactly as S^′_s actually does). That is, to answer query α, algorithm A generates β^′ ← I(1^n) forwards (β^′, h_β′ (α)) to its own oracle (i.e., S_s), and answers with (β^′, β^{′′}), where β^{′′} ← S_s(β^′, h_β′ (α)). When A^′ outputs a document-signature pair relative to the complex scheme (G^′, S^′, V^′), algorithm A tries to use it in order to form a document-signature pair relative to the ℓ-restricted scheme, (G, S, V ).

Assume that with (non-negligible) probability ε^′(n), the (probabilistic polynomialtime) algorithm A^′ succeeds in existentially forging relative to the complex scheme (G^′, S^′, V^′). Let (α_i, β_i) denote the i^{th} query and answer pair made by A^′, and (α, β) be the forged document-signature pair that A^′ outputs (in case of success), where β_i = (β^′_i, β^{′′}_i ) and β = (β^′, β^{′′}). We consider the following cases regarding the forging event:

1. (β^′, h_β′ (α)) ≠ (β^′_i, h_β′_i (α_i)) for all i’s. (That is, the S_s-signed value in the forged signature is different from all values used in the queries to S_s.) In this case, the pair ((β^′, h_β′ (α)), β^{′′}) constitutes a success in existential forgery relative to the ℓ-restricted scheme.

2. (β^′, h_β′ (α)) = (β^′_i, h_β′_i (α_i)) for some i. (That is, the S_s-signed value used in the forged signature equals the i^{th} query made to S_s, although α ≠ α_i.) Thus, β^′ = β^′_i and h_β′ (α) = h_β′_i (α_i), although α ≠ α_i. In this case, the pair (α, α_i) forms a designated collision under h_β′_i (and we do not obtain success in existential forgery relative to the ℓ-restricted scheme).

Thus, if the first case occurs with probability at least ε^′(n)/2 then A succeeds in its attack on (G, S, V ) with probability at least ε^′(n)/2, which contradicts the security of the ℓ-restricted scheme (G, S, V ). On the other hand, if the second case occurs with probability at least ε^′(n)/2 then we derive a contradiction to the difficulty of forming designated collision with respect to {h_r}. Details (regarding the second case) follow.

We start with a sketch of a construction of an algorithm that attempts to form designated collisions under a uniformly selected hash function. Recall that such an algorithm operates in three stages (see discussion preceding Definition 6.5): first the algorithm selects a preimage x, next it is given a description of a function h, and finally it is required to output x^′ ≠ x such that h(x^′) = h(x). We stress that the third stage in the attack is also given the random choices made while

450CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

producing the preimage x in the first stage. Loosely speaking, we construct an algorithm B^′ that tries to form designated collisions by selecting at random the index i of the query of A^′ for which the S_s-signed value used in the forged signature equals the i^{th} query made to S_s. Algorithm B^′ will generate (s, v) ← G^′(1^n), and emulate the attack of A^′ on S^′_s, while also answering the queries of S^′_s. In particular, all queries except the i^{th} one are emulated in the straightfoward manner (i.e., by executing the program of S^′_s as stated). The i^{th} query of A^′ will be used as the designated preimage: once it is issued, B^′ completes its first stage, and obtains a description of a random hashing function h_r (thus completing its second operation stage). Next, algorithm B^′ answers the i^{th} query, denoted α_i, by applying S_s to (r, h_r(α_i)). (This operation belongs to the third stage of B^′.) As siad above, subsequent queries are emulated in the straightfoward manner (but this done by the third stage of B^′, in contrast to the i − 1 first queries that are handled by the first stage of B^′). When A^′ halts, B^′ checks whether A^′ has output a valid signature as in the second case above, and whether the collision formed is indeed on the i^{th} query. When this happens, B^′ has succeeded in forming a designated collision. In particular, if the second case occurs with probability at least^{ε′ (n)}_2 and A^′ makes at most t(n) queries then B^′ succeeded in forming a designated collision with probability at least^1_{t(n)} ·^{ε′ (n)}_2 , which contradicts the hypothesis that {h_r} is UOWHF.

The furthermore part of the proposition follows by observing that if the forging algorithm A^′ makes at most one query then the same holds for the algorithm A constructed above. Thus, if (G^′, S^′, V^′) can be broken via a singlemessage attack that either (G, S, V ) can be broken via a single-message attack or one can form designated collisions (w.r.t {h_r}). In both cases, we reach a contradiction. □

Author’s Note: Should I augment the above proof sketch?

Conclusion: Combining the furthermore-part of Proposition 6.4.31, Corollary 6.4.6, and the fact that UOWHF collections imply one-way functions (see Exercise 8), we obtain:

Theorem 6.4.32 If there exist universal one-way hash functions then secure one-time signature schemes exist too.

6.4.3.4 Conclusions and comments

Combining Theorems 6.4.28, 6.4.32 and 6.4.9, we obtain:

Corollary 6.4.33 If one-way permutations exists then there exist secure signature schemes.

Like Corollary 6.4.10, Corollary 6.4.33 asserts the existence of secure (publickey) signature schemes, based on an assumption that does not mention trapdoors. Furthermore, the assumption made in Corollary 6.4.33 seems weaker than the one made in Corollary 6.4.10. We can further weaker the assumption by using Theorem 6.4.29 (which was stated without a proof) rather than Theorem 6.4.28. Specifically, combining Theorems 6.4.29, 6.4.32 and 6.4.9, we establish Theorem 6.4.1. That is, secure signature schemes exist if and only if one-way functions exist.

Author’s Note: Further discuss the revised hash-then-sign paradigm. That is, call attention to Construction 6.4.30...

6.5 Miscellaneous

6.5.1 Historical Notes

The notion of a (public-key) signature scheme was introduced by Diffie and Hellman [62], who also suggested to implement it using trapdoor permutations. Concrete implementations were suggested by Rivest, Shamir and Adleman [191] and by Rabin [187]. However, definitions of security for signature schemes were presented only a few years afterwards.

A first rigorous treatment of security notions for signature schemes was suggested by Goldwasser, Micali and Yao [127], but their definition is weaker than the one followed in our text (above). (Specifically, the adversary’s queries in the definition of [127] are determined non-adaptively and obliviously of the publickey.) Assuming the intractability of factoring, they also presented a signature scheme that is secure under their definition. We stress that the security definition of [127] is natural and significatly stronger than all security notions considered before [127].

A comprehensive treatment of security notions for signature schemes, which culminates in the notion used in our text, was presented by Goldwasser, Micali and Rivest [125]. Assuming the intractability of factoring, they also presented a signature scheme that is secure (in the sense of Definition 6.1.2). This was the first time that a signature scheme was proven secure under a simple intractability assumption such as the intractability of factoring. Their proof has refuted a folklore (attributed to Ron Rivest) by which no such “constructive proof” may exist (as its mere existence was believed to yield a forging procedure). Whereas the (two) schemes of [127] were inherently memory-dependent, the scheme of [125] have a “memoryless” variant (cf. [89] and [125]).

Following [125], research has focused on constructing secure signature schemes under weaker assumptions. In fact, as stated in [125], their construction can be carried out using any collection of claw-free trapdoor permutation pairs. The claw-free requirement was omitted in [20], whereas the trapdoor requirement was omitted by Naor and Yung [175]. Finally, Rompel showed that one may use arbitrary one-way functions rather one-way permutations [192], and thus established Theorem 6.4.1. The progress briefly summarized above was enables by the use of many important ideas and/or paradigms, some of them were introduced in this body of work and some were “only” revisited and properly formalized.

452CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

We refer specifically to the introduction of the refreshing paradigm in [125], to the use of authentication trees (cf., [160, 161] and [125]), to the introduction of Universal One-Way Hash Functions in [175], and to the use of one-time signature schemes (cf., [186]).

We comment that our presentation is different from the one available in any of the above cited papers. Specifically, the main part of Section 6.4 is based on a variant of the signature scheme of [175], using collision-free hashing (cf. [57]) instead of universal one-way hashing (cf. [175]).

Message authentication schemes. As in case of encryption schemes, the rigorous study of the security of private-key signature schemes (i.e., message authentication schemes) has legged behind the corresponding study of publickey signature schemes. The construction of message authentication schemes based on pseudorandom functions is due to [103]. (Alternative constructions are presented and discussed in [?, ?, 14, 15].)

6.5.2 Suggestion for Further Reading

As mentioned above, the work of Goldwasser, Micali and Rivest contains a comprehensive treatment of security notions for signature schemes [125]. Their treatment refers to two parameters: (1) the type of attack, and (2) the type of forgery that follows from it. The most severe type of attack allows the adversary to adaptively select the documents to be signed (as in Definition 6.1.2). The most liberal notion of forgey refers to producing a signature to any document for which a signature was not obtained during the attack (again, as in Definition 6.1.2). Thus, the notion of security presented in Definition 6.1.2 is the strongest among the notions discussed in [125]. (Still, in some applications, weaker notions of security may suffice.) We stress that one may benefit from the definitional part of [125], but the constructive part of [125] is should be ignored since it is superseeded by later work (on which our presentation is based).

Pfitzmann’s book [183] contains a comprehensive discussion of many aspects involved in the integration of signature schemes in real-life systems. In addition, her book surveys variants and augmentations of the notion of signature schemes, viewing the one treated in the current book as “ordinary”. The focus is on “failstop” signature schemes [183, Chap. 7–11], but much attention is given to the presentation of a general framework [183, Chap. 5] and to review of other “nonordinary” schemes [183, Sec. 2.7 & 6.1].

Author’s Note: For further discussion of message authentication schemes, the reader in referred to [15].

Author’s Note: The constructions of universal one-way hash functions presented above use any one-way permutation, in a generic way, so that the number of applications of the one-way permutation is linearly related to the difference between the number of input and output bits in the hash function. In [88], it is shown that as as far as generic (black-box) constructions go, this is essentially the best performance that one can hope for.

Author’s Note: Add comment about the scheme of Dwork–Naor (cf. [65]).

Author’s Note: Add comment about the offline/online signature scheme (cf. [71]).

6.5.3 Open Problems

The known construction of signature schemes from arbitrary one-way functions has no practical significance [192]. It is indeed an important open problem to provide an alternative construction that may be practical and still utilize an arbitrary one-way function. We believe that providing such a construction may require the discovery of new important paradigms.

6.5.4 Exercises

Exercise 1: On the triviality of ℓ-restricted signature schemes, for logarithmically bounded ℓ:

1. Show that for logarithmically bounded ℓ, secure ℓ-restricted privatekey signature schemes (i.e., message authentication schemes) can be constructed, without relying on any assumptions.

Guideline: On input 1^n, the key generator uniformly selects s ∈ {0, 1}^{2ℓ(n) ·n}, and outputs the key pair (s, s). View s = s_1 · · · s_{2ℓ(n)} , where each s_i is an n-bit long string, and consider any fixed ordering of the 2^{ℓ(n)} strings of length ℓ(n). The signature to α ∈ {0, 1}^{ℓ(n)} is defined as s_i, where i is the index of α in the latter ordering.

2. In contrast, show that the existence of a secure ℓ-restricted publickey signature scheme, even for ℓ ≡ 1, implies the existence of one-way functions.

Guideline: Let (G, S, V ) be a 1-restricted public-key signature scheme. Define f(1^n, r) = v if on input 1^n and coins r, algorithm G generates the key-pair of the form (·, v). Assuming that algorithm A inverts f with probability ε(n), we construct a forger that attacks (G, S, V ) as follows. On input a verification key v, the forger invokes A on input v. With probability ε(n), the forger obtains r so that f(1^n, r) = v. In such a case, the forger obtains a matching signing-key s (i.e., (s, v) is output by G(1^n ) on coins r), and so can produce valid signatures (e.g., S_s(0) is accepted by V_v as a signature to 0).

Exercise 2: Using a pseudorandom function ensemble of the form {f_s : {0, 1}^∗ → {0, 1}^{|s|}}_{s∈{0,1}}∗ , construct a general secure message authentication scheme (rather than a length-restricted one).

Guideline: The construction is identical to Construction 6.3.1, except that here we use a general pseudorandom function ensemble rather than

454CHAPTER 6. DIGITAL SIGNATURES AND MESSAGE AUTHENTICATION

the one used there. The proof of security is analogous to the proof of Proposition 6.3.2.

Exercise 3: Prove that the existence of secure message authentication schemes implies the existence of one-way functions.

Guideline: First show how to use any message authentication scheme in order to construct a boolean pseudorandom function (as defined in Definition 3.6.12 for the case r(n) = 1), and then show that the latter gives rise to a pseudorandom generator (analogously to Exercise 28 of Chapter 3). The first step is the more challenging one: define the function f_{s,r} so that f_{s,r} (α) equals the inner-product mod 2 of r and S_s(α), where S_s is the effect of the signing algorithm with signing-key s. The argument is analogous the proof of Theorem 2.5.2, but is more subtle here (see [174]).

Exercise 4: Prove that, without loss of generality, one can always assume that a chosen message attack makes at least one query. (This holds for general signature schemes as well as for length-restricted and/or one-time ones.)

Guideline: Given an adversary A^′ that outputs a message-signature pair (α, β) without making any query, modify it so that it makes an arbitrary query α^′ ∈ {0, 1}^{|α|} \ {α} just before making that output.

Exercise 5: On the triviality of length-restricted one-time message authentication schemes: Define one-time and length-restricted one-time message authentication schemes. Show that for any polynomially-bounded and polynomial-time computable function ℓ : N → N, secure ℓ-restricted onetime message authentication schemes can be constructed, without relying on any assumptions.

Guideline: Combine the ideas underlying Exercise 1 and Construction 6.4.4.

Exercise 6: Prove that the existence of secure one-time signature schemes implies the existence of one-way functions.

Guideline: See guideline for Item 2 in Exercise 1.

Exercise 7: Prove that the existence of collision-free hashing collections implies the existence of one-way functions.

Guideline: Given a collision-free hashing collection, {hr : {0, 1}^∗ → {0, 1}^{ℓ(|r|)}}_{r∈{0,1}}∗ , consider the function f(r, x) = (r, h_r (x)), where (say) |x| = ℓ(|r|) + |r|. Prove that f is a one-way function, by assuming towards the contradiction that f can be efficiently inverted with non-negligible probability, and deriving an efficient algorithm that forms collisions on random h_r ’s. Given r, form a collision under the function h_r, by uniformly selecting x ∈ {0, 1}^{ℓ(|r|)+|r|}, and feeding the inverting algorithm with input (r, h_r(x)). Observe that with non-negligible probability a preimage is obtained, and that with exponentially vanishing probability this preimage is (r, x) itself. Thus, with non-negligible probability, we obtain a preimage (r, x^′) ≠ (r, x) and it holds that h_r (x^′) = h_r(x).

Exercise 8: Prove that the existence of collections of UOWHF implies the existence of one-way functions.

Guideline: Note that the guidelines provided in Exercise 7 apply here too.

Exercise 9: Assuming the existence of one-way functions, show that there exists a collection of universal one-way hashing functions that is not collisionfree.

Guideline: Given a collection of universal one-way hashing functions, {f_s : {0, 1}^∗ → {0, 1}^{|s|}}, consider the collection F^′ = {f^′_s : {0, 1}^∗ → {0, 1}^{|s|}} defined so that f^′_s(x) = f_s(x) if the |s|-bit long prefix of x is different from s, and f^′_s(sx^′) = s otherwise. Clearly, F^′ is not collision-free. Show that F^′ remains universal one-way hashing.

Author’s Note: First draft written mainly in May 2000.