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Abstract

A fundamental problem in the area of secure multi-party computation is how to deal with adaptive adversaries
(i.e., adversaries that may choose the corrupted parties during the course of the computation), in a setting where the
channels are insecure and secure communication is achieved by cryptographic primitives.

It turns out that the power of an adaptive adversary is greatly affected by the amount of information gathered upon
the corruption of a party. This amount of information is, in turn, intimately related to the extent to which uncorrupted
parties carry out instructions that cannot be externally verified, such as erasing records of past configurations. It has
been shown that if the parties are trusted to erase such records, then adaptively secure computation can be carried
out using known primitives. However, this total trust in parties may be unrealistic in many scenarios. An important
guestion, open since 1986, iswhether adaptively secure multi-party computation can be carried out in this setting, even
if no party in thoroughly trusted.

Our main result is an affirmative resolution of this question, for the case where uncorrupted parties follow their
protocols with the exception that all records of past configurations are kept. We first propose a novel property of
encryption protocols and show that if an encryption protocol enjoying this property is used, instead of a standard
encryption scheme, then known constructions become adaptively secure. Next we construct, based on the standard
RSA assumption, an encryption protocol that enjoysthis property.
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1 Introduction

Consider aset of parties who do not trust each other, nor the channel's by which they communicate. Still, the parties wish
to correctly compute some common function of their local inputs, while keeping their loca data as private as possible.
This, in a nutshell, is the problem of secure multi-party computation. The parties distrust in each other and in the
network is usually modeled via an adversary that corrupts some of the parties. Once a party is corrupted it follows the
instructions of the adversary. In particular, al the information known to this party becomes known to the adversary.

Animportant parameter, which is the focus of this work, isthe way in which the corrupted parties are chosen. Inthe
case of non-adaptive adversaries, the set of corrupted parties is arbitrary, but fixed before the computation starts. (Still,
the uncorrupted parties do not know the identities of the corrupted parties.) A more general case is where the adversary
chooses to corrupt parties during the course of the computation, based on the information gathered so far. We call such
adversaries adaptive.

The difference between adaptive and non-adaptive adversaries may be best demonstrated via an example. Consider
thefollowing secret sharing protocol, runin the presence of an adversary that may corrupt ¢t = O(n) out of then parties:
A dedler D chooses at random asmall set S of m = +/t parties, and shares its secret among these parties using an m-
out-of-m sharing scheme. In addition D publicizes the set 5. Intuitively, this scheme lacks in security since S is public
and | 5| < t. Indeed, an adaptive adversary can easily find D’s secret, without corrupting D, by corrupting the parties
in 5. However, any non-adaptive adversary that does not corrupt D learns D’s secret only if S happens to be identical
to the pre-defined set of corrupted parties. This happens only with exponentialy small probability. Consequently, this
protocol is secure in the presence of non-adaptive adversaries.

Protocols for securely computing any function, in several computation models, have been known for a while:
Goldreich, Micai and Wigderson have shown how to securely compute any function in the computational Setting
[GMW]. (In the computational setting al the communication between the parties is seen by the adversary. All parties,
as well as the adversary, are restricted to probabilistic polynomia time). Ben-Or, Goldwasser and Wigderson, and
independently Chaum, Crepeau and Damgard, have shown how to securely compute any function in the secure channels
setting [BGW, CCD]. (In the secure channels setting the adversary cannot eavesdrop on the communication between
uncorrupted parties, and isallowed unlimited computational power.) These protocols can be shown securein the presence
of non-adaptive adversaries. |n contrary to folklore beliefs, problems are encountered when attempting to prove adaptive
security of protocols, even in the secure channels setting. Additional problems are encountered in the computational
setting. Demonstrating, clarifying, and (partialy) solving these problems is the focus of this work.

We first pose the following question: To what extent can uncorrupted parties be trusted to carry out instructions
that cannot be externally verified, such as erasing local data, or making random choices? This question is intimately
related to the power of an adaptive adversary, in both of the above settings, since the adversary may gather additional
information when corrupting partiesthat have locally deviated from the protocol (say, by not erasing datathat is supposed
to be erased). If uncorrupted parties are trusted to carry out even unverifiable instructions such as erasing loca data then
adaptively secure computation can be carried out using known primitives [BH]. However, this trust may be unredlistic in
many scenarios. We thus consider parties that, even when uncorrupted, internally deviate dlightly from their protocol s.
We call such parties semi-honest. Severa degrees of interna deviation from the protocol are examined with the main
focus on parties which follow their protocol with the exception that they keep record of the entire computation. We seek
protocols that are secure even if the uncorrupted parties are semi-honest rather than honest.

We present the problems encountered in the secure channels setting, and state the amount of internal deviation from
the protocol under which adaptively secure protocols are known to exist. (In particular, under these conditions the
[BGW, CCD] protocols can be proven adaptively secure.)



Finally we concentrate on the computational setting, and on semi-honest parties that follow their protocols with the
exception that no internal datais ever erased. |s adaptively secure computation possible in this scenario? This question
has remained open since the result of [GMW].

We answer this question in the affirmative. The problems encountered, and our solution, are presented via the
following transformation. Itisafolklorebelief that any secure protocol in the secure channels setting can be transformed
into a secure protocol in the computationa setting, by encrypting each message using a standard (semantically) secure
encryption scheme. This belief can indeed be turned into a proof, provided that only non-adaptive adversaries are
considered. Major difficulties are encountered when trying to prove this belief in the presence of adaptive adversaries.
We show how these difficulties are overcome if a novel protocol for transmission of encrypted data is used, instead
of standard encryption. We call such encryption protocols non-committing. (Standard encryption schemes are not non-
committing.) We also construct a non-committing encryption protocol, based on the existence of a primitive called
common domain trapdoor systems. This primitive exists under the RSA assumption.

Non-committing encryption can be roughly described as follows. Traditional encryption schemes have the extra
property that the ciphertext may serve as a commitment of the sender to the encrypted data. That is, suppose that after
seeing the ciphertext, athird party requests the sender to reveal the encrypted data, and show how it was encrypted and
decrypted. Using traditiona encryption schemes it may be infeasible (or even impossible) for the sender to demonstrate
that the encrypted data was any different than what was indeed transmitted. (Infact, many times encryption is explicitly
or implicitly used for commitment.) In a non-committing encryption scheme the ciphertext cannot be used to commit
the sender (or the receiver) to the transmitted data. That is, a non-committing encryption protocol alows a simulator to
generate dummy ciphertexts that ook like genuine ones, and can be later “opened” as encryptions of either 1 or O, at wish.
We note that communication over absolutely secure channels is trivialy non-committing, since the third party sees no
“ciphertext”.

Our construction of non-committing data transmission requires all parties to participate in the secure transmission of
information between two parties. For benefit of other possible applications, we note that our construction can be carried
out in two stages; thefirst stage, which requiresthe participation of al parties, does not depend on the datato be delivered
(which may even be undetermined at this stage), whereas the second stage consists of a single message transmission
from the data-sender to the receiver. Our schemeisresilient aslong as at least one party remains uncorrupted.
Organization. In Section 2 we discuss the problem of adaptive security and our solution to it in more detail. We keep
the presentation informal throughout this section. Precise definitions are given in Appendix B. Our constructions for the
non-erasing and honest-looking cases are presented in Sections 3 and 4, respectively.

2 Semi-honesty and adaptive security: Informal presentation

In Subsection 2.1 we discuss the question of what can be expected from an honest party, and present several notions of
semi-honest parties. In Subsection 2.2 we describe the problems encountered when trying to prove adaptive security
of protocols in the secure channels setting, and state existing solutions. In Subsection 2.3 we present the additional
problems encountered when trying to prove adaptive security of protocols in the computational setting, and sketch our
solution.

2.1 Semi-honest parties

The problem of adaptively secure computation is intimately related to the following question: To what extent can
uncorrupted parties be trusted to carry out instructions that cannot be externally verified, such as erasing local data, or



using randomness as instructed? Honest parties internaly deviate from their protocol in many real-life scenarios, such
as users that keep record of their passwords, stock-market brokers that keep records of their clients' orders, operating
systemsthat “free’ old memory instead of erasing or take periodic snapshots of the memory (for error recovery purposes),
and computers that use pseudorandom generators as their source of randomness instead of truly random bits. Consider
for example a protocol in which party A isinstructed to choose a random number r for party B, hand r to B, and then
to erase r from its own memory. Can B be certain that A no longer knows »? Furthermore, can A now convince athird
party (or an adversary that later decides to corrupt A) that he no longer knows r?

To address this issue we introduce the notion of a semi-honest party. Such a party “appears as honest” (i.e., seems
to be following its protocol) from the point of view of an outside observer; however, internally it may somewhat deviate
from the protocol. For instance, a semi-honest party may fail to erase some interna data, or use randomness not as
instructed. (However, semi-honest parties do not collaborate) We wish to have protocols that are secure even when
parties are not thoroughly trusted, or in other words when the uncorrupted parties are semi-honest rather than honest. We
say that aprotocol 7' isasemi-honest protocol for aprotocol « if aparty running 7’ “appears as’ an honest party running
7. We want the requirements from 7 to be satisfied even if the uncorrupted parties are running any semi-honest protocol
for . (Inthe sequel we use the terms * semi-honest parties’ and ‘ semi-honest protocols’ interchangeably.)

The difference between computations in the presence of totally honest parties and computations in the presence of
semi-honest parties becomes evident in the presence of adaptive adversaries. Consider a party just corrupted by the
adversary, during the course of the computation. If the party is totaly honest, then the adversary will see exactly the
data specified in the protocol (in particular, any data that was supposed to be erased will not be seen). If the party is
semi-honest then the adversary may see a great deal of other data, such as al the past random choices of the party and
all the messages the party ever received and sent. Therefore, the adversary may be much more powerful in the presence
of semi-honest parties. We elaborate on this crucial point in the sequel.

We distinguish three types of semi-honest behavior. The dightest deviation from the protocol is refraining from
erasing data. We call such parties honest-but-non-erasing, or in short non-erasing. Non-erasing behavior is avery simple
deviation fromthe protocol, that isvery hard to prevent. Evenif the protocol is somehow protected against modifications,
it is always possible to add an external device that copies al memory locations accessed by the protocol to a “safe”
memory. This way a record of the entire execution is kept. Such an externa device requires no understanding of the
internal structure or of the behavior of the protocol. Furthermore, failure to erase data may occur even without intension
of the honest party (see the operating system examples above).

A more severe deviation by asemi-honest party consists of executing some arbitrary protocol other than the specified
one, with the restriction that no external test can distinguish between such a behavior and a truly honest behavior. We
call parties that deviate in thisway honest-looking. Honest-looking parties represent “ sophisticated” parties that internally
deviate from the protocol in an arbitrary way, but are not wil ling to take any chance that they will ever be uncovered (say,
by an unexpected audit). Note that honest-looking parties can do other “harmful” things, on top of not erasing data. For
instance, assume that some one-way permutation f : D & D isknownto all parties. When instructed to choose avalue
r a random from D, an honest-looking party can instead choose s at random from D and let » = f(s). Thus, the party
cannot be trusted to not know f~*(r). (Other, more ‘disturbing’ deviations from the protocols are possible, we el aborate
in the sequel.)

An even more permissive approach alows a semi-honest party to deviate arbitrarily from the protocol, as long as
its behavior appears honest to parties executing the protocol. We stress that other externa tests, not specified in the
protocol, may be able to detect such a party as cheating. We call such semi-honest parties weakly-honest. Weakly-honest
parties represent the most general internal deviation from the protocol that remains undetected by other parties running
the protocol.



The focus of our work is mainly on adaptive security in the presence of non-erasing parties. This coincides with
the common interpretation of the problem of adaptive security. To the best of our knowledge, honest-looking and
weakly-honest parties were not considered before.

2.2 Adaptivesecurity in the secure channels setting

Although the emphasis of this paper is on the computationa setting, we first present the state of knowledge, and sketch
the problems involved, in the secure channels setting.

The state-of -the-art with respect to adaptive computation in the secure channels setting can be briefly summarized
as follows. Adaptively secure protocols for computing any function exist in the presence of non-erasing parties (e.g.,
[BGW, CCD]). However, in contrast with popular belief, not every non-adaptively secure protocol is also adaptively
secure in the presence of non-erasing parties. Furthermore, current techniques are insufficient for proving adaptive
security of any protocol for computing anon-trivial function in the presence of honest-looking parties.

In order to present the extra difficulty in constructing adaptively secure protocols, we roughly sketch the standard

definition of secure multi-party computation. Our presentation follows[MR, B, GwL, C], whileincorporating the notion
of semi-honest parties in the definition. The definition follows the same outline in the secure channels setting and in the
computational settings.
Background: How is security defined. First an ideal model for secure multi-party computation is formulated. A
computation in thisideal model captures “the highest level of security we can expect from a multi-party computation”.
Next we require that executing a secure protocol = for evaluating some function f of the parties’ inputs in the actua
real-life setting is “equivalent” to evaluating f in the ideal model, where the meaning of this “equivalence’ is explained
below.

A computation in the ideal model proceeds as follows. First an ideal-model-adversary chooses to corrupt a set of
parties (either adaptively or non-adaptively), learns their input, and possibly modifies it. Next al parties hand their
(possibly modified) inputsto an incorruptible trusted party. The trusted party then computes the expected output (i.e., the
function value) and hands it back to all parties. At this stage an adaptive adversary can choose to corrupt more parties.
Finally, the uncorrupted parties output the value received from the trusted party whereas the corrupted parties output
some arbitrary function of the information gathered during the computation.

Inthered-life model there exists no trusted party and the parties must interact with one another using some protocol
in order to compute any “non-trivial” function. We say that the execution of aprotocol 7 for evaluating f is*“equivaent”
to evduating f in theided model, if for any adversary A in the real-life model, there exists an ideal-mode -adversary
S that has the same effect on the computation as .4, even though S operates in the ideal model. That is, on any input,
the outputs of the parties after running « in the real-life mode in the presence of A should be distributed equally to the
outputs of parties evaluating f in the ideal model in the presence of S. Furthermore, this condition should hold for any
semi-honest protocol #’ for 7 (according to either of the above notions of semi-honesty).

We require that the complexity of S be comparable to (i.e., polynomid in) the complexity of A. This requirement
can be motivated as follows. Machine § represents “what could have been learned in the ideal model”. Thus, security
of a protocol can be interpreted as the following statement: “whatever .4 can learn in the rea-life model, could have
been learned in the ideal model within comparable complexity”. A much weaker (and arguably unsatisfactory) notion of
security emerges if the complexity of S does not depend on that of A. (This holds even in the non-adaptive case; see
Appendix A.1.)

Problemswith proving adaptive security. A standard construction of an ideal-model-adversary, S, operates viablack-
box interaction with the real-life adversary A. (The exact “mechanics’ of the black-box representing A are specified



in the sequel.) More specifically, let 7/ be a semi-honest protocol for 7. S runs the black-box representing .4 on a
simulated interaction with aset of parties running 7. S corrupts (in theideal model) the same partiesthat A corruptsin
the simulated interaction, and outputs whatever .4 outputs. From the point of view of 4, the interaction simulated by S
should be distributed identically to an authentic interaction with parties running #’. It is crucial that S be able to run a
successful simulation based only on the information available to it in the ideal model, and in particular without knowing
the inputs of uncorrupted parties. We restrict our presentation to this methodology of proving security of protocals,
where § is restricted to probabilistic polynomia time. We remark that no other proof method is known in this context.
In the sequel we often call the ideal-model-adversary S a simulator.

Following the above methodology, the simulator that we construct has to generate simulated messages from the

uncorrupted parties to the corrupted parties. In the non-adaptive case the set of corrupted parties is fixed and known
to the smulator. Thus the simulator can corrupt these parties, in the ideal model, before the simulation starts. In the
adaptive case the corrupted parties are chosen by the simulated adversary A as the computation unfolds. Here the
simulator corrupts a party, in the ideal model, only when the simulated adversary decides on corrupting that party. Thus
the following extra problem is encountered. Consider a currently uncorrupted party P. Since S does not know the input
of P, it may not know which messages should be sent by P to the corrupted parties. Still, S has to generate some
dummy messages to be sent by the simulated P to corrupted parties. When the smulated adversary A later corrupts P it
expects to see P’sinterna data. The simulator should now be able to present internal data for P that is consistent with
P’s newly-learned input and with the messages previously sent by P, according to the particular semi-honest protocol
7' run by P. It turns out that this can be done for the [BGW] protocols for computing any function in the presence
of non-erasing parties. Thus, the [BGW] protocols are adaptively secure in the presence of non-erasing parties. We
stress, however, that not every protocol which is secure against non-adaptive adversaries is also secure against adaptive
adversaries.!
I n face of honest-looking parties. Even more severe problems are encountered when honest-looking parties are allowed,
as demonstrated by the following example. Consider a protocol 5 that instructs each party, on private input o, to just
publicize auniformly and independently chosen value r in somedomain D and terminate. Let f,, f; beaclaw-freepair of
permutations over 1. Then, oninput o € {0, 1}, an honest-looking party can ‘commit’ to itsinput by publicizing f, ()
instead of publicizing ». Now, if this honest-looking variant of 3 is shown secure via an efficient black-box simulation
as described above, then the constructed simulator can be used to find claws between f; and f,. Similar honest-looking
protocols can be constructed for the [BGW, CCD] protocols. Consequently, if claw-free pairs of permutations exist
then adaptive security of the [BGW, CCD] protocals, in the presence of honest-looking parties, cannot be proven via
black-box simulation.

2.3 Adaptivesecurity in the computational setting

In this subsection we sketch the extra difficulty encountered in constructing adaptively secure protocols in the com-
putational setting, and outline our solution for non-erasing parties. Consider the following folklore methodology for
constructing secure protocols in the computational setting. Start with an adaptively secure protocol 7 resilient against
non-erasing parties in the secure channels setting, and construct a protocol 7 by encrypting each message using a
standard encryption scheme. We investigate the security of 7 in the computational setting.

Provingthat 7 isnon-adaptively secure. Wefirst sketch how 7 can be shown non-adaptively securein the computational
setting, assuming that « is non-adaptively secure in the secure channels setting. Let S be the ideal-model -adversary
(simulator) associated with 7 in the secure channels setting. (We assume that S operates via “black-box ssimulation” of

! See example in the third paragraph of the Introduction.



the real-life adversary A as described above.) We wish to construct, in the computational setting, a simulator S for 7.
The simulator S operates just like S, with the following exception. In the computational setting the real-life adversary
expects to see the ciphertexts sent between uncorrupted parties. (In the secure channels setting the adversary does not see
the communication between uncorrupted parties.) Furthermore, the red-life adversary expects that the messages sent to
corrupted parties be encrypted. S will imitate this situation as follows. First each message sent to a corrupted party will
be appropriately encrypted. Next, the simulated uncorrupted parties will exchange dummy ciphertexts. (These dummy
ciphertexts can be generated as, say, encryptions of the value ‘0".) The validity of simulator S can be shown to follow,
in a straightforward way, from the validity of § and the security of the encryption scheme in use.

Problems with proving adaptive security. When adaptive adversaries are considered, the construction of asimulator S
inthe computational setting encounters the following problem which isamore severe version of the problem encountered
in the secure channels setting. Consider an uncorrupted party P. Since S does not know theinput of P, it does not know
which messages should be sent by P to other uncorrupted parties.? Still, S has to generate dummy ciphertexts to be
sent by the simulated P to uncorrupted parties. These dummy ciphertexts are seen by the simulated adaptive adversary.
When the simulated adversary later corrupts P, it expects to see all of P’sinterna data, as specified by the semi-honest
protocol 7. Certainly, this data may include the cleartexts of al the ciphertexts sent and received by P in the past,
including the random bits used for encryption and decryption, respectively. Thus, it may be the case that some specific
dummy ciphertext ¢ was generated as an encryption of ‘0’, and the simulated P now needs to “convince’ the adversary
that ¢ isin fact an encryption of ‘1’ (or vice versa). Thistask is impossible if a standard encryption scheme (i.e., an
encryption scheme where no ciphertext can be alega encryption of both ‘1’ and ‘0’) is used.

We remark that Beaver and Haber [BH] have suggested to solve this problem as follows. Instruct each party to

erase (say, at the end of each round) al the information involved with encrypting and decrypting of messages. If the
parties indeed erase this data, then the adversary will no longer see, upon corrupting a party, how past messages were
encrypted and decrypted. Thus the problem of convincing the adversary in the authenticity of past ciphertexts no longer
exists. Consequently, such “erasing” protocols can be shown adaptively secure in the computational setting. However,
this approach is clearly not valid in the presence of semi-honest parties. In particular, it is not known whether the [BH]
protocols (or any other previous protocols) are secure in the presence of non-erasing parties.
Sketch of our solution. We solve this problem by constructing, in the multi-party computational setting, an encryption
protocol that serves as an dternative to standard encrypti on schemes, and enjoys an additional property roughly described
as follows. The additional property is that one can efficiently generate dummy ciphertexts that can later be “opened”
as encryptions of either ‘0’ or ‘1’, at wish. (Here the word ‘ciphertext’ is used to denote al the information seen by
the adversary during the execution of the protocol.) These dummy ciphertexts are different and yet computationally
indistinguishable from the valid encryptions of ‘0" (or ‘1) produced in areal communication. We call such encryption
protocols non-committing.3

Let £ (resp., &™) denote the distribution of encryptions of the value 0 (resp., 1) in apublic-key encryption scheme.
For simplicity, suppose that each of these distributions is generated by applying an efficient deterministic algorithm,
denoted A (resp., A1), to auniformly selected n-bit string.* In atraditional encryption scheme (with no decryption
errors) the supports of £(°) and £() are digoint (aas £°) and £ are computationally indistinguishable). In a non-

2 Thereis also the easier problem of generating the messages sent by P to corrupted parties. This was the problem discussed in the previous
subsection. However, our hypothesisthat S isasimulator for the secure channel model meansthat S is able to generate these cleartext messages.
Thus, all that § needsto do is encrypt the messages it has obtained from S.

? This “non-committing property” is reminiscent of the “Chameleon blobs” of [BCC]. Those are commitment schemes where the recipient of
a commitment ¢ can generate by himself de-commitments of ¢ to both O and 1. Here we consider encryption schemes where an adversary can
generate by himself ciphertexts which can be opened both as encryptions of 1 and as encryptions of 0.

* Thisisan over simplification. Actually, each of these algorithmsiis also given an n-bit encryption key.



committing encryption scheme, the supports of £(°) and £V are not digioint but the probability that an encryption (of
either ‘0’ or ' 1') resides in their intersection, denoted I, isnegligible. Thus, decryption errors occur only with negligible
probability. However, it is possible to efficiently generate a distribution £2™° which assumes values in I so that this
distribution is computational indistinguishable from both £(®) and £().> Furthermore, each “ambiguous ciphertext”
¢ € I isgenerated together with two random looking n-bit strings, denoted r, and r,, sothat A®)(ry) = AM(r,) = c.
That is, the string r, (resp., r;) may serve as a witness to the claim that ¢ is an encryption of ‘O’ (resp., ‘1'). See
Appendix B.4 for adefinition of non-commiting encryption protocols.

Using a hon-committing encryption protocol, we resolve the simulation problems which were described above.
Firstly, when transforming = into 7, we replace every hit transmission of 7 by an invocation of the non-committing
encryption protocol. Thisalows usto generate dummy ciphertexts for messages sent between uncorrupted parties so that
at alater stage we can substantiate for each such ciphertext both theclaim that it isan encryption of ‘0" and the claim that it
isan encryption of ‘1'. We stress that although dummy ciphertexts appear with negligible probability in area execution,
they are computationaly indistinguishable from a uniformly generated encryption of either ‘0’ or ‘1. Thus, using a
non-committing encryption protocol we construct adaptively secure protocols for computing any (recursive) function
in the computational modd in the presence of non-erasing parties. Finaly, we construct a non-committing encryption
protocol based on the intractability of inverting the RSA, or more generally based on the existence of common-domain
trapdoor systems (see Definition C.1). Thus, we get

Theorem 2.1 If common-domain trapdoor systems exist, then there exist secure protocols for computing any (recursive)
function in the computational setting, in the presence of non-erasing parties and adaptive adversaries that corrupt less
than a third of the parties.

We remark that, using standard constructs (e.g., [RB]), our protocols can be modified to withstand adversaries that corrupt
less than half of the parties.

Dealing with honest-looking parties. We aso sketch a solution for the case of honest-looking parties, assuming, in
addition to the above, aso the existence of a “trusted dedler” at a pre-computation stage. The deder hands each party
P atruly random string rp, to be used as random input. Next, the dealer hands the other parties shares of rp, so that a
codlition of al parties other than P can reconstruct »p. These shares enable usto “force” each party to send messages
according to the specification of the protocol. We stress that this result does not hold if an initia (trusted) set-up is not
alowed.

3 A solution for non-erasing parties

We show that any function can be securely computed in the computational setting, in the presence of adaptive adversaries
and non-erasing parties. In Subsection 3.1 we show how, using a non-committing encryption protocol, a simulatable
protocol for computing some function f inthe computational setting can be constructed from any simulatable protocol for
computing f in the secure channels setting. In Subsection 3.2 we present our construction of non-committing encryption.
We use the following result, attributed to [BGW, CCD], as our starting point:®

Theorem 3.1 The [BGW, CCD] protocols for computing any function of » inputsare (5| — 1)-securely computable
in a simulatable way, in the secure channels setting, in the presence of non-erasing parties and adaptive adversaries.

® Consequently, it must be that £ () and £ are computationally indistinguishable. Thus, anon-committing encryption schemeis also asecure
encryption schemein the traditional sense.
5 A proof of this result can be extracted from [C, Chap. 3], which deals with the more involved asynchronous model.



3.1 Adaptively secure computation given non-committing encryption

The following theorem formalizes the discussion in Section 2.3.

Theorem 3.2 Let f be an n-ary function, ¢ < n and 7= be a protocol that ¢-securely computes f in a simulatable way
in the secure channels setting, in the presence of non-erasing parties and adaptive adversaries. Supposethat ¢, , isat-
resilient non-committing encryption protocol, resilient to non-erasing parties and adaptive adversaries, for transmission
from P, to P,. Let © be the protocol constructed from 7 as follows. For each bit ¢ transmitted by = from party P, to
party P., protocol 7 invokes a copy of a ¢, , for transmitting o. Then 7 ¢-securely computes f, in a simulatable way in
the computational setting, in the presence of non-erasing parties and adaptive adversaries.

Proof (sketch): See Appendix D.1. a

3.2 Constructing non-committing encryption

Before describing our non-committing encryption protocol, let us note that one-time-pad is a valid hon-committing
encryption protocol.” The drawback of thistrivia solution isthat it requiresan initial set-up inwhich each pair of parties
share a random string of length at least the number of bits they need to exchange. We remark that the above solution
does not seem to extend to the case one uses pseudorandom sequences (instead of random ones) as one-time pads. In
any case, an initial set-up in which parties share secret information is not desirable in practice and does not resolve the
theoretically important problem of dealing with a setting in which no secret information is shared a-priori.

Our scheme consists of two stages. The first stage, in which all parties participate, consists of key generation
and distribution. This stage is independent of the bit to be transmitted (and can be performed before this bit is even
determined). The second stage, in which the actual transmission takes place, consists of only one message from the
sender to the receiver. The scheme uses a collection of trapdoor permutations together with a corresponding hard-core
predicate [BM, Y, GrL]. Actually, we need a collection of trapdoor permutation with the additiona property that they
are many permutations over the same domain. Furthermore, we assume that given a permutation f over a domain D
(but not f’strapdoor), one can efficiently generate a random another permutation over D together with a corresponding
trapdoor. We stress that the ability to generate a new permutation (together with a corresponding trapdoor) over the
same domain should not interfere with the hypothesis that the given permutation is hard to invert (without the trapdoor).
Such a collection is called a common-domain trapdoor system, and is formally defined in Appendix C. Popular trapdoor
permutations can beformulated in away which essentially meets the requirements of acommon-domain trapdoor system.
A specific implementation based on the RSA is given in Appendix C.

In the sequel we refer to common-domain trapdoor systems in a less formal way. We say that two one-way
permutations, f, and f,, areapair if they are both permutations over the ssmedomain (i.e, a = (o, 5;) and b = (a, 82),
where the domain is D,). We associate the permutations with their descriptions (and the corresponding inverse
permutations with their trapdoors). Finally, as stated above, we augment any common-domain trapdoor system with a
hard-core predicate, denoted B. (That is, B is polynomial-time computable, but given (f, and) f,(«) isit infeasible to
predict B() with non-negligible advantage over 1/2.)

Outline of our scheme. Inour encryption scheme, the (public) encryption key isapair ( f,, f») of one-way permutations.
The (private) decryption key is f* (i.e, the trapdoor of f,.), where r is uniformly distributed in {«, b}. The simulator
will know both % and f;', and will generate dummy ciphertexts that ‘ look kosher’ aslong asonly oneof f1, f; ' is
known. The simulator will be able to open these dummy ciphertexts as either ‘0" or ‘1’ by claiming that the description
key held by the receiver iseither £ or f;*. The correspondence between {0, 1} and {a, b} will be chosen at random

7 See Appendix A.2.



by the simulator (and never revealed). We first present, in Subsection 3.2.1, the encryption and decryption algorithms
as well as observations that will be instrumental for the simulation. In Subsection 3.2.2 we present the key generation
protocol. Finaly we show that these together constitute the desired non-committing encryption protocol.

3.21 Encryption and decryption

Throughout this section we assumethat f, and f, are randomly selected permutations over thedomain D. Recall that B
is a hard-core predicate associated with them. The scheme uses a security parameter, %, which can be thought to equal
log, [ D].

Encryption: to encrypt abit o € {0, 1} with encryption key ( f,, f,), the sender proceeds as follows:

Firstit chooses z, .. ., zg; @ random from D, sothat B(z;) = o for: = 1,...,5k and B(x;) = 1 — o otherwise (i.e,
for: =5k +1,...,8k). For each x; it computes y; = f,(z;). These z;’s (and y,’s) are associated with f, (or with a).
Next, it repeats the process with respect to f,. Thatis, zsj. 41, - - -, 216 @€ chosen a random from D, sothat B(z;) = o
fori =8k +1,...,13kand B(z;) = 1 — o otherwise, and y; = f;,(z,;) for: = 8k + 1, ..., 16k. Thelatter z,’s (and
y;'S) are associated with f; (or with b). Finaly, apply a random re-ordering (i.e., permutation) ¢ : [16k] — [16k] to
Y1, - -, Y16 @nd send the resulting vector, yy1), - . ., Ys(161), tO the receiver.

Decryption: upon receiving the ciphertext y, . . ., y16:, When having private key /! (wherer € {a, b}), the receiver
computes B( £~ (y1)), ..., B(f~"(v1s:)), and outputs the majority value among these bits.

Correctness of decryption. Let usfirst state asimple technica claim.

Claim 3.3 For all but a negligible fraction of the o’s and all but a negligible fraction of permutation pairs f, and f;
over D,

1, . -
|Prob( B(f; ' (f.(2))) = B(z)) — §| isnegligible 1)
where the probability is taken uniformly over the choicesof z € D,,.

Proof: See Appendix D.2 a
From this point on, we assume that the pair ( f,, f;) satisfies Eq. (1).

Lemma3.4 Let§ = v, ..., 16, be an encryption of a bit o. Then with probability 1 — 2-%*) the bit decrypted from
jisao.

Proof: See Appendix D.3 a
Simulation assuming knowledge of both trapdoors. In Lemma 3.5 (below) we show how the simulator, knowing
the trapdoors of both f, and f,, can generate “dummy ciphertexts’ z = zj,..., z16; that can be later “opened” as

encryptions of both 0 and 1. Essentialy, the values B(f7(z;)) and B( f;'(2;)) for each z; are carefully chosen so that
this “cheating” is possible. We use the following notations. Fix an encryption key ( f,, f;). Let the random variable
A, = (0; @, ¢;7; 7, f71) describe alega encryption and decryption process of the bit o. That is:
e ¥ =uxq,...,%4, ISavector of domain eements chosen as specified inthe encryption algorithm (i.e., z1, ..., zs;
and xgjy1, ..., 23, SASSY B(2;) = o, and @541, ..., s A T13511, - - ., T1er SAISY B(z;) = 1 — 0).
¢ ¢ isarandom permutation on [16k].
® i = ¥i,..., Y iS generated from & and ¢ as specified in the encryption agorithm (i.e., ys) = fa(z;) for
1 <@ <8k, andyyiy = filx;) for 8k < i < 16k).
e risuniformly chosenin {«, b} and f~* istheinverseof f,.. (Notethat the decrypted bit is defined by the majority
of the bits B( /7' (y;).)



We remark that the information seen by the adversary, after the sender and receiver are corrupted, includes either A, or
A1 (but not both).
Lemma3.5 Let(f,, f;) bethepublic key, and assumethat both f* and f; ' areknown. Thenitis possibleto efficiently
generate 7, 70, #(1), ¢(0) ¢(1) 70 (1) sych that:

1. (0; 3, ¢0): 2 T(O),fr_(ul)) ~ \o.

2. (1; 70, ¢1): 2 r(l),fr_(ll)) ~ ).

Note that the same dummy ciphertext, Z, appears in both (1) and (2).
Proof: See Appendix D.4 a

3.22 Key generation

In Figure 1 we describe our key generation protocol. This protocol is valid as long as a least one party remains
uncorrupted. Our protocol uses a particular implementation of Oblivious Transfer described in [GMW] (which in turn
originates in [EGL]). For sdf containment we sketch thisimplementation in Appendix E. Thisimplementation has an
additional property, discussed in Appendix E, that is useful in our construction. Loosely speaking, Oblivious Transfer
(OT) [R, EGL] is atwo-party protocol for a sender S having inputs s; and s, and areceiver R withinput 7 € {1,2}.
After executing OT, the receiver should know s, and learn nothing else. The sender 5 should learn nothing from
participating in the protocol. In particular 5" should not know whether R got s, or s,. We are only concerned with the
case where R isuncorrupted and non-erasing.

key-generation (s¢)

For generating an encryption key (f., f3) known to the sender, and a decryption key f,~! known only to the receiver (R),
where » is uniformly distributed in {a, b}.

1. The receiver generatesa common domain 1), and sends « to all parties.

2. Each party P; generates two trapdoor permutations over D, denoted f,, and f3,, and sends (fs,, f3,) to R. The
trapdoors of f,, and f;, are kept secret by F;.

3. The receiver R chooses uniformly = € {1, 2} and invokes the OT protocol with each party P; for a number of times
equal to the length of the description of the trapdoor of a permutation over «. In all invocations the receiver uses input
7. Inthe j*® invocation of OT, party P; acting as sender uses input (o, o2), where oy (resp., o) is the 5 bit of
the trapdoor of f,, (resp., f»,). (Here we use the convention by which, without loss of generality, the trapdoor may
contain all random choices made by (G> when generating the permutation. This allows R to verify the validity of the
datareceived from F;.)

4. Let H be the set of parties with which all the OT’s were completed successfully. Let f, be the composition of the
permutations f,,’sfor P; € H, in some canonical order, and let f; be defined analogously (e.g.,  is the concatenation
of thea; with: € H). Letr = aif r = 1 and r = b otherwise. The trapdoor to £, is known only to R (it is the
concatenation of the trapdoors obtained in Step 3).

5. R now sendsthe public key (£, f3) to the sender.

Figure 1. The key generation protocol
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3.2.3 Simulation (Adaptive security of the encryption protocol)

Let ¢ denote the combined encryption and decryption protocols, preceded by the key generation protocol.

Theorem 3.6 Protocol ¢ isan (n — 1)-resilient non-committing encryption protocol for n parties, in the presence of
non-erasing parties.

Proof (sketch): See Appendix D.5. a
Theorem 2.1 follows from Theorems 3.1, 3.2 and 3.6.

4 Honest-looking parties

Our construction for honest-looking parties assumes the existence of a“trusted deder” at a pre-computation stage. The
dealer chooses, for each party P, atruly random string rp, and hands rp» to P, to be used as random input. (We call
rp acertified random input for P.) Next, the dealer generates n — 1 shares of rp, so that rp can be reconstructed from
al n — 1 shares, but any subset of n — 2 shares are independent of r. Finaly the dealer hands one share to each party
other than P.

Now, all parties are able to jointly reconstruct rp, and thus verify whether P follows its protocol. Consequently, if
party P is honest-looking (i.e., P does not take any chance of being caught cheating), then it isforced to use rp exactly
as instructed in the protocol. Party P isnow limited to non-erasing behavior, and the construction of Section 3 applies.
(We note that the use of certified random inputs does not limit the smulator. That is, upon corruption of party P, the
simulator can still compute some convenient value 77, to be used as P’ srandom input, and then “convince” the adversary
that the certified random input of P was r. The adversary will not notice anything wrong since it will never have dl
the shares of the certified random input.)
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A Variousremarks

A.1 Theimportance of comparable complexity

We illustrate the importance of requiring that the simulator’s complexity is related to the adversary’s complexity via
the following example. Let f(z,y) = g(z & y) where ¢ is a one-way permutation and & denotes bitwise exclusive
or. Assume that parties A and B have inputs = and y respectively, and consider the following protocol for computing
f: Party A announces z, party B announces y, and both parties compute f(z,y). Our intuition is that this protocol is
insecure against adversaries that may corrupt one party (say B): it “gives away for freg” both x and y, whereas computing
z given y and f(x, y), may take the adversary alarge amount of time. Indeed, if the ideal-model adversary § islimited
to probabilistic polynomia time (and one way permutations exist), then this protocol is insecure against adversaries that
corrupt one party. However, under the model alowing S unlimited computational power regardless of .4's complexity,
this protocol is considered secure since S can invert g.

A.2 One-time padsare non-committing

Assumethat each pair of parties share a sufficiently long secret random string, and each message is encrypted by bitwise
xor-ing it with a new segment of the shared random string. Then Definition B.10 is satisfied in a straightforward way.
Specifically, the ssimulated message from the sender to the receiver (i.e., the dummy ciphertext), denoted ¢, can be
uniformly chosen in {0, 1}. When either the sender or the receiver are corrupted, and the simulator has to demonstrate
that ¢ is an encryption of abit o, the smulator claims that the corresponding shared random bit wasr = ¢ ¢ o. Clearly
r isuniformly distributed, regardless of the value of o.

B De€finitions

In Section B.1 we define semi-honest protocols (with respect to the three variants discussed in Section 2.1). This notion
underlies al our subsequent definitions. 1n Sections B.2 and B.3 we define adaptively secure multi-party computation in
the secure channels and the computationa settings, respectively. Although the focus of this work is the computational
setting, we state this definition also in the secure channels setting. This will enable us to discuss our results as a
genera transformation from adaptively secure protocols in the secure channels setting into adaptively secure protocols
in the computational setting, without getting into details of specific protocols. In Section B.4 we define our main tool,
non-committing encryption protocols. Throughout Appendix B we assume that the reader has acquired the intuition
provided in Section 2.

Let usfirst recall the standard definition of computationa indistinguishability of distributions.

Definition B.1 Let A = {A, }oeq0,13- and B = { B, }.e10,11+ betwo ensembles of probability distributions. We say that
A and B are computationally indistinguishable if for every positive polynomial p, for every probabilistic polynomial-time
algorithm D and for all sufficiently long z’s,

|Prob(D(A,) = 1) — Prob(D(B,) = 1)| <

p(lz])

We colloquidly say that “ A, and B, are computationaly indistinguishable’, or “ A, ~ B,”".
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B.1 Semi-honest protocols

We define semi-honest parties (or, equivalently, semi-honest protocols) for the three aternative notions of semi-honesty
discussed in Section 2.1. First we define honest-but-non-erasing (or in short non-erasing) protocols. Informally, aprotocol
7’ isnon-erasing for a protocol =, if 7’ isidentica to = with the exception that =/ may omit instructions to erase data.
Actualy, it suffices to consider a non-erasing protocol which keeps arecord of the entire history of the computation.

Definition B.2 Let = and #’ be n-party protocols. We say that 7’ is a non-erasing protocol for 7 if 7’ is identical to
7 with the exception that, in addition to the instructions of 7, protocol 7’ copies the contents of each memory location
accessed by 7 to a special record tape (inaccessible by 7).

Next we define honest-looking protocols. Informally, a party is honest-looking if its behavior is indistinguishable
from the behavior of an honest party by any external test. (Internally the party may arbitrarily deviate from the protocol.)
More formally, let com, (&, 7*) denote the communication among » parties running 7 on input & and random input 7 (z;
and r; for party P;). Let com, (&) denote the random variable describing com . (Z, 7) when 7 is uniformly chosen. For
n-party protocols p and  and anindex ¢ € [n], let p,(; ., denote the protocol where party P; executes 7 and all the other
parties execute p.

Definition B.3 Let 7 and =’ be n-party protocols. We say that 7’ is a perfectly honest-looking protocol for = if for any
input &, for any n-party “test” protocol p, and for any index : € [n], we have

- d —
COMp/(M)(x) = cowlp/(l)w,)(x)

(where £ stands for “identically distributed” ). If the test protocol p isrestricted to probabilistic polynomial time, and
CoM,,, ., (%) ~ coM,,, (&), then we say that 7’ is a computationally honest-looking protocol for .

Herethe “test” protocol p represents a collaboration of al parties in order to test whether P; is honest.

Next we define weakly-honest protocols. Here we require that Definition B.3 is satisfied only with respect to the
original protocol 7, rather than with respect to any test protocol p.
Definition B.4 Let = and 7’ be n-party protocols. We say that 7’ is a perfectly weakly-honest protocol for = if for any
input # and for any index ¢ € [n], we have

d

COM(Z) = COM /(5,21 ( )

If 7 isrestrictedto probabilistic polynomial time, andif com, () ~ COM,/(; =) ( %), thenwesay that 7’ isa computationally
weakly-honest protocol for 7.

B.2 Adaptively secure computation in the secure channels setting

We define adaptively secure multi-party computation in the secure channels setting. That is, we consider a synchronous
network where every two parties are connected via a secure communication link (i.e., the adversary does not see, nor
alter, messages sent between uncorrupted parties). The adversary is computationally unlimited.

We use the standard methodology presented in Section 2.2. That is, the execution of a protocol for computing some
function is compared to evauating the function in an idea model, where a trusted party is used. We substantiate the
definition in three steps. First, we give an exact definition of thisideal model. Next, we formulate our (high level) notion
of ‘red-life protocol execution. Finally, we describe and formalize the method of comparing computations.

The computation in theideal model, in the presence of an ideal-model-adversary &, proceeds as follows. The parties
haveinputs# = z, ...z, € D" (party P; hasinput z;) and wishto compute f(z4, ..., z, ), where f isapredetermined
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function.® Theadversary S hasnoinitial input, and is parameterized by ¢, the maximum number of partiesit may corrupt.

First corruption stage: First, S proceeds in up to ¢ iterations. In each iteration & may decide to corrupt some party,
based on §’s random input and the information gathered so far. Once a party is corrupted its internal data (that
is, its input) becomes known to §. A corrupted party remains corrupted for the rest of the computation. Let B
denote the set of corrupted parties at the end of this stage.

Input substitution stage: S may ater the inputs of the corrupted parties; however, this is done without any knowledge
of the inputs of the good parties. Let b bethe | B|-vector of the atered inputs of the corrupted parties, and let i be
the n-vector constructed from the input & by substituting the entries of the corrupted parties by the corresponding
entriesin b.

Computation stage: The parties hand ¥ to the trusted party (party P, hands y;), and receive f(7) from the trusted
party.’

Second corruption stage: Now that the output of the computation is known, S proceeds in another sequence of up to
t — | B| iterations, where in each iteration S may decide to corrupt some additiona party, based on S’s random
input and the information gathered so far (thisinformation now includes the value received from the trusted party
by partiesin B). We stress that § may corrupt at most ¢ parties in the entire computation.

Output stage: The uncorrupted parties output f( ), and the corrupted parties output some arbitrary function, computed
by the adversary, of theinformation gathered by the adversary (i.e., b and f (7)). Welet the n-vector IDEAL; s (%) =
IDEAL; s(Z); . . .IDEAL; 5(Z),, denote the outputs of the parties on input Z, trusted party for computing f, and
adversary S (party P; outputs IDEAL ¢ s(Z);).

For the benefit of extremely formalistic readers we further f ormalize the above discussion (in Definitions B.5 through
B.7). Other readers are advised to skip apage up to the paragraph discussing the computation in the rea-life setting.
First, we need two technica notations.

e Foravector ¥ = 2z, ...z, andaset B C [n], let ¥ denote the vector ¥, projected on theindicesin B.

e For an n-vector # = =z, ...z,, aset B C [n], and a |B|-vector b = b, .. -byp), let ¥/ 5 5, denote the vector
constructed from vector # by substituting the entries whose indices arein B by the corresponding entries from b.

Definition B.5 Let D bethe domain of possibleinputs of the parties, and let R be the domain of possible randominputs.
A t-limited ideal-model-adversary is a quadruple S = (¢, b, h, O ), where:

e 1 isthe maximum number of corrupted parties.

e b:[n]* x D* x R — [n]U{L} istheselection function for corrupting parties (the value L isinterpreted as*“ no
more parties to corrupt at this stage”)

e h:[n]* x D* x R — D* istheinput substitution function

e O: D" xR — {0,1}"isan output function for the bad parties.

& A more general formulation allows different parties to compute a different functions of the input. Specifically, in this casetherange of f isa
n-fold Cartesian product and the interpretation is that the " party should get the i component of f ().

? In the case where each party computes a different function of theinputs, as discussed in the previous footnote, the trusted party will hand each
party its specified output.
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The set of corrupted parties is now defined as follows.

Definition B.6 Let D bethe domain of possibleinputs of the parties, andlet S = (¢, b, h, O) beat-limited ideal-model-
adversary. Let & € D™ beaninput vector, and let » € R bearandominput for S. The ith set of faulty parties in the ideal
model B (&, r), is defined as follows.

o BO(F r)=¢
o Leth; = b(BUNZ,r), Zgesn, 7). For 0 < i< t,andaslongasb; # L, let
BU(E ) 2 BO(F, 1)U {b;}
o Leti* bethe minimumbetween ¢ and thefirsti suchthat b; = L. Let b/ 2 b(BY(Z, 1), Epozr), [(§). ), where

i isthe substituted input vector for the trusted party. That is, i 2 T[(B6* (@) (BE(E ),
Foro* <7 <t let

B(’*)(f,r)’r)).

BUI(F,r) 2 BO(Z, 1)U b,

In Definition B.7 we use B ingtead of B (Z, r).
Definition B.7 Let f : D" — D’ for some sets D, D’ be the computed function, and let # € D™ be an input vector.

The output of computing function f in the ideal model with adversary S = (¢, b, h,0), on input & and random input r, is
an n-vector IDEAL (&) = IDEAL; 5(Z); .. .IDEAL; s(),, of random variables, satisfying for every 1 < i < n:

.S it i¢ BY
|DEALf75($)Z N { O(fB(t),f(@j),T) if e BW

where B() isthe t*™ set of faulty parties,  is the random input of S, and § = B/ (8w niso 3, ) IS the substituted
input vector for the trusted party.

Computation in the real-life setting. Next we describe the execution of a protocol 7 in the real-life scenario. The
parties engage in a synchronous computation in the secure channels setting, running a semi-honest protocol =* for =
(according to any one of the notions of semi-honesty defined above). A computationally unbounded ¢-limited real-life
adversary may choose to corrupt parties at any point during the computation, based on the information known to the
previously corrupted parties, and as long as at most ¢ parties are corrupted atogether. Once a party is corrupted the
current contents of its memory (as determined by the semi-honest protocol 7’) becomes available to the adversary. From
this point on, the corrupted party follows the instructions of the adversary. Once the computation is completed, each
uncorrupted party outputs whatever it has computed to be the function value. Without loss of generaity, we use the
convention by which the corrupted parties output their entire view on the computation. The view consists of al the
information gathered by the adversary during the computation. Specificaly, the view includes the inputs and random
inputs of the corrupted parties and al the communication seen by the corrupted parties.

We use the following notation. Let VIEW, 4(Z, ) denote the view of the adversary .4 when interacting with parties
running protocol 7 on input & and random input 7 (z; and r; for party F;), as described above. Let EXEC, 4(Z,7);
denote the output of party P; after running protocol = oninput # = z; ...z, and random input ¥ = r,...r,, and
with a red life adversary A. (By the above convention, we have EXEC, 4(Z,7); = VIEW, 4(Z,7) for corrupted
parties P,.) Let EXEC, 4(Z); denote the random variable describing EXEC, 4 (&, 7'); where 7 is uniformly chosen. Let
EXEC, 4(Z) = EXECy 4 ()1 .. .EXEC,y (7).

Comparing computations. Finally werequirethat executing asecure protocol 7 for evaluating afunction f be equivalent
to evaluating f intheidea modd, in the following sense.

16



Definition B.8 Let f be an n-ary function, = be a protocol for n parties and 7 a type of semi-honest behavior (i.e,
as in any of the Definitions B.2 through B.4). We say that = t-securely computes f in the secure channels setting, in the
presence of 7 -semi-honest parties and adaptive adversaries, if for any 7 -semi-honest protocol =’ for = and for any
t-limited real-life (adaptive) adversary A, there exists a ¢-limited ideal-model-adversary &, such that the complexity of
S ispolynomial in the complexity of .4, and for every input vector # we have

IDEAL ; 5(#) = EXEC,s 4(%)

Remark: Definition B.8 is stated for a single value of . In order to discuss asymptotic complexity (in =), we assume
that the function f, the protocol , the simulator S and the adversary .4 are Turing machines that have », the number of
parties, as part of their inputs.

Black-box simulation. In the sequel we use a more restricted notion of equivalence of computations, where the ided -
model adversary is limited to black-box simulation of the rea-life setting. That is, for any semi-honest protocol =
for 7 there should exist a ideal-model adversary S with oracle (or black-box) access to a redl-life adversary. This
black-box represents the input-output relations of the real-life adversary described above. For concreteness, we present
the following description of the “mechanics’ of this black-box, representing a red-life adversary. The black-box has
a random tape, where the black-box expects to find its random input, and an input-output tape. Once a specia st art
input is given on the input-output tape, the interaction on this tape proceeds in iterations, as follows. Initidly, no party
is corrupted. In each iteration [, first the black-box expects to receive the information gathered in the /th round. (Inthe
secure channels setting this information consists of the messages sent by the uncorrupted parties to the corrupted parties.)
Next black-box outputs the messages to be sent by the corrupted parties in the /th round. Next, the black-box may issue
several ‘ corrupt P, requests. Such arequest should be answered by the internal data of P;, according to protocol
7', Also, from this point on P; is corrupted. At the end of the interaction, the output of the real-life adversary is defined
as the contents of the random tape succeeded by the history of the contents of the input-output tape during the entire
interaction. We let S# denote the ideal-model adversary S with black-box access to ared-life adversary A.

The simulator is restricted to probabilistic polynomid time (where each invocation of the black-box is counted as
one operation).'® Furthermore, we limit the operation of the simulator as follows. We require that the st art message
is sent only once, and that no party is corrupted in the ideal model unless arequest to corrupt this party is issued by the
black-box.

If Definition B.8 is satisfied by an ideal-model adversary limited to black-box simulation as described above, then we
say that 7 ¢-securely computes f in a simulatable way. In this case we cal the ideal-model adversary ablack-box simulator,
or in short a simulator.

We remark that the only purpose of the technical restrictions imposed on the operation of the ssmulator isto facilitate
proving composition theorems (such as Theorem 3.2). We stress that the security of known protocols (e.g., [BGW]) can
be shown via simulators that obey these restrictions.

B.3 Adaptively secure computation in the computational setting

We now turn to define adaptively secure multi-party computation in the computational setting. Here the communication
links between parties are insecure; that is, all messages sent on al links are seen by the adversary. ! All parties, as

1% For simplicity, we assume that the computed function is polynomially computable. Alternatively, the simulator is polynomial in the complexity
of the function.

" For simplicity we assume that the links are authenticated, namely the adversary cannot alter the communication. Authenticity can be achieved
via standard primitives.
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well as the adversary, are restricted to probabilistic polynomial time. Furthermore, we introduce a security parameter,
determining ‘how close’ areal-life computation is to a computation in the ideal model. All parties are polynomial aso
in the security parameter. For simplicity of presentation, we identify the security parameter and the length of the inputs
with the number of parties, denoted n.

The framework of defining adaptively secure multi-party computation in this setting is the same as in the secure
channels setting (Section B.2). That is, we compare thereal life computation with acomputation in the sameideal model.
Since thereal-life adversary is restricted to probabilistic polynomial time, so isthe ideal-model adversary. The execution
of aprotocol 7 in the real-life scenario (of the computational setting), as well as the notation EXEC, 4(Z), are the same
as in the secure channels setting, with the exception that the red-life adversary sees al the communication between the
uncorrupted parties. Needless to say that the ideal modd is the same in both settings.

We define equivalence of ared-life computation to an ideal-model computation in the same way, with the exception
that hereweonly requirethat the corresponding distributi onsare computationally indistinguishable. Black-box simulation
is defined as in the secure channels setting, with the exception that the information gathered by the adversary in each
round includes the communication between all parties.

Definition B.9 Let f bean n-aryfunction, = be a protocol for n partiesand 7 a type of semi-honest behavior (i.e, asin
any of the Definitions B.2 through B.4). We say that 7 ¢-securely computes f in the computational setting, in the presence
of 7 -semi-honest parties and adaptive adversaries, if for any 7 -semi-honest protocol =’ for = and for any ¢-limited
real-life (adaptive) adversary A, there exists a t-limited ideal-model-adversary S, such that for every input vector & we
have

IDEAL ; 5 (%) X EXECys 4(%).

If S isrestricted to black-box simulation of real-life adversaries, as described above, then we say that 7 ¢-securely
computes f in a simulatable way in the computational scenario.

B.4 Non-committing encryption

We present a concise definition of a non-committing encryption protocol in our multi-party scenario. First define the bit
transmission function BTR : {0, 1, L}* — {0, 1, L}". Thisfunction is parameterized by two identities of parties (i.e.,
indices s, r € [n]), with the following interpretation. BTR, ,. describes the secure transmission of abit from party P; (the
sender) to party P, (thereceiver). Thatis, for & = z1,...,2, € {0,1, L}" let

BTR, . (7) x, if =7
7); = .
SrAT 1 otherwise

where BTR, ,.(¥); isthe :*" component of the vector BTR, (). We are interested in input vectors ¥ where z; (i.e., the
sendersinput) isin {0, 1}. All other inputs are assumed to be L.

Definition B.10 Let s, € [n] and s # r. A protocol ¢ is a t-resilient (in the presence of 7 -semi-honest parties and
adaptive adver saries), non-committing encryption protocol (from P, to P,) if ¢ ¢-securely computes BTR; ., inasimulatable
way, in the computational modd, in the presence 7 -semi-honest parties and an adaptive adversary.

It may not be immediately evident how Definition B.10 corresponds to the informal description of non-committing
encryptions, presented in Section 2.3. A closer look, however, will show that the requirements from the simulator
associated with anon-committing encryption protocol (according to Definition B.10) imply these informal descriptions.
In particular, in the case where the simulated adversary corruptsthe sender and receiver only after the last communication
round, the simulator has to first generate some simulated communication between the parties, without knowing the
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transmitted bit. (This communication serves as the “dummy ciphertext”.) When the sender and/or the receiver are later
corrupted, the simulator has to generate internal data that correspond to any value of the transmitted bit.

C Common-domain trapdoor systems

Definition C.1 A common-domain trapdoor system is an infinite set of finite permutations { f, 5 : D, s Do} gep,
where P C {0, 1}* x {0, 1}*, sothat

¢ domain selection: There exists a probabilistic polynomial-time algorithm '; so that on input 17, algorithm G
outputs a description « € {0, 1}" of domain D,,.

e function selection: There exists a probabilistic polynomial-time algorithm (<, so that on input «, algorithm G,
outputs a pair (3,#(3)) so that (a,3) € P. (8 is a description of a permutation over D, and #(3) is the
corresponding trapdoor.)

¢ domain sampling: There exists a probabilistic polynomial-time algorithm 5" that on input «, uniformly selects an
dement of D,,.

e function evaluation: There exists a polynomial-time F’ that oninputs (o, 3) € P and z € D,, returns f, s(z).

e function inversion: There exists a polynomial-time I that on inputs («,¢()) and y € D,, where (a, ) € P,
returns £ 5(y).

¢ one-wayness: For any probabilistic polynomial-time algorithm A, the probability that on input («, 3) € P and
y = fap(z), algorithm A outputs = is negligible (in =), where the probability distribution is over the random
choicesof o« = G1(17), # = G5(a), z = S(a) and the coin tosses of algorithm A.

The standard definition of trapdoor permutations can be derived from the above by replacing the two selection agorithms,
(/1 and G5, by a single algorithm &' that on input 1™ generates a pair (3, ()) so that 3 specifies a domain D as
well as a permutation f; over this domain (and ¢(3) is f5’strapdoor). Thus, the standard definition does not guarantee
any structural resemblance among domains of different permutations. Furthermore, it does not alow to generate a new
permutation with corresponding trapdoor for agiven domain (or given permutation). Neverthel ess some popular trapdoor
permutations can beformulated in away which essentially meets the requirements of acommon-domain trapdoor system.
We describe a specific implementation based on the RSA.

A common-domain trapdoor system based on the RSA. On input 1", algorithm G/} outputs o € {0, 1}" which
represents an integer, i(«), uniformly selected in [27/2]. On input «, agorithm G, uniformly selects two primes, P
and @, so that their product, V, resides in theinterval [2" + i(a) - 27/2,2" + (i(a) + 1) - 27/2] and a pair of integers
(e,d)sothate-d =1 (mod ¢(N)), where p(N) = (P — 1) - (€ — 1). The corresponding domain D, equals
[2" + i(a) - 27/?], which is asubset containing all but anegligible fraction of Zy . The permutation and its trapdoor are
defined as usual (i.e, 3 = (N,e), {(3) = (N,d) and f, 5(z) < 2° mod N). Indeed this is not a permutation over
D, but rather a1-1 mapping of D, to someset R, however the symmetric difference between D, and R, isnegligible
and can be ignored. In particular, its effect on our constructions is negligible.

An alternative construction of common-domain trapdoor system. Here we use an arbitrary family of trapdoor
permutations, { f5; D =y s}, with the extra property that the domain of any permutation, generated on input 1, has
non-negligible density inside {0, 1}" (i.e, |Dg| > m - 2121). We construct a common-domain family where the
domain is {0, 1}" and the permutations are natural extentions of the given permutations. That is, welet G, (1) = 17,
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G5(1") = G(17) and extend f; into g sothat gs(z) = fs(x)if 2 € Dy and gg(z) = = otherwise. Thisyiddsa
collection of “common-domain” permutations, {g,; {0, 1}°l = {0, 1}171}, which are weakly one-way. Employing the
construction of [GILVZ] we obtain a proper common-domain system (of comparable security).

D Proofs

D.1 Sketch of proof of Theorem 3.2

Let 7' be a non-erasing protocol for = and let S be a simulator for 7’ in the secure channels setting. For simplicity
we assume that in protocol 7, as well as in the interaction generated by S, each party sends on bit to each other party
in each round. Let ¢ be the (computational-model) ssimulator that corresponds to the non-erasing protocol ¢’ for the
non-committing encryption protocol ¢. Given these two different simulators, we construct asimulator S for protocol 7
in the computational setting. The simulator S will be amodification of S and will use several copies of § as subroutines.

Recall that S issupposed to interact with ablack-box representing areal -life adversary in the secure channels setting.
That is, a each round & generates al the messages sent from uncorrupted parties to corrupted parties. Furthermore,
whenever the black-box decides to corrupt some party P, machine § generates internal data for P which is consistent
with P’sinput and with the messages previously sent by P to corrupted parties.

The simulator S, interacts with ablack box representing an arbitrary real-life adversary in the computational setting,
denoted .A. Thesimulator S isidentical to S with the exception that for each bit sent in theinteraction simulated by S, the
simulator S invokes acopy of § and S incorporates the outputs of the various copies of 4 inits (i.e., S’s) communication
with A. Likewise, S extracts the transmitted bits from the invocations of § corresponding to message transmissions from
corrupted parties to uncoruppted ones. (Theway S handles these invocation will be discussed below.) At this point we
stressthat A isthe only adversary that S needs to simulate and to thisend it “emulates” real-life adversaries of its choice
for the copies of 6. In particular, when S asksto corrupt some party P, thesimulator S corruptsthe same party P. When
S generates P’sview in the secure channel setting, S will complete this view into P’sview in the computational setting
by using the various copies of 6.

We describe how S handles the various copies of §. As stated above, S emulates a redl-life adversary for each
copy of 6 using the communication tapes by which this copy is supposed to interact with its black-box/adversary. The
information that ¢ expects to receive formits black box is extracted, in the obvious manner, from the information that S
receives from A. That is, $ hands § the messages, sent by the corrupted parties, that are relevant to the corresponding
invocation of ¢’. Furthermore, all the past and current requests for corrupting parties (issued by .A) are handed over to .
The partia view received from each copy of 6 is used in the emulation of the corresponding black-box (of this é-copy)
aswell as incorporated in the information handed by S to .A. When A asks to corrupt some party P, the smulator S
emulates a ‘ corrupt P’ request to each copy of ¢ and obtains the interna data of P in the corresponding sub-protocol
¢ which it (i.e, S) hands to .A (adong with the information obtained by S — the secure channel simulator). Finally,
observethat 6 = ¢, , (Where P, and P, arethe designated sender and receiver) also expects to interact with partiesin the
ideal-modd. Thisinteraction consists of issuing ‘ corrupt’ requests and obtaining the internal data (of the ideal mode!).
This interaction is (also) emulated by S as follows. Whenever § wishes to corrupt a party P which is either P, or P,,
the simulator S finds out which bit, o, was supposed to be sent in this invocation of €, , and passes o t0 6, . We stress
that o isavailable to S since at this point in time P has aready been corrupted and furthermore S (which mimics S) has
already obtained P’sview in the secure channel setting. (Here we use Definitions B.9 and B.10 which guarantee that 6
corrupts a party only if this party is already corrupted by 6's black box. We also use the fact that S is playing ¢’s black
box and isissuing a‘corrupt P’ request only after receiving such arequest from .4 and having simulated this corruption
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asS.) Incase P isndither P, not P, the simulator S passes L (as P’sinput) to §.

Let 7’ be a non-erasing protocol for # and .4 be as above (i.e., an arbitrary real-life adversary in the computational
setting). We claim that S4 (i.e, the ideal-model adversary S with black-box access to .4) properly simulates the
execution of 7/. We need to show that for any adversary .4 and for any input & we have

|DEA|_fS,4() EXEC;/ 4(7).

Here we present only arough sketch of the proof of this claim. The plan is to construct a real-life adversary A in the
secure channels setting, and prove the following sequence of equalities by which the above claim follows:

IDEAL; ¢4 (%) = IDEALy 54 () = EXEC,i 4(7) & EXEC; 4() )

Regardless of what A is, the second equality follows immediately from the hypothesis that S is a simulator for 7’ (the
non-erasing protocol for 7) in the secure channels setting. It remains to construct A so that the other two equalities hold.

The real-life adversary A of the secure channel setting will operate viaasimulation of .4 (the real-life adversary of
the computational setting), imitating the simulation carried out by S. That is, for each bit communicated by 7, machine .4
will invoke a copy of § while emulating an adversary in accordance with A. In particular, .4 will be given all ciphertexts
sent in the open as well as al internal data of corrupted parties (regardless if these parties were corrupted before, during
or after the ‘rea’ transmission). Furthermore, when A corrupts a party P, machine .A corrupts P and hands A the
internal data of P, along with the outputs of the relevant copies §, just as S does. At the end of the computation .A
outputs whatever .4 outputs (that is, .A outputs.A’s view of the computation). It follows from the definition of .A that the
execution of S, with black-box access to A, isin fact identical to the execution of S with black-box access to A. Thus,
IDEAL ; 5.4 (& 7) = IDEAL ; 5.4 () Which establishes the first equality in Eq. (2).

It remains to show that EXEC,/ 4 (&) ~ EXEC;., 4(¥). Essentialy the difference between these two executions isthat
EXEC,+ 4(Z) isared-life execution in the secure channel setting which is augmented by invocations of ¢ (performed by
A), whereas EXEC, ;() isared-life execution in the computational setting in which honest parties use the encryption
protocol ¢’. However, the security of ¢ means that invocations of é are indistinguishable from executions by ¢’ (both
in presence of adaptive adversaries). Using induction on the number of rounds, one thus establishes the last equality of
Eq. (2).

D.2 Proof of Claim 3.3

Assumefor contradiction that the claim does not hold. Then, without loss of generdlity, there exists a positive polynomid
p so that for infinitely many n’s, we have

1

p(n)

when f, and f;, areindependently generated from o = G/;(1"). Thismeansthat for these (a, a, b)'s B(f;*(y)) givesa

non-trivia prediction for B(f; ' (y)). Intuitively this cannot be the case and indeed this lead to contradiction asfollows.
Givena = (a,5) € Pandy € D, wemay predict B(f;!(y)) asfollows. First we randomly generate a new

permutation. f;, over D, together with its trapdoor. Next we test to see if indeed B(f;!(z)) is correlated with

B(f7'(2)). (Thetedting is done by uniformly selecting polynomialy many z;’sin D,,, computing z; = f,(x;), and

comparing B(f71(z)) = B(x;)with B(f;'(z;)).) If anon-negligible correlation isdetected then weoutput B( f; ' (y)

(as our prediction for B(f;!(y))). Otherwise we output a uniformly selected bit. (Note that |Prob(B(z) = 1) — &

must be negligible otherwise a constant function contradicts the hard-core hypothesis.)

Prob ([{y € D+ BT W) = BUS W > (5 + 55)-1041) >
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D.3 Proof of Lemma 3.4

Assume without loss of generality that the private key is f!. Then, the receiver outputs the majority value of the bits
B(f7*(y1)), ..., B(f7 (yie1)). Recal that 8% of the y;'sare associated with f,. Out of them, 5% (of the y;’s) satisfy
B(f7 (y:)) = B(z;) = 0,and 3k satisfy B(f(y;)) = B(x;) = 1 — 0. Thus, the receiver outputs 1 — o only if at
least 5% out of the rest of the y;’s (that is, the y,’s associated with f;) satisfy B(f*(y;)) = 1 — 0. However, Eq. (1)
implies that [Prob( B( f;'(y;) = o) — %] isnegligible for each y; associated with f,. Thus only an expected 4k of the
y;'s associated with f; satisfy B(f;*(y;)) = 1 — 0. Using a large deviation bound, it follows that decryption errors
occur with probability 2~ %),

D.4 Proof of Lemma 3.5

Let us first prove a simple technica claim, that will help us in proving Lemma 3.5. Let BIN,, denote the binomid
distribution over [m].

Claim D.1 There exists an efficiently samplable distribution p« over {0, 1, ..., 4k} so that the distribution /i constructed
by sampling an integer from ¢ and adding 2k is statistically close to BINg,. That is, the statistical distance between /i
and BINgy, is 2~ k),

Proof: Let BIN; (i) denote the probability of ¢ under BINs; (i.€., BINg; (i) = (*) - 275). We construct the distribution 1
(over {0,1,...,4k}) so that Prob(p =1) = BINg; (¢ + 2k) for ¢ = 1, ..., 4n and Prob(x = 0) equals the remaining mass
of BINg; (i.€., it equals 37 BINg; (1) + 325 6 p1 BINgs ().

It can be easily seen that each i € {2k + 1, ..., 6k} occursunder i with exactly the same probability as under BiNgy,.
Integers« such that : < 2k or+ > 6k have probability O under /i (whereas 2k is morelikely to occur under i than under
BINg;). Thus, the statistical distance between i and BINg, equals the probability, under BINg;, that 7 is smaller than 2k
or larger than 6. This probability is bounded by 2-*), ]

Before describing how the dummy ciphertext Z” and the rest of the data are constructed, we summarize, in Figure 2,
the distribution of the hard-core bits, B( £ (y1)), ..., B(f7 N(y1ex)) and B(f;  (v1)), -, B(f; (y16x)), With respect
to area encryption yu(1), . . ., ¥s(16r) Of the bit ¢ = 0. Here BINg, denotes the distribution of the number of ‘1'sin
B(fy Y(y;)) fori = 1,...,8k. Eq. (1) implies that the statistical difference between BINg;, and BiNg; is negligible.
The distribution of B(f*(y;)) fori = 8k + 1,...,16k is similar. Given only A, (or only A;), only three-quarters

I=A{1,...8k} | I ={8k+1,...,16k}
Viel Yi = fal(;) yi = filzy)
et BUT (i) = | 3k BiNsy
Dicr B(fb_l(yi)) = | BINg; 3k

Figure 2: Thedistribution of the B( f;!(y;)) swith respect to \;, where s € {a,b}. (Thecase of \; issimilar, with the
exception that 5k is replaced for 3k.)

of the B(f*(y;))'s, i € [16k] and s € {a,b}, are known. Specifically, consider \, = (o0&, ¢;7;r, f71), and
suppose that 7 = a. Then al the B(f;'(y;))'s can be computed using f;*. In addition, for i = 8k + 1, ..., 16k,
B(f; " (v:)) = B(w;) isknown too. However, for i € [8k], B(f; *(v:)) = B(f; ' fa(z:))) isnot known and in fact it
is (computationally) unpredictable (from A,). A similar analysis holds for » = b; in this case the unpredictable bits are
B(f:Yy;)) = B(f: ' fi(a,))) fori =8k 4 1, ..., 16k.
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INITIAL CONSTRUCTION AND CONDITIONS: Keeping the structure of A, in mind, we construct z, aong with #(®), &),
#, o), () and r(1), as follows. First, we select uniformly a bijection, p, of {0, 1} to {a, b} (i.e, either p(0) = a
and p(1) = b or the other way around) and set r® = p(0) and Y = p(1). Next, we choose, in the way described

below, two binary vectors 70 = 4\ . 4% and 70 = 4 4L We choose random values v, , . . ., vy, Such
that 7 = B(f;;8,(v:)) and 7Y = B(f5},(v:)), for each i € [16k]. We uniformly select apermutation ¢ over [16k]
and let the permuted vector vy(1y, . . ., vy(16x) be the dummy ciphertext Z = (21, ..., zi6;). It remains to determine ¢

and ¢(1), which in turn determine #®) and 7" so that =" = [} (2(50))-1s)) fori € [8k]and 2}” = f;7 ' (25000))
otherwise. Thisshould be done so that both permutations ¢(®) and ¢{!) are uniformly (but not necessarily independently)
distributed and so that the known B( f=!(3\"’))’s match the distribution seen in a legitimate encryption of . We stress
that (o; 27, ¢\7); Z,r(?), f10) )should appear asavalid encryption of . In particular, for each o € {0, 1} there should
exist a permutation Qp(U) (= (¢\))~1 0 ¢) over [16k] so that!?

1. 7;‘;0){))) = B(f  (vyra) = BT (200))) = B(at”)) = o, fori = 1,..., 5k.

(E.g., if p(0) = a thismeans 7;(2,)( ) =0.)

2. i) = BUT vpor0)) = BUT (Zgos)) = B(al™) = 1= o fori = 5k + 1,...,8k.

(E.g.,if p(0) = a thismeans 7;(2, iy =1 - c.)

3. 75;;0)((’;)) = B(f; (vgers) = By H(2o0)) = B(at”)) = o, fori = 8k 4 1,..., 13k,

(Eg.if p(0) = a thismeans 1\, = 0.)
4. 7}[2,)(“;” = B(f; (vyers) = By H(2o0)) = B(at”) = 1 — o, fori = 13k + 1, ..., 16k.
(E.g.,if p(0) = a thismeans 7;(2,)( y=1-0)

5 Let [ = [8k]if p(¢) = band I = {8k + 1,...,16k} otherwise. Then, M(?,)() B(f;(i)(%(f,)(i))) =
B(f;(i)(zw)(i))) = B(fp(a)(fp(1 U)( ))) equaISUW|th probability negligibly closeto £, fori € 1.
(E.g., for p(0) = @ and 0 = 0 we have Prob(yw([, o = 1) sfori=8k+1,.., 16k,whereesfor p(0)=a
and o = 1 we have Prob(yfpl(l)( y =1~ ffori=1,..8k)

This allows setting ¢*) = ¢ o (¢(7))~! so that 27, . is “mapped” to z; while ¢{°) is uniformly distributed (i.e.,

$()(1)
27 = vpem) = 17 i smin) = i (2pen-0) fori € [8k]and 2 = £ (240(:)) Otherwise).
INITIAL SETTING OF (%), (1) 45(%) AND (1): Thekey issueis how to select 7(®) and (1) so that the five condition stated
above hold (for both o = 0 and ¢ = 1). Asafirst step towards this goal we consider the four sums

8k 16k 8k 16k

o def ~Ya & def Rt o def “1(p & def ~a

1= Zﬁ?wé))) SRHE D DS HT Zﬁﬂé))) SEHE D DI
i=1 1=8k+1 i=1 1=8k+1

The above conditionsimply 57 = S¢ = 5k -0 + 3k - (1 — ) = 3k + 2ko aswell as 57 = BiNg if p(0) = band
Sy £ BiNg; otherwise. (Notethat 59,57 and BINg,, are random variables.)

12 1n each of the following five conditions, the first equality is by the construction of the v;’s, the second equality is by the definition of the
#:'s, and the third equality represents the relation between #(°?, 7 and ¢{°) that holds in a valid encryption (of o). In conditions (1) through (4),
the last equality represents the relation between #%) and ¢ that holds in avalid encryption of . In condition (5), the last equality represents the
information computable from Z using (the trapdoor) fr_(j,) . Here we refer to the inverses of the z;’s which are not ng’)’s The hard-core value of

these inverses should be uniformly distributed.
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To satisfy the above summation conditions we partition [16%] into 4 equal sized subsets denoted 1, I, I3, I, (eg.,
I = [4k], I, = {4k +1,...,8k}, I3 = {8k +1, ..., 12k}and [, = {12k +1,...,16k}). Thispartition induces asimilar
partition on the v\""’s and the v{*’s. The v!””’s and the 4{*”sin each set are chosen using four different distributions
which satisfy the conditions summarized in Figure 3. Suppose p(0) = a. Then, we may set »(V([8k]) = I, U I,

I - Il I - Iz I - I3 I - I4
3k 0 2k I
[ Ak 2%k k

Zie[ %'(0)
i
Zie[ %( )

lla| =

Figure 3: Thedistribution of the v("’sand v(!)’s. (1 isasin Claim D.1.)

and O ({8k + 1,...,16k}) = I3 U Iy, and »pD([8k]) = I, U I5 and D ({8k + 1,...,16k}) = I, U I,, where
7(I) = J means that the permutation = maps the elements of the set / onto the set .J. (It would have been more natural
but less convenient to write (1)1 (1, U I3) = [8k] and (M)~ Y(I, U I,) = {8k + 1,16k}.) We claim that, for
each ¢ € {0, 1}, the above setting satisfies the three relevant summation conditions. Consider, for example, the case
o = 0 (depicted in Figure 4). Then, 5 = % +{” = 3k and S¢ = 3,%, .| 71" = 3k asrequired. Considering

I={1,.,8k} = (NN LUL) | I={8k+1,..,16k} = (D) (I3U L)
Sier ) = | 59 =3k+0=3k SO = 2k + 1 < Bifig
D ier 7}1) = | no condition SY=2k+k =3k

Figure 4: Using ¢ thev{*”sand 7"’ s satisfy the summation conditions 5?9, S¢ and 2.

S9 = itk 1% we observe that it is distributed as 2k + p = /i (of Claim D.1) which in turn is statitically close

to BiNg;,. We stress that the above argument holds for any way of setting the «/("’s as long as they obey the equalities
specified (e.g., for any bijection 7 : I; UL, = I, U s, wearealowed to set «/()(:) = = (i) foral i € I, UI,). Thecase
o = 1 followssimilaly; here 5T = >, or 1Y = 5k, 83 = Sicron, 1 = 5k and S5 = Ycron 1 = p+ 2k
(seeFigure5). Incase p(0) = bweset (O ([8k]) = I3 U Ly, O ({8k + 1,...,16k}) = I, U I, yD([8k]) = [, U I,

I={1,..8k} = ()WL UL) | I={8+1,.., 16k} = ("))}, U L)
S 1 = | S =3k + 2k = 5k no condition
Zz’el%'(l) = S§:H+2kél§msk Sy =4k + k =5k

Figure 5: Using (1) they*"'sand 4!"'s satisfy the summation conditions S, S! and 5.

and M ({8k +1,...,16k}) = I, U I5. Theclaim that, for each o € {0, 1}, the above setting satisfies the three relevant
summation conditions, is shown analogously.
REFINEMENT OF ¥(9), (1) (%) AND /(1) However, the above summation conditions do not guarantee satisfaction of
dl the five conditions. In particular, we must use permutations /(") which guarantee the correct positioning visible bits
within the 8%-bit long block. That is, we must have
(W W) = (@™, (1= 0)*)
= (0™, (1= 0)")

(™' (a)) (p™'(a))
(7¢[20)(8k+1)7 ) 7¢[E0)(16k))
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that is, equality between the sequences and not merely equality in the number of 1's. Clearly there is no problem to set
the +/(")’s so that these equalities hold and thus Conditions (1) through (4) are satisfied. It is left to satisfy Condition (5).

Supposethat p(a) = a. Inthis case the third summation requirement guarantees 5°,°%, . | 72}??,)@ £ BiNg;. Thisis
indeed consistent with the requirement that these 7;‘2)(2.)’5 are amost uniformly and independently distributed. But this
isnot sufficient. In particular, we also need Ziejyfﬁf,)(i) < BiNgsy, where J = {8k < i < 16k : 7;1(,_)‘23) =1l-o¢}and
furthermore the above sum needs to be independent of >, g, 41 1651-7 7;‘2)(2.) (which in turn should be statistically
closeto BINs;). Let us start with the case o = 0. Inthis case we need

ST 2 BNy, 3)

i€

where J = {i € I;U I, : 7{") = 1}, and this sum needs to be independent of 3",.; ,;._,7". By Figure 3 we
have |.J N 13| = 2k. We further restrict the distributions 7}0)’5 and 7}1)’5 so that in part /5 the four possible outcomes
of the pairs (7\”, 7\")) are equally likely (e.g., for exactly k integers i € I5 we have (v\”,v!") = (0,0)). Consider
J' = Jnl, (note |J'| = k). To satisfy Eq. (3) we construct a random variable i/ € {0, 1,...,k} (analogously to
Claim D.1) so that p; Lt Prob(y’ = j) = BINa,(k + j) for j € [k] (with the rest of the mass on i/ = 0) and constrain
the {*"'s to satisfy Prob(Y,., 11" = j) = p;. Weget Yo, 11" = k + ¢/ £ BiNy, (analogously to Claim D.1).
A minor problem occurs. the new restriction on the 7}0)’5 conditions ;7. _ 7}0) which we want to be distributed
as some ;' < BINs;, — 2k and independently of 11/ (the reason being that i/ + 1 should be distributed equally to p).
However this condition has a negligible effect since we can sample i’ and i and set the 7}0)’5 accordingly, getting into
trouble only in case i < 1/ which happens with negligible probability (since Prob(p < ') < Prob(p < k) = 279y,
Thecase o = 1 givesrise to the requirement

ST £ BiNy, (4)

i€

where J = {i € I, U I3 : 4 = 0}, and this sum needs to be independent of 3°,;. ;. _;~:". To satisfy Eq. (4) we
restrict the v "sin J' % J N I, analogously to satisfy 3., 7!") = y'. Finally, we observe that generating the 7 *'s

and 7}1)’5 at random so that they satisfy the above requirements makes them satisfy Condition (5).

BEYOND THE FIVE CONDITIONS. |nthe above construction we have explicitly dealt with conditions which obviously have
to hold for the construction to be valid. We now show that indeed this suffices. Namely, we claim that

(U;f(a),¢(0);5; T(U),fr_(})) ~ A, = (o3&, &5 77, f70). ®)

Consider the case ¢ = 0. Both #(?) and r are uniformly chosen in {a, b} and so we consider, w.l.o.g., r = ¥ = a.
Furthermore, ¢(°) is a random permutation and f,(z\")) = z40 for i = 1,..,8k, and fy(2\”) = z,0 for
i =8k+1,..., 16k, which matches the situation w.r.t ¢, # and ¢. It remainsto compare thedistributionsof B(f7!(+))’s,
s € {a,b}, with respect to #1°) and with respect to #. By the above analysis we know that the entries correspond-
ingtos = aandto (s = b) A (¢ < 8k) are distributed similarly in the two cases. Thus, we need to compare
BUT u@ D)oo BT S0 80 B (fal210)))s s BU (ful0s2))). Recall that the z,'s ave selected
at random subject to B(z;) = 0 for: = 1,....,5k and B(z;) = 1 for¢ = 5k + 1,...,8k. An anaogous condition
isimposed on the 2!”'s but in addition we also have B(f;(f.(z!”))) = 1 fori = 1, ..., 4k, and some complicated

conditions on B(f;'(f.(z\))) = 1, fori = 4k + 1,...,8k (i.e, the distribution of 1's here is governed by 1 and

furthermore in the first & elements the number of 1’sis distributed identically to x’). Thus, distinguishing # from (%)
amounts to distinguishing, given f,, f; : D — D and the trapdoor for f, (but not for f;), between the two distributions
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1. (uy, ..., ust), wherethe u;'sare independently selected so that B(u;) = 0if i € [5k] and B(u,;) = 1 otherwise;
and

2. (wy, ..., ws), Where the w,’s are uniformly selected under the conditions
o B(w;)=0if ¢ € [5k] and B(u;) = 1 otherwise,
o B(fi ' (falwy))) = 1fori € [4k],
M Z?i4k+1 B(fb_l(fa(wi))) =y, and
o Yitsin BUT (fulws))) = p”, for some p” = pu — 40’

We claim that distinguishing these two distributions yields a contradiction to the security of the hard-core predicate B.
Suppose, on the contrary that an efficient algorithm A can distinguish these two distributions. Using a hybrid argument
we construct an algorithm A’ which distinguishes the the uniform distribution over D’ % {2 € D : B(z) = 7}
and a distribution over D’ that is uniform over both D}, < {2 € D' : B(f;'(fu(z))) = 0} and D}, = {2z € D' :
B(fy'(f.(2))) = 1}, where 7 is abit which can be efficiently determined. (We stress that the latter distribution is not
uniform on D’ but rather uniform on each of its two parts) Without loss of generality, we assume = = 0. It follows
that A’ must distinguish inputs uniformly distributed in D{, from inputs uniformly distributed in D’ . We now transform
A’ into an algorithm, A", that distinguishes a uniform distribution over {y € D : B(f;'(y)) = 0} from auniform
ditribution over {y € D : B(f; '(y)) = 1}. Oninputy € D, and f, : D ~ D, dgorithm A” first generates another
permutation f,, over D, together with the trapdoor for f,. Next, it computes = = f;'(y) and stop (outputting O) if
B(z) =1(i.e,x ¢ D). Otherwise, A", invokes A’ onz and outputs A’ (). Inthiscase B( f; ' (fa(2))) = B(f; ' (v))
(and B(x) = 0) so the output will be significantly different in case B(f; '(y))) = 0 andincase B(f; *(y))) = 1. We
observe that Prob( B(x) = 0) ~ 1 (otherwise a constant function violates the security of B), and conclude that one can
arandom y with B(f; ' (y)) = 0 fromarandom y with B(f; *(y)) = 1 (which contradicts the security of B).

D.5 Sketch of proof of Theorem 3.6

Let P. be the sender and let P, be the receiver. Recal that a non-committing encryption protocol is a protocol that
securely computes the bit transmission function, BTR; ., in asimulatable way. Let ¢’ beanon-erasing protocol for . We
construct asimulator S such that IDEALBTR, , s4(0) £ EXEC./ 4(0), for any (n — 1)-limited adversary .A and for any
input o € {0, 1} of P;.

The simulator S proceeds as follows. First an invocation of the key generation protocol ¢ is Simulated, in such a
way that S knows both trapdoors £ and f,'. (Thiscan be done using the additional property of the[GMW)] Oblivious
Transfer protocol, as described above.) For each party P that .A corrupts during this stage, S hands .4 the interna data
held by P in the simulated interaction. We stress that as long as at least one party remains uncorrupted, the adversary
knows at most oneof f-!, f;~*. Furthermore, aslong as P, remains uncorrupted, the adversary view of the computation
is independent of whether P, has 7' or f; .

Once the smulation of the key generation protocol is completed, S instructs the trusted party in the ideal model to
notify P, of the function value. (Thisvalueis P,’sinput, ¢.) If at this point either P, or P, is corrupted, then § gets
to know the encrypted bit. In this case § generates atrue encryption of the bit ¢, according to the protocol. If neither
P, nor P, are corrupted, then S generates the values 7, (9, 71, ¢(1) 79 r(1) asin Lemma 3.5, and lets 7’ be the
ciphertext that P, sendsto P, inthe simulated interaction.

If at this stage .4 corrupts some party P which isnot the sender or thereceiver, then S hands A the internal data held
by P inthe simulated interaction. If A corrupts P,, then S corrupts P, intheided model and learns o. Next S hands .A
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the values #(?), ¢(”) for P,’sinterna data. If A corrupts P,, then S corrupts P, in theideal mode, learns o, and hands
A thevalue f7}, for P,’sinterna data

The vdidity of the simulation follows from Lemma 3.5 and from the properties of the [GMW] Oblivious Transfer
protocol.

E TheOblivious Transfer protocol

Thefollowing OT protocol istaken from [GMW].

Oblivious Transfer (OT)
The parties proceed as follows, using a trapdoor-permutati ons generator and the associated hard-core predicate B().

1. Oninput oy, o5 € {0, 1}, the sender generates aone-way trapdoor permutation f : D — D withitstrapdoor f~1, and
sends f to the receiver.

2. Oninput 7 € {1, 2}, the receiver uniformly selects 1, x» € D, computes y, = f(x ), Setsys_, = x3_, and sends
(y1,y=) to the sender.

3. Upon receiving (y1, y2), the sender sendsthe pair (o1 & B(f~1(y1)), o2 & B(f~1(y2))) to the receiver.
4. Having received (b1, b3), the receiver outputs s, = b, @ B(x,) (as the message received).

Figure 6: The [GMW] Oblivious Transfer protocol

It can be easily verified that the receiver outputsthe correct value of o in Step 4. Also, if the receiver is semi-honest
in the non-erasing sense, then it cannot predict o5_ ., with more than negligible advantage over % 13 The sender view of
the interaction is uncorrelated with the value of 7 € {1, 2}. Thusit learns nothing from participating in the protocol.

An important additional property of this protocal is that, in a ssimulated execution of the protocol, the simulator
can learn both o, and o, by uniformly selecting z,, z, € D, and having the receiver R send f(z;), f(z2) (in Step 2).
Furthermore, if R islater corrupted, then the simulator can “convince” the adversary that R received either o, or o5, a
wish, by claiming that in Step 2 party R chose either (1, 22) = (21, f(22)) Or (21, 22) = (f(21), 22), respectively.

13 Thisstatement does not holdif R issemi-honest only in the honest-looking sense. Ironically, this*flaw’ isrelated to the useful (non-committing)
feature discussed below.
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