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Abstract

Consider a scenario where one desires to simulate the execution of
some graph algorithm on random input graphs of huge, perhaps even ex-
ponential size. Sampling and storing these huge random graphs is clearly
infeasible, but can they be emulated by ‘random looking’ graphs that
are efficiently computable? Recently, Goldreich et al. [8], and Naor et
al. [13] presented efficient implementations of the canonical (dense) ran-
dom graphs G(N,p) where N = 2" labeled vertices are fixed and each
edge independently appears with probability p = pn.

We continue this line of research by emulating sparse G(N,p) graphs.
The reasonable model for accessing the latter is by efficiently evaluating
the entire (small) neighborhood I'(v) in response to a query-vertex v. We
cover a wide range of densities including random graphs’ famous threshold
density for containing a giant component (p ~ 1/N), and for achieving
connectivity (p’ ~ In N/N). Our graphs faithfully emulate random graphs
in the sense that they are indistinguishable from G(N, p) graphs from the
view of any efficient algorithm that inspects the graph by neighborhood
queries of its choice. The main challenges we meet are (i) efficiently ap-
proximating the degree sequence of random graphs, and (ii) retrieving
the neighborhood T'(v), without sequentially deciding the adjacency of v
w.r.t. each of the exponentially many other vertices.
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1 Introduction

Consider a scenario where one desires to simulate the execution of some graph
algorithm on random input graphs of huge size, perhaps even exponentially large
in the input length, n, of the corresponding algorithms. Sampling and storing
these huge random graphs is clearly infeasible, but can they be emulated by
‘random looking’ graphs that are efficiently computable?

This question of emulating huge random graphs continues a rich body of
research regarding the implementation of huge random objects. Huge random
objects can often be faithfully replaced by some ‘random-looking’ counterparts
that are sampled from distributions of significantly smaller support, and can
thus be efficiently utilized (namely, using polynomially bounded resources). In
general, huge objects are not represented explicitly, but rather by an efficient
procedure that evaluates queries regarding the object (e.g. input-output queries
on functions). These queries are evaluated using a succinct (poly(n)-length)
representation of the object called seed. Thus, random looking distributions are
sampled by randomly picking the seed.

Examples of highly influential random looking objects, which, in fact, un-
derly the foundations of modern cryptography, are pseudorandom functions
f:{0,1}" — {0,1}" and pseudorandom permutations over similar domains.
The former were defined and constructed by Goldreich, Goldwasser and Micali
[7] (under the necessary assumption that one-way functions exist!), and the
latter were provided by Luby and Rackoff [11] (based on [7]). The criterion
introduced in [7] for faithful emulation of random objects is computational in-
distinguishability. Namely, no efficient distinguishing algorithm that inspects
the function (permutation, resp.) via a sequence of input-output queries of its
choice, can tell with probability significantly better then % whether the function
(permutation, resp.) is sampled from the pseudorandom distribution or from the
uniform distribution over functions (permutations, resp.) f: {0,1}" — {0,1}".

1.1 Implementing Huge Random Graphs

Recently, Goldreich et al. [8], and Naor et al. [13] studied the implementation of
huge random graphs. They considered the canonical random graphs G(N, p,,),
where N = 2™ labeled vertices are fixed and each edge appears with probability
p = pn, independently of all other edges. These works focused on relatively dense
graphs, where the natural access model is via edge-queries that inquire whether
a specific edge appears in the graph.

In contrast, the focus of this work is sparse graphs. The latter term refers
to a wide range of densities p, including the Erdoés-Rényi threshold density
for containing a giant component (p ~ 1/N [5]), and for achieving connectivity
(p' ~InN/N [4]). As edge-queries rarely detect any adjacency in sparse graphs,
the reasonable model for accessing them is by providing the entire neighborhood
(namely, the entire list of adjacent vertices) I'(v) in response to a query-vertex

LA one-way function is an efficiently computable function A : {0,1}* — {0,1}* that cannot
be inverted efficiently on random inputs with non-negligible probability of success.



v (this neighborhood-queries model is the common one in the context of sparse
graphs, and in particular, in the field of testing graph properties without in-
specting the entire graph [9]).

Supporting neighborhood-queries is far from trivial, as one has to specify
which of the ezponentially many potential vertices indeed appears in I'(v). In
addition, since the graphs are undirected, consistency is required in the sense
that v € T'(w) iff w € T'(u). In particular, previous works [8, 13] implement
a graph via a Boolean function f, where f(e) = 1 iff the edge e appears in
the graph. Using pseudorandom Boolean functions [7] guarantees efficiency (in
the usage of randomness and memory), but eventually fails in our context, as
supporting even a single neighborhood-query requires the evaluation of f on
exponentially many inputs.

To overcome this, a different approach was applied by Goldreich et al. to
support neighborhood-queries [8]. They construct sparse d-regular graphs that
achieve computational pseudo-randomness w.r.t. the uniform distribution over
d-regular graphs. They rely on the fact that the views observed by efficient
distinguishers (that examine sparse random regular graphs) are typically cycle-
free and are symmetric (w.r.t. the role of different vertices in the view). Thus,
randomly shuffling the vertex-names of any single large-girth d-regular graph
will produce a random looking cycle-free view, as desired. Cycle-free views
characterize non-regular sparse random graphs too. Yet our main challenge in
the present work is (not only to construct graphs that produce cycle-free views,
but) mainly to properly approximate the degree distribution of G(N,p).

1.2 Our Contribution

We construct computationally pseudorandom graphs w.r.t. neighborhood-queries,
under the necessary assumption that one-way functions (OWF) exist. Pseudo-
randomness is achieved (even) w.r.t. adaptive distinguishers, that may choose
the next query depending on previous replies (in particular, the next query ver-
tex may appear in a previous reply). The graphs produced by our construction
are always simple (no self-loops or multi-edges) and undirected (so v € T'(w) iff
w € T'(u) holds for any vertex pair u,v). Our results hold for the entire range
of densities where typical degrees are poly(n)-bounded, namely, for arbitrary

Dn < "(J)\;l). These results can be easily generalized from order N = 2" into any

super-polynomial order n*(!) < N < 2ro(n),

Standard pseudorandomness arguments imply the necessity of the OWF
assumption whenever p > m Thus, the OWF assumption is necessary to
capture the threshold densities for containing a giant component (p ~ 1/N),
and for achieving connectivity (p’ ~ In N/N). For smaller densities p < W,
OWTFs are no longer needed since G(N, p)-views rarely include any adjacencies,
and therefore the empty graph provides the desired pseudorandom implemen-
tation.

We remark that one may consider a weaker notion of efficiency, under which
it is possible to handle (again, under the OWF assumption) higher densities:



here neighborhoods are allowed to have super-polynomial size, yet each query
is still handled in polynomial time in the size of the reply. In this case, pseudo-
randomness is achieved against polynomially bounded distinguishers that may
query the degree of a given vertex v and may receive a random neighbor of
v. With respect to this weaker efficiency definition, our construction applies
whenever the density is negligible. The latter roughly captures the entire range
where the edge-queries model is no longer reasonable (so neighborhood-queries
are used instead). We stress that subsequent definitions and results in this paper
relate only to the stronger (and more standard) notion of efficiency.

1.2.1 Description of our Construction.

We first provide a costly interim construction that emulates G(N,p) well, and
then ‘de-randomize’ our interim implementation to obtain an efficient one. In
the interim construction, Gpgiy,, the degree of each specific vertex has Binomial
distribution BIN(N—1,p) (just as in G(N, p)). However, unlike the G(N, p) case,
all the degrees in Grgin are independent of each other? (for instance, the sum
of degrees in Grpiy is allowed to be odd). Given the degrees, edges are assigned
to the graph via the traditional configuration method (Bollobds [2]) where each
vertex of degree d is associated with d unique ‘ports’. A uniformly random
matching over the ports decides the edges of the graph s.t. two vertices are
adjacent iff any of their ports are matched (self-loops and multi-edges are ig-
nored?).

The indistinguishability of Grpin, from G(N,p) is established by showing
that the distribution of Grgin-replies is statistically close* to the corresponding
distribution in the G(N,p) case - as long as the number of queries is poly(n)-
bounded. To this end, it is observed that in the G(IV,p) case the size of the
next reply I'; has Binomial distribution, with each specific vertex being equally
likely to appear in I'; (this holds regardless of the previous replies I'y,....,I';_1).
Thus, the main technical part of the proof is to analyze the distribution of the
next reply in the Grpi, model and to establish it’s closeness (up to a negligible
difference) to the G(N,p) case.

The interim construction is ‘de-randomized’ as follows. Neighborhood-queries
are handled by using random-looking functions that efficiently support interval-
queries where on interval-query (o, 8) the entire sum 3 5 f(z) is retrieved.
Implementing such functions is due to Goldreich et al. [8] and to Naor and Rein-
gold (in [6]). Specifically, we use a Boolean function f over N(N —1) inputs that
are partitioned into IV blocks of size N — 1. The sum of f over the v’th block
corresponds to the number of ports d, of vertex v. Thus, the integers 1, ...,d;
are the ports of the first vertex, d; + 1,...,dy + do are the ports of the second

2Thus the notation ITBin stands for the fact that the joint distribution of the degrees
(di,...,dn) is the product-distribution of N Binomial distributions.

3When the total number of ports is odd, a single port remains unmatched and thus induces
no edge. P

4The statistical distance between two distributions Dj,Ds is defined as % » | Prp, [z] —
Prp, [z]| where the sum ranges over the entire sample space.



vertex, etc.. To retrieve the neighborhood I'(v), we use interval-queries over f
to identify the exact set of ports that v possesses, and then apply the random
matching on these ports. To resemble Grpi,, the aforementioned construc-
tion [8, 6] guarantees our functions f to be computationally indistinguishable
(w.r.t. interval-queries) from the (truly random) functions that correspond to
N(N —1) independent Bernoulli trials with success probability p.

Finally, as the total number of ports is typically exponentially large, the
required random matching over the ports is formalized as a random involu-
tion (with no fixed-points) and Naor and Reingold’s construction of pseudoran-
dom involutions [14] is applied to efficiently match the ports and decide I'(v).

1.2.2 Achieving Almost k-Wise Independence.

We briefly discuss (k,€)-wise independence, which is an alternative (and in-
comparable) criterion for being a good ‘random looking’ graph. Meeting this
criterion means that for any k vertices uy, ..., ur (fixed in advance) the distribu-
tion of the neighborhoods I'(uy),...,I'(ug) is within e statistical distance from
the corresponding distribution in the G(N,p) case.

Our construction can achieve (k,e)-wise independence for any prescribed
poly(n) bounded value of k and any prescribed exponentially small e. This is
done by slightly modifying the implementation of the pseudorandom involutions
and the implementation of the pseudorandom functions that support interval-
queries. Rather than using computationally pseudorandom bits for the two
latter implementations (as originally done in [6, 8, 14]), k’-wise independent bits
are used instead. The latter refer to distributions s.t. for any fixed &’ bits, their
joint distribution is precisely uniform. It can be shown that taking some k' <
poly(n, k) suffices for our resulting graphs to be (k, €)-wise independent. Thus
by applying known efficient constructions of k’-wise independent bits (cf. [1]
chp. 15) the efficiency of our modified construction is retained. Constructions
of bits that are both pseudorandom and k’-wise independent are easily given
(by combining the original constructions for each type), thus providing graphs
which are simultaneously pseudorandom as well as (k, €)-wise independent.

1.2.3 Emulating Related Models of Random Graphs.

Consider the original Erdés-Rényi models G(N, M) and {G(N,t)}; which are
closely related to G(N,p) graphs. In both models N labeled vertices are fixed
(as before), with G(N, M) being the uniform distribution over all graphs with
precisely M edges, whereas {G(N,t)}; is the random graph process, where the
initial graph G(IV,0) is empty and at each time step, G(N,t + 1) is obtained
from G(N,t) by adding a uniformly random edge (that hasn’t been chosen
before). Thus, {G(N,t)}: at time ¢t = M is identical to G(N, M), and it is well
known that the combinatorial properties of G(N,p) and G(N, M) graphs are
very similar when p ~ M/ (g)

We demonstrate how to emulate G(N, M) and {G(N,t)}; graphs where for
{G(N,t)}; graphs the reasonable types of queries are: i) which edge was added



at time step ¢, and ii) whether some specific edge already appears at time ¢.
The efficiency and pseudorandomness of the following constructions is easy to
establish given the main theorems of this paper.

The first construction (appropriate for dense graphs too) uses a pseudoran-
dom bijection o from the set of all possible time-steps {1, ..., ([;)} to the set of
all (1;[) potential edges. Thus, o(t) is the edge joined to the graph at time ¢, and
the edge e appears in the graph at time ¢ iff 0=1(e) < t. Similarly, G(N, M) is
emulated by including in the graph precisely those edges s.t. o=1(e) < M.

For sparse graphs, the {G(N,t)}; process is bounded a-priori at some T =
n®M N time, and neighborhood-queries should be supported. To this end, the
main construction of this paper is used with the following two adaptations. i) We
first (trivially) modify the construction of the pseudorandom range-summable
functions, s.t. precisely 2T ports are produced (instead of a Binomially dis-
tributed number of ports). Deciding the edge-set of the resulting graph, and
supporting neighborhood-queries in a pseudorandom manner is done as before.
ii) In addition, we use a pseudorandom bijection o from the set of all possible
time-steps {1, ..., T} to the set of T' edges that match the ports in our construc-
tion s.t. o(t) is the edge joined to the graph at time ¢. Deciding whether the
edge {u,v} already appears at time ¢, is done by enumerating all poly(n) ports
p; of u, and for each of them checking whether p; was matched to a port of v
prior to time ¢. Unfortunately, this account of time steps fails to ignore double-
edges and self loops, in contrast with {G(N, )}, (but in line with the variant
of {G(N,t)}: where at each step a uniformly random vertex-pair is added, with
repetitions allowed).

2 Preliminaries

This section provides definitions and notations. The main definitions are of the
models Grgin and G%gfn (under ‘graphs and configurations’), and the definitions
(derived from [8]) of pseudorandomness not only for graphs, but also for interval-
summable functions and for involutions.

2.1 Basics, Arithmetics and Asymptotic Analysis

Efficient procedures are algorithms that run in worst-case polynomial time in
their input length n. Throughout, all graphs have N = 2" vertices. Negligible
terms €(n) are ones that vanish faster than the reciprocal of any polynomial
(for all 4, |e(n)] = o(n™7)). The notation X (1 + §) stands for some term E
s.t. X(1-6) < E < X(1+490), and the notation A ~ B implies that A = B(1+e)
for some negligible e. We often use the fact that ~ is a transitive relation
that behaves well under summation, multiplication and division. Some of the
inequalities used throughout hold only for sufficiently large (yet very reasonable)
values of n. We use the notation [m] for {1, ...,m}.



2.2 Graphs and Configurations

We consider only simple, undirected graphs (no self-loops or multi-edges al-
lowed), over the vertex-set {1,...,N}. A port sequence is any sequence t =
(t1,...,tn) € {0, ..., N—1}¥ regardless of whether t'is indeed a graphic-sequence
(namely the degree sequence of some N-vertex graph). In particular we allow
the sum Zszl t, to be odd. The term ‘degree’ and the notation ‘d,’ are abused
to refer not only to degrees of vertices, but also to the number of ports that
a vertex v has in the configurational model (to avoid confusion, this notation
is never used in sections that concurrently discuss degree sequences and port
sequences).

The Grpin model. In this model each vertex v is associated with d, unique
ports where the number of ports has Binomial distribution d,, ~ BIN(N — 1, p),
and all the random variables d, are independent of each other. If the sum
Eszl d, is odd, a single ‘parity-vertex’ with a single port is added (to obtain
an even sum). A matching over the ports is later chosen uniformly at random
(among all possible matchings), s.t. two vertices are adjacent iff any of their
ports are matched. Self-loops, multi-edges, and (possibly) the edge connected
to the parity vertex are all ignored in the final graph.

The G%%Fn model. Here the port sequence is produced as in Grgin, but
the matching over the ports is decided ‘on-the-fly’, during a single interaction
with some distinguishing algorithm C. On query-vertex v, the available ports
associated with v are matched one after the other to a uniformly random avail-
able port. After the execution of C' terminates, the remaining available ports
are uniformly matched at random. It is not too hard to see, that the graph
distribution produced by the two models is identical.

2.3 Computational Pseudorandomness

As in [8], the following definitions capture pseudorandomness not only for graphs
(w.r.t. neighborhood-queries) but also for interval-summable functions and for
involutions. To this end, we use query representation functions.

Query representation functions (QRFs). Given the type of queries we
wish to support, we represent each specific object o (e.g. a single graph) by a
specific function f, s.t. evaluating f, on a single input corresponds to supporting
a single (possibly complex) query over o. We call f, the QRF of o. For instance
to support neighborhood queries over N vertex graphs, each specific graph g is
represented by a function f, : [N] — 2I¥ s.t. for any vertex v, f,(v) = T'(v).
Similarly, to support interval-queries over Boolean functions with domain [M],
each specific function h is represented by another function f}, : [M]x [M] — [M]
st. f(a,B) = X <u<phl(z) for all o, € [M]. The QRF for involutions
(w.r.t. input-output queries) is, of course, the original involution itself.

Pseudorandomness w.r.t. complex queries. Note that any distribution D
over the original objects induces a corresponding distribution Fp over the QRF's.
Consequently, pseudorandomness of the original objects D w.r.t. a given type of



queries, reduces to the pseudorandomness of the QRFs Fp w.r.t. simple input-
output queries. We thus define pseudorandomness w.r.t. complex queries simply
as pseudorandomness (in the classical sense of GGM [7]) of the corresponding
QRFs. For a given sequence of densities {p,}nen pn € [0,1] the following
definitions are used:

e Neighborhood queries pseudorandom graphs. Let {Gp},en be a sequence of
distributions, where each G, is taken over N-vertex graphs. Then {G, },en is
neighborhood-queries pseudorandom w.r.t. {G(N,p,)}nen if the neighborhood
QRFs {Fg, tnen induced by {G,, }nen is pseudorandom w.r.t. the neighborhood
QRF's induced by {G(N, p,)}nen-

o Interval-sum queries pseudorandom functions. Consider a sequence of distri-
butions {Hy, }neny where each H,, is taken over Boolean functions with domain
D,. Then {H,}nen is interval-sum query pseudorandom if its interval-sum
QRFs are pseudorandom w.r.t. the interval-sum QRFs of the truly random
functions. The latter refer to the distribution over Boolean functions h,, with
domain D,,, where for each input z we have h,(z) = 1 with probability p,
independently of the value of h,, over other inputs.

e Pseudorandom involutions. A sequence of integers {M,, },en forms proper
involutions domains if all M,, are even and M,, = n*() 5A sequence of distri-
butions {II, },en over involutions with no fixed-points m, : [M,] — [M,] are
pseudorandom involutions if it is pseudo-random w.r.t. the sequence of uniform
distributions over all involutions with no fixed-points and same domains [M,,].

Finally, recall that efficiently constructing pseudorandom functions is possi-
ble iff one-way functions (OWFs) exist, which are efficiently computable func-
tions f : {0,1}* — {0,1}* that cannot be inverted efficiently on uniformly
random inputs with non-negligible probability of success.

3 Owur Main Construction

This section formally describes our construction of sparse pseudorandom graphs.

We first define the range of ‘proper densities’ p that our arguments handle.
To ensure that all the degrees are poly(n)-bounded, proper densities are upper
bounded. Our techniques also require a lower bound which guarantees that
the total number of ports is (almost surely) (i) super-polynomial (in n) and
(ii) extremely close to its expectation. These facts are (i) frequently used while
proving the similarity of the models Gnpin, and G(N, p), and (ii) used to validate
the usage of the pseudorandom involutions. For densities too small to be proper,
G(N, p)-views rarely include any adjacencies, so G(N,p) graphs are emulated
well by the empty graph.

Definition 1 (Proper density) A sequence of densities {pn }nen is proper if
for alln, 0 <p <1andw< < M0
) n N2 > Pn > N .

5A super-polynomial domain is necessary to ensure pseudorandomness w.r.t. polynomial
adversaries.



We next present the main constructions we use as sub-routines.

Theorem 1 ([8, 6] Interval-summable functions) Let {p,}nen be proper.
Assuming the existence of one-way functions, then [8, 6] provide interval-summable
queries pseudorandom functions with domains D,, = [N] x [N — 1].

Theorem 2 ([14] Pseudorandom involutions) Let {M, },en be a proper
involutions domains. Assuming the existence of one-way functions, [14] provide
pseudorandom involutions w.r.t. the domains {[M,]}nen-

We remark that the original [14] construction handles only domains of size
which is a power of 2. The adaptation to the more general case is discussed in
Appendix 2, section 6.3.

Our main construction is given bellow. The underlying intuition is discussed
in the introduction.

Construction 1 (Implementing sparse random graphs) On input (1™, p),
construct a graph on vertez-set [N] as follows. If p < N=15 pick the empty graph
so each query is replied with the empty set. Otherwise,

e Sampling - Pick an Interval-summable function f over domain X =
[N(N — 1)] with parameter p, as in Theorem 1. Set E = Y  _\ f(x)
to be the total number of ports. If E is odd increase it by 1 (adding the
parity port). Sample a pseudorandom involution (with no fized points)
7 : [E] — [E], as in Theorem 2.

e Supporting neighborhood-queries - On query-vertex v:
(i) Compute S, = S DN () 57 = SN £(0) and d, = S!S,
(thus Sy, +1,..., Sy + dy are the ports associated with v).
(i) Fori=1,..,d, compute T; = w(S, +1) (I; is the port matched with
Si). Unless T; is the parity-port, conduct a binary search to decide to
which vertex u; the port T; belongs (the space of the search is the vertex-
set [N]. At each stage of the search step (i) is invoked to check whether
T; belongs to u or to a previous or consequent vertex u').

(i3) Output the set {uy,...,uq,} \ {v}.

4 Pseudorandomness of the Main Construction

This section presents our main result (Theorem 3) that establishes the pseudo-
randomness of construction 1. It is proved by reducing it to our main technical
result (Theorem 3.1) which asserts a negligible distance between views produced
by the Grpin and the G(N,p) models.

Theorem 3 (Pseudorandomness of construction 1) Let {p, }nen be arbi-
trary proper densities. Then, assuming the existence of one-way functions, the
graphs distributions {Gp, }nen produced by construction 1 on inputs (1™, p,) are
neighborhood-queries pseudorandom w.r.t. {G(N,pn)}nen.



Proof (Theorem 3). Correctness is trivial for p, < N~!5 since the views
of a G(N,p) graph reveal adjacencies only with negligible probability. For
larger densities, by Theorems 1 and 2 the interval-sum function sub-routine
and the involution sub-routine used by our construction are efficient. Since
the remaining computations executed by our construction are trivial, the entire
construction is efficient. Pseudorandomness - Using the transitivity of indistin-
guishability, we establish the pseudorandomness of G,, by demonstrating (i) the
indistinguishability of G,, from Grpin(N,ps), and (ii) the indistinguishability of
Guin(N, py) from G(N,p,). Part (i) follows by a standard argument from the
pseudorandomness of both the interval summable functions and the involutions
used. Indeed, if (i) was false there would exist an efficient distinguisher D be-
tween G, and Grpin(N,p,). This means that by combining our construction
with D, one gets an efficient procedure for distinguishing between truly ran-
dom interval summable functions and involutions and the pseudorandom ones -
a contradiction to their pseudorandomness. Part (ii) follows immediately from
Theorem 3.1, since the statistical distance between views produced by Gygin and
G(N,p) upper-bounds the distinguishing advantage of the distinguisher. W

Theorem 3.1 (Statistical distance between views produced by Grgin
and G(N,p)) Let C be an efficient distinguisher and let V.,V denote the
distributions of the view of C as the input graphs are sampled from either
Gusin(N, pn)or G(N,p,), respectively. Then, the statistical distance between
V and V is negligible.

Proof (Theorem 3.1). Fix n and assume w.l.o.g. that the distinguisher C' is
a circuit. © We may further assume C to be deterministic, as the coin-tosses
that produce the largest statistical distance between the views V.,V can be
hard-wired into the circuit. Let vy, ..., v, denote the vertex-queries of C', and let
Ry, ..., Ry denote the responses that C' receives. Thus R; is the entire neighbor-
set of v;, and R = {R1,...,Rq} denotes the entire view. Note that vj,Rj,E
are all random variables as probabilities are taken over the choice of the graph
(from either Grgin or G(N,p)). Next, let u;,I'; and T, respectively denote
specific values of v;, R; and R. As Pr[-],Pr[-] denote probabilities taken over
G(N,p,) and Gupin(N,pn), respectively, our goal is to establish a negligible
upper bound on

g

ﬁ[é:f]—&[é:f”. (1)

The proof proceeds as follows: (i) We first separate the sum in equation
1 into ‘likely’ terms and into terms with either an unlikely port sequence or an
unlikely view (formal definitions are given in the next paragraph). (ii) Next,
the (un-surprising) negligible bound on the contribution of the unlikely terms is
claimed in Lemma 2 and proved in Appendix 2. (iii) Then, the negligible bound
for the likely terms is claimed in Lemma 1. Lemma 1 (which considers the entire
view) is proved by reducing it to Claim 1 which considers the distributions of

Swe thus strengthen the distinguisher without assuming our OWFs to be hard to invert
even for circuits (and not only for Turing machines).



the next reply in the view (given the previous replies) and establishes sufficient
closeness of these distributions in the Grpin and the G(N, p) models. (iv) Fi-
nally, claim 1 itself is proved by first observing that in the G(N,p) case the
size of the next neighborhood I'; has Binomial distribution, with each specific
vertex being equally likely to appear in I';. Thus, the main technical part of
the proof is to analyze the distribution of the next reply in the Grpj, model. It
will turn out that some terms concerning the distribution of the random port
sequence will cancel nicely with other terms concerning the distribution of the
random matching (given the port sequence). This way an (almost) Binomial
distribution is established for the size of the next reply in the Gyp;, case and
claim 1 follows.

e Definitions and notation. An improper edge is either a self-edge, a
multi-edge or an edge connected to the parity-vertex. A port is called proper if
the edge it induces is proper, and a vertex is proper if all it’s ports are. A degree
t, is likely if 0 < ¢, < dpax for diax = 1g N[p(IN — 1)]. An entire port sequence r
is likely if all the degrees ¢, are likely and in addition Zi\;l t, = u(l+e), where
Ig 15 ]f[v
We let D denote the set of all likely port sequences. The random variable that
indicates the resulting port sequence is denoted d.

A view T is improper if some query-vertex v; is improper. We let V denote
the collection of all ‘likely’ views that are simultaneously (i) Reply-collision-
free - for any i < j, [I'(v;) N T'(v;)] \ {v1,...,v;} = 0. Namely, the distinguisher
detects no ‘non-trivial’ collisions, but may produce trivial collisions by choosing,
say, some vy € I'(v1), and some vz € I'(v2) so ve € [['(v1)(T'(v3)]. (ii) Have
small neighbor-sets - |I'j| < dmax = 1g N[p(N — 1)] for all j. (iii) Contain only
proper vertices (as defined above). Given that a (partial) view {I'1,...,T'j_1} is
likely, we say that a following reply I'; is likely if {I';,...,T';} remains likely.

Separating the likely and unlikely terms. The triangle inequality gives

= N(N—1)p is the expected value of the sum, and the error-term is e =

)L

Pe[f=1] - pe [ =1]| =

(this a-symmetric separation of events is crucial to our argument). Thus, prov-
ing Theorem 3.1 reduces to establishing the following lemmata.
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Lemma 1 (Statistical distance between likely views) For C,Pr[],Pr[],
R, V. D and Ty as above the term Ty is negligible.

Lemma 2 (Statistical distance between wunlikely views) For C,Pr|],
Pr[] R, V.D, and Ty as above the term Ty is negligible.

We prove Lemma 2 in Appendix 2 (section 6.2) and continue with Lemma
1.
Proof of Lemma 1. Assume w.lo.g. that C' performs the same number of
queries ¢ on any N-vertex graph. Then for any likely view I' = {T'y,....,T;} € V

we have

P Pr|R=T| =1 ,P;,

p & h{ﬁzf,ieﬂ)} :ﬂ{JeD] ne_,p,,

where L
P;j=Pr[R;=T;|Ry =T4,....,Rj_1 =T;_4]
and
L/;=rr

P. = I‘[Rj :Fj‘JE D, Ry :Fl,...,Rj,1 :ijl} .

We will show (Claim 1) that for some negligible ¢, and any ' € Vand 0 < j < ¢
we have P; = P;j(1+¢), as well as Pr [aTE ]D)} > 1—e. As qis poly(n)-bounded
and e is negligible, then ge = o(1) so we get

P =P(1 ¢ = P(1 4 O(cq)).
Consequently,
Ty =Ygy O(eq)Pr {é = f} = O(eq) Xy Pr [ﬁ = 1:‘1 = O(eq),
which is negligible. Therefore Lemma 1 follows once we establish claim 1. W

Claim 1 For ﬁj,ﬂj, and D as above there exist a negligible €, s.t. for all likely
views T € V and all0 < j < q then P; :ﬁj(lie), and&[ieﬂ)} >1—e.

Proof (Claim 1). We focus on the P; = P;(1=+e) part, as the Pr [JE ]D)} >1-
e part merely states that the port sequence is likely (and is proved in Appendix
2, claim 3).

e Notation. Let W denote the set of vertices w ¢ ((Uz;ll L) U{v1, ..., v}
that haven’t appeared in the view up to stage j, and let N’ = |IWW|. Let A denote
the event that the next reply I'; is likely(Thus I'; has size < dpax, it intersects
no previous I';, and the query-vertex v; is proper). Consider an arbitrary likely

degree k < dmax, and let H denote the event that a specific (partial) view
has been observed, namely that (Ry =T'1,..., Rj_1 = I';_1). Similarly, let H’

denote the event (JE D)N(Ry =T1,...,Rj—1 =T,_1).

11



As the claim deals only with likely views, then the view is reply-collision-free
(see notations at page 8) so the next query vertex v; appears in either one or
none of the previous replies I'y, ...,I';_1. Assume w.lLo.g. that the first case holds
(adapting the proof to the complement case is trivial). Therefore, whenever A
occurs, we have: (|R;| = k) iff v; has precisely k — 1 neighbors in W.

The G(N,p,) case (Claim 1). By the above and by the total indepen-
dence of edges in G(N, py,),

!

_ N _ (ke
Pra | =k = () )t e

k
with all specific choices of vertices wy, ..., wx—1 € W for R; being equiprobable.

The Grgin case (Claim 1). It isn’t too hard to see (see Appendix 2, Claim
2 for formal proof) that whenever A holds, the symmetry of the Grpi, model
implies that all specific choices of vertices wq,...,wr_1 € W are equiprobable
for R; (just as in G(N,p,)) . Thus, it remains to show that (analogously to
the G(NV, p) case) the next reply has approximately Binomially distributed size,
that is, to prove the following claim:

Claim 1.1 (Establishing the (approximately) Binomial size of the next
reply in the Grpin case.) For A, H', N’ as above,

N’ _ (e
pofa i =k ]~ (| )t e,

Proof. The following intuitive argument and the formal proof given later will
apply similar ideas.

The informal argument. Let d} = |I'(v;)(\W/|. Again, since v; appears
in the current view (that is, in {T'1,...,I'j_1}) precisely once, then whenever A
occurs, we have: (|R;| = k) iff v; has precisely k — 1 neighbors in W. Hence,

Pr[A,|Ry] = k| H') = Pr[A,d5 = k 1] ]
o Pr[A,d; :k_]-vH/]
= )

_ Pr[A|H'd} = k—Pr[H'|d} = k— ] Pr[d} = k— 1]
- S, Pr[H'|d; = 1| Pr[d; = { ’

(the sum taken over all likely degrees t).

We will soon argue that Pr[H'|d} =] ~ Pr[H'|d} =t"] holds for any
pair of likely degrees t',t”. Assuming this, we may cancel out (up to negligible
terms) the Pr [H'| d¥ = k — 1] from the nominator with the terms Pr [H'| d} = ¢
from the denominator. Since the event A is extremely likely, then the term
Pr[A|H',d} =k — 1] ~ 1 and cancels too. Thus,

Pr(A, || = k| H') ~ e =R

L=V prdr =k —1],
> prid; =g 2l }

12



and our claim follows (here ), Pr[d} = t] ~ 1 as we sum over all likely degrees).

To demonstrate that Pr[H’'|d} =] ~ Pr[H'|d} =t"] (this is where our
argument becomes informal), we first assume that all the degrees except d,,, are
fixed. We consider the equivalent model GOEE | where the view H is produced
by repeatedly matching each of the available ports o; of the current query vertex
with a random available port. Let o1, ...,0, denote the ports of the first 7 — 1
query vertices. Clearly, when o; is matched, any available port 7 is chosen with
probability precisely 1/E; for E; = (>, d,)+1—2i. Thus, the difference between
the cases d, =t and d, = " is that each choice (of matching some 7 with o;)
occurs w.p. 1/E! instead of 1/E!. Since E!, E! are both super-polynomial (as
the port sequence is likely), and since Ef — E =t —t" < poly(n), this induces
an insignificant difference between the resulting distributions. This difference
remains insignificant even as diversities accumulate over the poly(n) many ports
o; that are matched to decide H’'. Finally, as this holds for any choice of the
degrees (excluding d,, ), one can get Pr[H'|dy =t'] ~ Pr[H'|dy =t"].

The formal proof of Claim 1.1 appears in Appendix 1. Given Claim 1.1, then
Claim 1 follows, so Lemma 1 and hence our main Theorems 3.1 and 3 follow as
well. W
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5 Appendix 1: Proving the Gpp;, Case of Claim 1.

The entire Appendix 1 provides a formal proof of Claim 1.1.
Let ® =Pr[|R;| =k, A, H'| and ¥ = Pr [H']. We have Pr[|R;| =k, A|H'] =
<I>/\I/. Recall that d = (di,...,dn) is the random variable that denotes the

port sequence and let ¢ = (t1,...,tn) denote specific values of d. One can
expand both ® and ¥ by summing over all possible port sequences: ® =
> 7Pr [a?z t,|Rj| =k, A, H'| and ¥ = > ;Pr [a?: t, H’] Our argument will
exploit a slightly different expansion where (i) we ignore the unlikely port se-
quences t (their contribution is null since the event H’ means that the port
sequence is likely) (ii) we first sum over all possible likely degrees for the ver-
tices that appear in previous replies, and only then sum over all possible likely
degrees for the remaining vertices. The second sum will be taken only over
degrees that complete the previous ones into a likely port sequence that is con-
sistent with the current view. This separation of the sum is simple, yet, requires
the following notation.

e Further notation. Let U = {u1,...,uy|} = (Uf;ll Fi) \ {v1,...,v;} de-
note the set of non-query vertices that appear in the first j — 1 replies. Let
¢ = (c1,...,cjy) indicate the number of ports each u € U possesses. Let d’,t" €

{0,..., N=1}N=IUI=1 denote the sub-sequences derived from either d or i (respec-
tively) by omitting the |U|+1 coordinates that correspond to v; and to all u € U.
We also wish to consider the inverse operation of completing a sub-sequence #
into a complete port sequence with the |U|+ 1 new coordinates that indicate
that d,; = £ and that d,, = ¢; (for i = 1,...,|U|). The resulting complete port
sequence is denoted (¢, ). Next, let C = {E‘ 1 <ciyo0u) < dmax ) denote the
collection of vectors that assign a degree only to vertices u € U s.t. all the de-
grees are likely. (we require 1 < ¢; instead of 0 < ¢; since u; appears in some I';/).
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Finally, given likely degrees 0 < ¢ < dpax, and ¢ € C let Dy z denote the set of all
sub-sequences that (i) are consistent with all the cardinalities |T';| in the current
view, and (ii) produce a likely sequence when d,; = ¢,d,, = c1, ..., duyy, = Cu|-

Namely, Dy z = {t’ (/\Z:_ll ty, = |FZ|) , 1(¢,&) € D}. We can now expand,

(I):Z Z &|:|R]|:k7A1H/1J:{(k7E):|

ceC ¢ S

- ¥ &[J’:F(k,a)}ﬁ[ﬂ',/x\i:ﬂk,é)]

ceC ¢ €Dy &

and,

The latter expressions are now analyzed using Facts 1 — 3 (which are proved
NE-1

later) to derive the desired /¥ ~ Wp’““(l —p)» approximation. Facts 1
— 3 enable us to cancel out (up to ~) some terms in the nominator ® with some
terms in the denominator W. The substantial counting arguments are captured
by Fact 1 which shows that given the degrees of the first j query vertices and the
degrees of the vertices in the first j — 1 replies - then the distribution of the next
reply is roughly independent of the degrees of the vertices that haven’t appeared
in the view so far (as long as the port sequence is likely). The unsurprising Fact
2 merely establishes the closure of ~ under composure of arithmetic operations
and is proved in Appendix 2 (section 6.4). The unsurprising Fact 3 demonstrates
that even as we condition on several specific degrees (of the current query vertex
v; and of all previous reply vertices) we still get a likely port sequence with
overwhelming probability. It is proved at the end of Appendix 2 section 6.2.

Fact 1 (distribution of views given parts of the port sequence) Let
0 < tiyssti;_y < dmax be arbitrary likely degrees and let D C D denote the
collection of all likely port sequences with d,, = tiy,...,dy;_, = t;;,_,. Then
there exists a value A = A(t;,,...,t;;_,) and a negligible § s.t. for any port

sequence t € D, both Pr {H’,A‘ d= 11 ,Pr [H" d= ti = ATy evdy]d,,; (1 £9).
Fact 2 (closure of ~) Let A7, A; , B} B; >0 forr=12i=1,..,m; j=

1,...,m; (ther is merely an mdefc not a power). If there exists a negligible € s.t.
Ar =4[ (1+e€), BT = Bj(1+e), for alli, j,r then ( S A1A2/ > BIB2>

(i AA /S BB )
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Fact 3 (probability of likely port sequence given a partial port se-
quence) For any likely degree £ and any ¢ € C, > pp Pr [j/ = f/] ~1.

Concluding Claim 1.1 (via Facts 1 — 3). Applying Fact 1 and then
Fact 2 gives ®/¥ ~ @’ /T’ for some A and for

O =3 > Prld=ikd] Allcudi] b
ceC {reDby, #

dmax

=3 Y > Pr[d=ie o] Allevd,]

(=1 ¢ceC t/EDe,,
As A cancels out, the total independence of degrees gives

=" 3" Pr[dy, = k] (WuevPr[d, = c,))Pr [J’ - f'} (Mucwrdy) k,

ceC frepy

dmax

v=3" %" S Prd, = ueU&[duzcu})J[J”zﬂ] (Mucrrdy) L.

t=1 ceC t{reD, ¢
Changing the order of summation gives,

@' = Pr[dy, = k] kY Tuev (dPrldy =c,]) Y. Prld =7],
ceC t/eDy,z

dmax

U = "Prld, =¢> Ty (duPr(d,=c]) > Pr [dw _ F/} _

=1 ceC 1Dy ¢

Finally, let @), denote the probability of obtaining precisely ¢ successes in N —1
independent Bernoulli trials each with probability of success p. By Facts 3 and

2 the > z/cp, Pr [d’ =1 } and ) rp, Pr [J” = f’} in ® /¥ cancel out (up
to ~). Next, ZCGC [T cud,Pr[d, = ¢,]] cancels out too. This justifies the first

o' /W' ~ [kPr [d,, = K]] /[fzpr _E]

- [k(Nk_ l)pk(l p)Nl’“} / ldmZ£<N2 1>pf(1 p)N”] .

(=1

Next, as (1 p)N =k~ (1— p)N 1=(k=1) and since for any poly(n)-bounded ¢,
E(NZ 1) ( ) ( ) see fact 5 in Appendix 2), the first ~ holds

dmax
&~ { (JZ'_—ll)pkl a p)m(m] /pN lz @__11)29“ i p)mw]

{=1
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Ao —1
= |f?k1/ Z QW} ~ Qk-1
=0
_ (N ll)pk1(1 _ )N

(X

Here, the [] ~ Q1 is implied by 35" ' Qo ~ 1 (X 5y Qe is negligible
as it implies an unlikely degree (Claim 3)). The final ~ is proved in Appendix
2 (Fact 4).

This shows that (analogously to the G(N,p) case) in the Gnpin case too the
size of the next reply has almost Binomial distribution (Pr[|R;| =k, A|H'] ~

(kji/l)pk’l(l —p)N'=*+1) Thus, completing the entire proof of Claim 1.1 (which
implies Claim 1 and hence Lemma 1) reduces to establishing our main combi-
natorial Fact 1 (The much simpler Facts 2 and 3 are given in Appendix 2).

Proof of Fact 1. We compute the probability of a specific partial view
H = (Ty,..T'j_1) given a specific likely port sequence & = (t1,...,tx) (since
the port sequence is likely the events H, H' are identical). As matchings are
uniformly chosen at random, this probability equals the number of matchings
M (H,f) consistent with both H and ¢, divided by the number of matchings
M () consistent only with . Now, as the view is likely (see section 4), then
all non-query vertices u that arise in the view up to stage 5 — 1 appear only in
a single reply I';. Recall that U denotes the collection of such vertices u. Let
S =N t, denote the total number of ports, and let S = S — (Zz;ll tvi) —|U]
denote the number of unmatched ports after j — 1 queries.

Throughout the proof we will use the equivalent model GOLF instead of
Grsin (see section 2.2). In the GOEE model,it clearly holds that M (H,t) =
M;_1(H,t)- M(S), where M;_;(H,t) is the number of ways to match only the
ports of the query-vertices vy, ...,v;_1, s.t. this sub-matching is consistent with
both H and , and M(S) denotes the number of possible matchings over S
elements. Therefore M (S) counts the number of ways for completing a single
matching of the ports of the query-vertices into a complete matching of all the
ports. '

Next, observe that M;_;(H,) = Mept, T_] [t,,!]. Indeed, fix # and con-
sider a specific sub-matching B over the ports of v, ...,v;_; that is consistent
with H. Recall that arbitrary vertices wy, ws are connected by an edge iff some
port of wy is connected with some port of wy. Thus, for any v;, it holds that any
of the t,,! possible ways of permuting the names of the ports of v; yields a new
sub-matching B’ that induces the same edges and non-edges as B does. Simi-
larly, as the view is likely, then for any v € U, there exist a unique query-vertex
v, that is matched with u via some port p, of u. Again, any of the ¢, choices
of p, induce the same adjacency pattern. All this holds independently for all v;
and all u € U, so there are IL,cyty, Hg;ll [t,,!] possible sub-matchings. Since the
view is likely, there are no multi-edges, and hence these various sub-matchings
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are indeed distinct. It is also easy to verify that all sub-matchings consistent
with H can be produced as above, so M;_;(H, f) is precisely IL,cpt, Hg;ll [t,1].
To summarize, all the above implies,

Pr[H7] = M(H,E)/M(F) - (Hzgftm! ) (Mucrrta) /M

Therefore to complete the proof of Fact 1 it suffices provide some A and a

negligible § s.t. M(S /H = A(1 £ 6) regardless of the specific likely choice
of . Withm & 5 S, applying the well known formula M (2z) = EEQ,I;'T gives

M (3) /M ) (0.55)! 2035 [S1 (0.55)! 20~5§T

=7, (S+1-2i)"!
NHmls 1
= 9™ (pNZ)fm

Here, the second = follows as most terms in the nominator cancel with most
terms in the denominator. The two concluding ~ are implied as the view and
the port sequence are likely, so m < poly(n) < S ~ pN? and the latter term
is n(M) by the lower-bound on proper ps; Specifically, standard calculations are
used in Claim 6 (see Appendix 2) to obtain,

O (S+1—2i)" ' =pN(N —1)""(1 +6)

for some negligible § which is independent of the specific value of S and m.
Finally, as m,d are determined by the view H (regardless of the precise port
sequence t), the Pr [H | 7] part of Fact 1 follows.

For the Pr[A, H \t_] part, recall A is the event that the next reply R; keeps
the view likely. It suffices to show that Pr[A\ H,t] > 1—¢ for a single negligible
choice of ¢ which is independent of the specific choice of a likely ¢. This un-
surprising result is established during the proof that the entire view is likely in
Claim 4 part (ii).

This completes the entire proof of claim 1 so lemma 1 and hence our main
Theorems 3.1 and 3 follow. N

6 Appendix 2: Proving Various Claims

6.1 Equiprobability of Various Vertices Appearing in a
GHBin View

We observe that in the Grgi, model the reply-vertices are uniformly distributed

among all non-query vertices (in contrast with the query-vertices v; which are

determined by the distinguisher). This observation immediately follows from
the following claim.
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Claim 2 Consider a likely view in the Grin model, and recall that R; is the
random variable which denotes the i’th reply, and that W denotes the set of

vertices w ¢ ((Uf;ll ;) U{v, ...,vj}) that haven’t appeared in the view up to
stage j. Then for any sequence of j—1 likely replies I'v,...,I';_1 and any pair of
possible next replies I'; = {wy < ... <wy}, I = {w] < ... <w} CW we have
Pr [R] = Fj ‘ R, = Fl, ---7Rj—1 = Fj—l] =Pr [Rj = F; ‘ Ry = Fl, ceny Rj—l = Fj—l] .

Proof. Consider the sub-configuration C' at stage j — 1, defined by assign-
ing a ports-number d,, and ports py 1, ..., py,4, to each vertex v, and by some
sub-matching defined over the ports of previous query vertices vy, ...,v;_1 (this
sub-matching is a collection of < 21;11 d,, edges s.t. all the ports of the query-
vertices are covered by the edges, and each edge touches at least a single port of
a query-vertex). Let C(I';),C(I';) denote the collection of all complete config-
urations (i.e. configurations that match all the ports) that are consistent with
either I'; = I'; or with I'; = 1";, respectively. It clearly suffices to provide a
measure-preserving bijection ® : C(I';) — C(I'}).

The desired bijection replaces the w,s with the corresponding w.s, as fol-
lows. We will define some permutation 7 over the entire vertex-set s.t. for any
configuration C' € C(T';), then ®(C) = ®(C, w) where &(C, ) is obtained from
C by leaving the edges (that connect the ports) intact while renaming each port
pv,i as a port labeled by pr(y)i- Given I';, T, we define 7 = 7(I';, I"}) by setting
m(w,) = wy for r = 1,..,k, and 7(u) = u for u ¢ T';JT';. To define 7 over
ATy, let T\ T = {w;, <... <wj,}and T\ T = {w) <..<wj} and set
m(wj,) = wy,.

To show that @ is a bijection, consider the dual permutation 7' = (T}, T';)
(the difference between 7 and 7' is that the roles of I'; and T is reversed).
Note that 7 and 7" are inverses. Indeed 7(w,) = w! and 7'(w).) = w,, while
m(w}) = wj, and 7'(w;,) = wj, . Therefore, we let " : C(I;) — C(I';) be
defined by ®'(C) = ®(C,n’). Since 7,7 are inverses of each other then so are
® and ®’. Consequently, ® is a bijection.

Finally, for any configuration C' € C(T';) the port sequence s of C' and of
®(C') are equiprobable as they are the same up to permutation of coordinations.
In addition, given the port sequence, all matchings are equiprobable. Thus, C
and ®(C) are equiprobable. W

6.2 Bounding the Probability of Unlikely Port-Sequences
and Views

Claims 3 and 4 bound the probability of unlikely port sequences and views.

Combined together they immediately imply Lemma 1.

Claim 3 Recall that D denotes the set of likely port sequences, d is the random
variable which indicates the actual port sequence, and Pr[],Pr[-] denote proba-

bilities taken over G(N,p) and Grgin, respectively. Then, Pr [Jé ]D} ,Pr [cf@é D}
are both negligible.
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Proof. We need to show that with overwhelming probability (i) the maximal
degree (ports-number) among all vertices is bounded by lg N[p(N — 1)1, and

(ii) the total number of ports falls in the range pN(N —1)(1+e¢) for e = %.

For part (i) note that in both models (G(N,p) and Gngin), and for each
vertex v, the degree d,, is the sum of M = N — 1 independent Bernoulli trials,
each with probability of success p. We note that Pr[d, = x| is decreasing for
x > pM since

Pr[d, =z + 1] (M —2x)p

Pr[d, = ] (z+1)(1—p)
< (M- Mpp
(Mp+1)(1-p)
M(1—pp

SOIpa-p "

(the first < follows as the second expression is decreasing in x). Thus for
def

A = 1gN[pM], we have Pr[d, > A] < MPr[d, =A] < M(})p». Con-
sequently,
M A
Pr[3v(d, > A)] < NM A )P

M A

N eMp a
A

B 2< eMp >1ngPM]
lg N[pM]|

<N (-2 o
lg N

= N?0Q(lgN)~ eV
— NO) y—Q(glg N)

which is negligible.

For part (ii), note that in the Gppi, model the total number of ports
x Zivzl dy is the sum of M = N(N — 1) independent Bernoulli tri-
als, each with probability of success p. By Chernoff’s multiplicative bound

PrX #u(l+e)] < e P for B = O(e2pM). Since ¢ = 1g\;/1§]<’\r then €2 >

w (%%) so e P = e weleN) — (g N)=«() which is negligible too. A similar

argument holds for the G(N,p) case. N
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Claim 4 Recall that D,V, respectively denote the set of likely port sequences,
and the set of likely views and that J;ﬁ = {R1,...,Ry} are the random vari-
ables that respectively indicate the port sequence, and the view. Also Recall
that Pr[-], Pr[] denote probabilities taken over G(N,p) and Grpin, respectively.
Finally let B; be the event that the j’th reply is unlikely. Then,

1. In both models Pr {f ¢ vide ]D)} ,Pr {I—" ¢ vide ]D} are both negligible.

2. In the Gpin model, given any efficient distinguisher C there exists a neg-
ligible €, s.t. for arbitrary likely replies I'1,...,I';_1 the following holds:
Pr(Bj| Ry =T1,...Rj_1 =T 1] <e,.

Proof. Let L; denote the event that the current view I'y,...,I'; and the entire
port sequence are both likely. We show that Pr[-L;|L;_] is negligible, and

conclude that Pr {f ¢ Vlde D} =1 Pr[=L;| Lj_1] is negligible too (recall
that the number of queries ¢ is poly(lg N) bounded). Notation: Recall that

= (Uz;ll F,-) \ {v1,...,v;} denotes the set of non-query vertices that appear

in the first j — 1 replies. Also recall that dyax def
o(1)
our original % upper bound on p.

The G(N, py) case. As all the degrees are likely |U| < gdmax < poly(lg N).
Note that —L; holds iff v; is connected to some u € U. Hence the total indepen-
dence of edges gives (via union bound) Pr[-L;| L;_;] = |U|p which is negligible

lg N)OM
p_(g )

lg N[pNT is < poly(lg N) by

as we handle only proper densities

The Gngin case. We use the equwalent model GOLE (see section 2.2)
instead of Gnpin. Assume Lj;_; holds and let pj,, ..., p;, denote the ports of
v;. It suffices to consider the current step where p;, is matched with a random
available port, and give a negligible bound on Pr [p;,is bad| Lj_+], so the claim
will follow via a union-bound over the poly(lg N) possible ports p;,. Here p;,
is bad if it causes the view to be un-likely, namely if it is either improper or
connects v; to a vertex u € U.

Let £ = Zf}vzz d, denote the total number of ports, and E’ denote the
number of currently available ports (at the moment when p;, is matched). Let
I denote the number of available ports p that induce a bad edge (in case matched
with pj,), so Pr[p;, is bad] = I/E".

As the port sequence is likely, E ~ pN? = p«(1) (by our original % lower-
bound on p). Thus, B/ > E—qdpa = E—poly(n) ~ E = n*M). Now I is poly(n)
bounded. Indeed, there are at most dimax(q — 1) vertices in U, so these vertices
are associated with at most d2, (¢ — 1) ports. In addition, at most dyax — 1
ports may create a self-loop or a multi-edge, and there is finally (possibly) a
single parity-port. Thus I < d2,.q < poly(n), so Pr[pj, is bad] = I/E' is
negligible and part (i) follows. It is easy to verify that the latter negligible
bound is independent of the specific choice of replies I'y,...,I';_1 so part (ii)
follows too. W
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Proof of Fact 3. This fact ensures that with overwhelming probability we
get a likely port sequence even after conditioning on arbitrary (likely) degrees
for all previous reply vertices and for the current query vertex v;.

The proof. If the port sequence is unlikely then either (i) some degree

is unlikely or (ii) the total number of ports Zi\;l d, falls outside of the range
g« pN(N—1)(1%e) for e = l%flﬁl\lfv. Event (i) holds with negligible probability
by Claim 3. When (ii) holds consider the sum S’ Lof Do U veto,; Qv over N' =
N — |U| — 1 vertices. As |U| is poly(lg N) bounded N’ ~ N. Therefore, event
(ii) gives S" # p(N')(N —1)(1 £ ¢'), with € = ©(e). This event has negligible
probability by the same argument as for showing that almost surely S = pN (N —
1)(1+e€) (in Claim 3). W

6.3 Pseudorandom Involutions over General Domains

We adapt the original [14] construction of pseudorandom involutions for domains
of size 2™ into domains of arbitrary 'proper’ sizes, namely, any sequence of even
sizes { M, }nen where n*() < M, < 2rPoW() - We start with the easy task of
handling proper sizes M = M,, which are powers of 2, and based on that handle
non powers of 2 later.

Handling proper powers of 2. We first recall that our pseudoran-
dom graphs construction applies pseudorandom involutions (only) to match the
set S of ports in the configurational model where |S| < N(N —1) = 29 always
holds and where only with negligible probability |S| # p(1+te) for p = pN(N—1)
and some negligible € (fact 3). Note that as we consider only proper densities p
then p > n“™ so the total number of ports to match is super-polynomial.

Next, we recall that the [14] construction of pseudorandom involutions di-
rectly applies the standard Luby-Rackoff construction of pseudorandom permu-
tations [11]. Thus the [14] construction inherits from [11] the properties of (i)
achieving indistinguishability (up to negligible factors) from the truly random
case whenever M > n“() (ii) achieving efficiency whenever M < 2Po() 7

Handling proper non powers of 2. As claimed before, we can provide
a poly(n)-time (yet, not a very efficient) construction of pseudorandom involu-
tions over arbitrary proper domains. Instead, we describe here a much more
efficient and simpler construction. The simpler construction may fail to eval-
uate the value of the involution on some query element z (in such a case, the
port associated with z in the configurational model is ignored). Failures, how-

"For readers familiar with the Luby Rackoff construction [11] as analyzed in [15] the latter
claim is justified bellow. Part (ii) is trivial. For part (i) recall that the pseudorandomness
proof relies only on (a) the pseudorandomness of the functions invoked in the second and third
Feistel rounds and on (b) the fact that the first and last Feistel round produce collisions only
with negligible probability. For (a) note that the [7] pseudorandom functions f : {0,1}"™ —
{0, 1}”7"> obtain indistinguishability up to negligible factors not only for m = poly(n), but
whenever m > n + 1 (In fact, the smaller the domain size is, the better the guaranteed
security is). For (b) note that using pairwise independent functions for the first and last
Feistel rounds produces collisions with probability ©(y/2) which is negligible as long as
M = 2™ is. Therefore pseudorandomness is obtained for arbitrary proper M.
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ever, will occur only with negligible probability, which suffices for our purpose
of achieving computational indistinguishability.

The simpler construction relies on the fact that the [14] implementation
of pseudorandom involutions directly applies the Luby-Rackoff construction of
pseudorandom permutations (that are indistinguishable from the uniform dis-
tribution over all permutations 7 : [M] — [M]). Thus, it suffices to provide
pseudorandom permutations for arbitrary proper domains. This is achieved
via ‘cycle-walking’ (due to [3] and [10]) as follows. We consider an auxiliary
pseudorandom permutation 7’ : [M’] — [M’] where M’ = 2M1°82 M1 i5 a power
of 2. We define w(x) for € [M] by iterating =’ until receiving an element in
[M]. Namely, 7(z) = 7'*(2) where ¢ is the minimal index s.t. 7/ (z) € [M]. To
evaluate 7(z) efficiently, we iteratively compute 7'/ (z) until either 7'/ (z) € [M]
or j = n, where the second case means failure to compte 7(z) (the specific
choice of n instead of any other n’ = n®™) is arbitrary). Ignoring the failures, if
7’ is uniformly random (w.r.t. the domain [M’]) then so is 7 (w.r.t. the domain
[M]). Therefore the pseudorandomness of 7* implies the pseudorandomness of
7. Finally, since M’ < 2M, failures are detected only with negligible probability
for a truly random ', and therefore detected with negligible probability for a
pseudorandom 7 as well. The desired pseudorandomness follows. W

6.4 Closure of ~ Under Arithmetic Operations (proving
Fact 2)

We gradually establish the retainment of ~ under various arithmetic operation,
where F(1 £ 0) stands for some term E s.t. F(1—¢6) < E < F(1+9).

1. Summation. C; = C;(1 £ €) clearly implies >, C; = (1 £¢€) ., C;.

2. Multiplication. C'= C(1+e¢), D = D(1=£e¢) implies CD = CD(14¢€)(1+
€) = CD(1 = 3¢) (the final inequality holds for all e < 1).

3. Inverse. For any z, (1+2)™! =1 —2(1 — Ttz). Whenever |z| < 0.5,

|<2s01— % =142z =42 Thus, (1+2)"! =142z

1
5= e

4. Applying the multiplication estimate (with |e|] < 1) and then the summa-
tion estimate gives, Y ;o) ATA? = (1+3€) >_1) A, A7 Similarly S BiB? =
(14302, B, B,.

5. Applying item 4 gives

(iA}A?)/ ZjB;Bf <(1i3e)§A§Af>/ (li3e)zj§;§§
i=1 j=1

i=1 j=1

Finally, by item 3, (14 3¢)~! = 1 4 6¢ whenever € < 1/6, so (14 3¢)/(1 +
36 )7t =(1£3e)(1+£6e)=1+27c. W
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6.5 Various Calculations

Fact 4 For N — (¢— 1)k < N' < N and k,q < poly(lg N) it holds that

NN\ o1 Ny NFTE N gk
<k1>P (1-p) —WP (I-p)" (1+0 W—’—qu :

Proof. The fact follows immediately from the following:

Lo (M) (k= 1)t = TI2(N' ).

k-1 k—2/nrr - k—1 k-1 qk kol
9. NF1 > TF2(N' — i) > (N — (¢ — Dk — k)" = N (1—W) >
NE-1 (1 e (%)) .
3. 1< (1—p)N =D/ —p)N < (1-p)~% =1+ O(pqk).

(the two © estimates are implied by (1 + )" = 1 + O(zr) valid whenever
||, |zr| = o(1) (regardless of whether z,7 = 0)). N

Fact 5 Whenever p,¢/N are negligible it holds that

N-—-1 1 N -1\ ,_ 1 (-
E( , >pé(1p)N 1-¢ <€_1>p€ 1(1*]))1\[ 1—(¢ l)pN.

Proof. The fact follows immediately from 1 — p ~ 1 and the following estima-

tions. N1 /
o(V ) = gy

= (N =+ 1) [0 N =) /(1]
~ N DT N =) /(- 1]
= N(JZ__f). [

Fact 6 Let k = 1T (S + 1 — 2i)7, with m < qdmax = qlg N[pN] and S =

pN(N — 1)(1 £ ¢) fore= 1%/1%{[\1‘ Then k = [pN(N —1)]"™ (1 £ 6) for some

negligible & which is independent of the specific value of S and m.

Proof. We show that (i) k = S™™(1£6;) and that (i) S~ = (pN(N — 1))" ™ (1+
02), for negligible ¢, 02 which are independent of the specific value of S and m.
As (1+£81)(1£62) =1+£3(61 + d2) for any 1,02 < 1, the claim follows.

For (i) it clearly holds that,

2m\ " 4m?
S‘m<ﬁ<(S—2m)_m:S_’”<1—?) <S—M(1+g”),
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where the final < is given by (1 — 2)™% < 1 + 2fz valid for all x,¢x < 1/4.
This condition on x, ¢ holds since m? = o(S) (as discussed bellow). Now, as

S ~ pN(N — 1)(1 £ €) then % < 40%“‘“‘ ~ 4(q1gp]]\\f,@\(,]f;)1m2. Our original
(g N)O

~ upper bound on p implies that the nominator is poly(lg N) bounded,

w(1)
while our original % lower-bound on p implies that the denominator is

(1g N)*™M). Thus % can be bounded by some negligible §; which is independent
of the specific value of S and m. Part i) follows.

For (ii) Note that S™™ = (pN(N —1))"™ (1 £ €)~™. We use the fact (1 +
€)™ = (1 £ 2em) valid for any € - m = o(1). This condition on € - m holds

w(1)
as follows. First, (I‘C’T‘J]Vvi)zl < p implies that (\/;BN)_1 is negligible. Next, p <

W implies that [pN] < poly(lg N). Therefore, e-m < 1’f}TgI\Z,V-qlg;N[pN] =

(qlg Nlglg N) K%\]f\]’ is negligible, and so is 2em. Part ii) follows. W
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