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Foundations of Cryptography
Notes of lecture No. 7 (given on Apr. 16th)

Notes taken by Michal Seidmann and Nir Dvir

Summary

In this lecture we deal with the two definitions of security of encryption schemes that were presented in
the last lecture - semantic security and security in the sensadi$tinguishability - and with the relation
between them. We claim and prove the theorem stated at the end of the last lecture : Security in the sense of
indistinguishability implies semantic security. We introduce the notiond#fcomposability,and then claim
and prove that under the condition of decomposability, semantic security implies security in the sense of
indistinguishability.

1. Security in the sense oindistinguishability of encryptions implies semantic security.

Theorem 1: If an encryption schemeQ E,D) is secure in the sense a@fdistinguishability of encryp-
tions, then it is semantically secure.

As we have already mentioned, we claim (and prove later) that the conwepdieation also holds
(under some additional condition). Nevertheless, the above is the interasfitigation, since the existence
of encryption schemes which are secure in the sensmditinguishability will be proved, and this fact,
together with the theorem, implies the existence of semantically secure encryption schemes.

We will give first a short sketch of the proof, and then we will formally complete the missing details .

Let {X{"} be a sequence of [polynomial] random variables, ketbe a [polynomially computable] function,
let f be a function and letA be a polynomial algorithm (trying to gues$(X,) from h(X,) and
Ecan)(Xn) ). Define X}, a sequence of [polynomial] random variables independentX#’} , but with
the same distribution asX{%} . Using the hypothesis that encryptions bg,E,D) are indistinguishable, we
will show that

Prob|A(Egan(XP), h(XP), 1" = f (X)) B Prob|A(Egan(X?), h(X{P), 17 = f (X)), (1)
{ (" (")

This approximation seems reasonable 5§17 (XPY) and Egny(X?) cannot be distinguished, thea

should ‘behave’ similarly given each one of them A's input, because if there is a significant difference in

A’'s ‘behaviour’ then this difference can be used to construct a distinguishing algorithm. Nevertheless, this
must be proved precisely, since it is not so obvious (especialy in the uniform case) how "different behaviour"
can be translated into one bit with different probability.
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Assuming we have shown the above (1), we can construct a polynomial algofithpthat given h(X{?) as
its input , samplesx® (if Ar is uniform) or uses "its in-built"X® (if A is non-uniform), and simulates
A.ie.

Ar(h (X)), 17 = AEsan(XP), h(XP), 17)
Using (1) we get:
F’rob{A(Ee(ln)(X%”), h(X®), 1) = f (x(nl))} & Prob[A,(h (XD), 17 = f (Xgl))}

which implies that G,E,D) is semantically secure.
In order to complete the proof of Theorem 1, the next lemma (which states formally the approximation (1)
above) will be proved.

Lemma: Let (G,E,D) be an encryption scheme which is secure in the sensendistinguishability of
encryptions, let XM} be a sequence of [polynomial] random variables, let be a [polynomially
computable] function , lef be a function and lefA be a probabilistipolynomial-timealgorithm.
Given {X®}, a sequence of [polynomial] random variables independent X, but with the same
distribution as X}, the following inequality holds :

Prob|A(Es an 0XK), hOXK), 1) = £ (XD = Prob|A(Es 0P, hOK), 1) = o) <

n

As usual, there are two formulations for this Lemma: for the uniform and the non-uniform case, obtained by
including or excluding the brackets respectively.

Note: Recall that ‘X is independent of § ' means:
Do, 0{0,1}" Prob{(x(nl) =a) OX@P= B)} = Prob X{M = a) - Prob X@ =)
and ‘X has the same distribution like X’ means :

Da{0,1}", Prob K =a) = Prob K@ =a)

We prove the Lemma for both uniform and non-uniform cases. As usual, the proof for the non-uniform case is
easier because it is possible to incorporate the necessary components instead of constructing them. In both
cases the proof explains the total lack of restrictions on the function
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Proof of the Lemma (Non-uniform case):

It is sufficient to prove that

Oc >0 [N, On >N, Da,p0{0,1}"
Prob|A(Es x(@). h(@). 1) = f (@] - Prob|A(Esy(B). h(@). 1) = f (@) < @

We will denote :

Py C Prob[A(EG(ln)(O(), h(a), 1) = f (a)}

=3

o & Prob|AEsqn(®), h(@, 1) =f ()

Assume by contradiction that the lemma does not hold. Then :

(k >0 ON Ch >N, Da,,By,0{0,1}" suchthat p,-q, = ic
n

We will show that this implies the existence of a polynomial distinguishing algorithm for which
(t >0 ON Ch >N, Ja,,B, J{0,1}" (which will be the samen,, , B, that were mentioned in the con-
tradiction assumption), such that

Prob|Ar(anoBn, s (@) = 1 ~ Prob|Ar(cnoB, EsanBn) =1 =

in contradiction with the scheme being secure in the sengedi§tinguishability.

The distinguishing algorithm Ar :

This algorithm is actually an infinite sequence of (non-uniform) circuigg:J. For each lengthn, the
circuit A, includes in its description the stringd (a,) and f (a,) (thus, the non-uniformity is used quite
strongly since f is not necessarily computable). Given an inputof, , Egany(y) (for yO{an, Bn}),
algorithm A,s simulatesA on the input: Eg1n(y), h(ay), 1".

If A(Egan(Y), h(ap), 1") = f (a,) , then Ay outputs 1. OtherwiseA,r outputs O .

Prob| Av(ainoBn, Ery(@n) =1 = Prob|A(Esqr(@n). h(an), 10 =1 (ay)] =Py

Prob Av(ainoBn, Ecry(B)) =1 = Prob| A (Bn). h(an), 1) = (ey)] =ay

Therefore,

PrOb|Ar(enBn, Ear(@n)) = 1 ~Prob|Ar(anon, Esan(®) =1 = pr-ap = —
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Proof of the Lemma (Uniform case):

The general idea of the proof is the same. We assume by contradiction that the Lemma does not hold,
and present an algorithm that contradicts the security in the seniselistinguishability of encryptions.
This time we will not be able to prove that fall (a, B) inequality (2) holds. We will prove instead, that
it is infeasible to find a pairo(, B) that violates inequality (2), and the Lemma will follow.
Denote X, = X o X@ ( recall that X® is the random variable which is independent X§ but with the

same distribution ). We define the following set ( of "distinguishable" pair{3 ) :

B g {(a,ﬁ) SooB 040,132, Prob[A(EG(ln)(or), h(a), 1") =f (0()} -

—Prob[A(EG(ln)(s),h(a), 1”)=f(0()} > nklc}

Claim: [Oc > 0N 0On > N, Prob ¥, 0B§) < %
n

Proof: We will introduce another seb§, :
D§ U {(0‘,[3) 0oB{0,1}?" O Ov s.t. Prob{A(EG(ln)(a), h(a), 1”):\J -

- Prob|A(Esn(®), h(@, 1=y > i}

nC
Obviously, B O Dy, and thus it is sufficient to prove that:

¢ >0 [N, On > N: Prob , D) < —
n

(note that the functionf plays no role in the definition of the séd; which explains why there are no res-
trictionson f .)

Assume by contradiction that

1

Co

(g >0 ON, Th >N, Prob, D) 2
n

We will show that this implies the existence of two polynomial algorithmAsand Arr , such that

Prob{F(l")=aoB: \Prob{A”(aoB, EG(ln)(a)):]} —Prob{A”(aoB, EG(ln)(B)):]} E %OJ > %O @3)
n n

in contradiction with the scheme being secure in the sensadistinguishability (according to the alterna-
tive formalization of security in the sense afdistinguishability ).
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F is a polynomial sampling algorithm foK,, (recall that X, = XX ). Such an algorithm exists since

X, is a polynomial random variable (&% , X2 are).

The algorithm A :

The general idea : foro() 0 D° the algorithm tries to find a valug, such that

probEA(EG(ln)(O(), h(a), 1) :V(J . Prob[A(EG(ln)(B), h(a), 1" = Vo} > n%" (4)

In order to ‘find’ such valuevy the algorithm estimates the probability of every to be a result of
A(Egany(a), h(a),1") or A(Egan(B).h(a),1"), by computing these values sufficiently many times.

The value v that gives the maximal difference for its relative frequency as an output of
A(Egny(a),h(a),1") and its relative frequency as an output Af(Eg ) (B),h(a),1") , will be chosen as

Vg . We will prove later that forvg inequality (4) holds ( up to a constant), with a probability close to 1.
Thus, A can now use this value to distinguish between the encryptions (in thefway) was used in the
non-uniform algorithm).

Input: aoB,t (t isfromthe Egn(a) sample or from theEgn(B) sample)

Step | © A computesEgny(a) and Egn(B), for N h2%* times (independently), and each
time computesA (Eg1n(a),h(a),1") and A(Egan(B), h(a), 1") (recall that the functionh is polynomi-

ally computable, and thuk (a) can be computed).

For each value v, obtained as an output of these computations, the difference of its relative frequency as an
output of A(Egan(a), h(a), 1") and its relative frequency as an output A{Eg 1 (B), h(a), 1)

is calculated. (These relative frequencies estimate IEA()Eg(ln)((x), h(a), 1") =\J

and Prob{A(EG(ln)(B), h(a), 1M =\J ).
Let vo be a value that gives the maximal difference (if there are several such values, one of them is chosen
arbitrarily). Note thatvy is a random variable defined over the probability space of runs of algorhion
inputs of the form Egin(y), h(a), 17).
Step Il :  Anr computesv =A(t, h(a), 17)

If v=vq then Arr outputs 1.

Otherwise: A outputs O .

End of the algorithm.

Assume € , B) 0 D:° . We will prove that :

1
o ()

Prob[Au(aoB o () = J} - Prob[A”(aoB  Eoa(®) = ]} >

Since the proof is quite long and technical, the exact details can be found in appendix A. We will give here
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only the intuition.
Since the sampling is large enough, the relative frequencies give quite an accurate estimation of the probabili-

ties Prob{A(EG(ln)(a), h(a), 1" =\J and Prob{A(EG(ln)(B), h(a), 1" =\% (the deviation can be bounded

1C0 with high probability). By the hypothesisa(B) O D;° implying that there exists such that
4n

by

1

Co

ProbA(Eo() (@), h(a), 17) = - Prob| AEe(®). h(a). 1) = = —

and using the definition of the random variablg , it follows that

1
4n

Co

Prob [A(EG (@), h(a), 1" = vcﬂ - Prob[A(EG an(®), h(@), 1) = v(ﬂ >

with probability closeto 1.

Thus, we have found a valuevy such that there is a significant difference between
Prob {A(EG(ln)(a), h(a), 1M =V(J and Prob{A(EG(ln)(B), h(a), 1M =V(J , and therefore, ifAn
outputs 1 iff A(t, h(a), 1")=v, it follows that there is a significant difference between
Prob {Au(aoB, Egm(a)) =]} and Prob{Au(aoB, Ec1(B) =]} :
We conclude that inequality (5) holds, foo,@) O D5 and since we assumed that the probability of sam-

pling a pair in D5 is greater thank%0 , it follows that F finds pairs that satisfy inequality (5) with a pro-
n

bability greater than% :
n

Inequality (3) follows, in contradiction with the scheme being secure in the sensedaftinguishability.
Therefore the contradiction hypothesis was false. Namely:

1
Oc>0INOn>N Prob,0D}) < —

nC
and this implies that

Oc>0[N On>N Prob, [0Bg) < — 0 (of the claim)
n

Using the above claim, we can now complete the Lemma’s proof.

Prob| A(Egun (XK), h (X)) = f (<) = Prob| A(Esn (), h(P) = f (<) =

= > Prob,=00p)" {Prob[A(EG(ln)(a), h(a), 1") =f (0()} -
(a,B) O BR

- Prob {A(EG(ln)(B), h(a), 1")=f (a)]] +
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+ > Prob &, =0aop)- {Prob[A(EG(ln)(a), h(a), 1")=f (a)} -
(a,B) I BR

- Prob {A(EG(ln)(B), h(a), 1") =f ((x)} <

< 3 ProbK,=aoB)+ Y Prob,=0aop): —=

(@,B) 0B (a,@) [ B n®

= Prob (X, [ BS) + — - Prob (X, [ BY) <
n

Therefore:
Oc > 0 [N/, On > Ny

Prob[A(EG(ln)(x#)), h (X)), 1”)=f(X$11))} —Prob[A(EG(ln)(X%Z)), h(X{), 1”)=f(><$11))} < %
n

The Lemma is thus proved, and Theorem 1 follows directly, as described in the proof sketmh.

2. Semantic security implies security in the sense dfidistinguishability.

For the sake of elegancy (...) we will prove that the convéngglication (semantic security implies
security in the sense ahdistinguishability) also holds. But, as was noted before, another condition must be
assumed.

Definition: An encryption scheme Q,E,D) is said to be decomposableiff given Egn(y) such that
y=aoB, Egan(B) canbe computedf is any suffix of y).

Theorem 2: If an encryption schemeGE,D) is decomposable and semantically secure, then it is also
secure in the sense afidistinguishability.

The condition of decomposability will be needed only in the uniform version of the theorem, and thus, it
can be omitted in the non-uniform one. Therefore - in the non-uniform case, both definitions of security are
equivalent. (Actually, even in the uniform case, this condition is too strong, since we will not use the ability
to computeEg n(B) for any B, a suffix of y, but only for B s.t. [B|=Y5{y|).
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Again, we prove the theorem in both uniform and non-uniform cases.

Proof of Theorem 2 (non-uniform case):

Assume by contradiction that the encryption scheme is not secure in the seisistinguishability.
In the non-uniform case this implies the existence of a constart 0 such that
ON, [h >N, [o,,B,0{0,1}":
1

C1

Prob|A(aneBn . Eg(@n)) =1 — Prob|A(anoBn . Esan(B) =1 > -

We will show that this contradicts the assumption that the scheme is semantically secure, i.e. it implies the
existence of a sequence of random variabl&s}{ functions h(Z,), and f (Z,), and a polynomial algo-

rithm Ar such that for every polynomial algorithmA:,r there exists a constant, > 0, such that

ON, Ch > N:

1

C2

Prob[A,(EG(ln)(zn) h(z), 1) =f (zn)} - Prob{Au(h @z, , 1 = f (zn)} > (6)

n

(which means that the algorithrAr ‘can do better’ than any other algorithm which is not given the encryp-

tion).

Define the random variabl&,, (not necessarily polynomial) as

v, if y=a,
Prob g, =y)=<% if y=f,
0  otherwise

The function h will be the null function (i.e Ar will use Egam(y), 1Y, and would not need any further
information).

The function f :
1 it y=a,
v ={o it y=B,
The case in whicho, =3, is not interesting, since in this case, the random variables defined by the computa-
tions of A on aoB and the encryptions ofx, or B, have the same distribution, which implies that the
contradiction assumption would not hold. Thus, we will consider only the case,&f 3, , in which f is
well defined.

The algorithm A :

Again, Ar is actually an infinite sequenceA{:} of polynomial circuits, and since each,r is non-
uniform it can include in it the stringx,, o3, .
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Input: Egany() » 1Y (yO{dn, Ba})-
Anr simulates A with the input a, o3, , Eg(1n(Y) , and outputs its outcome.

We now prove (6):

Prob [AI(EG(ln)(Zn) hz), M=t (zn)} -
- Prob g, = an)-Prob[A(anosn  Eoan(0n) = f (an)} ;

+ Prob @, = Bn)Prob| A(cyofn » Eary(Br)) = f (Br) =

Prob [A(C(n an , EG(l”)(an)) ]} + %-Prob {A(Gnoﬁn , EG(ln)(Bn)) =(% =

1,
2

= 2[Prob[A(anoBy , Esqn(@w) =1 +1- Prob[A(aney , Esqn(B) =1 | =
% 2 {Prob[A(anan  Esqn(@n) = ]} —Prob[A(anogn  Esan(Bn) = ]H > %+ -

(Last inequality follows from the contradiction hypothesis).
Thus, [, > 0 ON, On > N:

1,1
2 %

Prob[A,(EG(ln)(zn) h(Zy), 1=t (zn)} >
On the other hand, for every polynomial algorithfa: :
Prob {Au(h Z), 1" = (zn)} < %

since h(Z,) does not give any information o, , and given only the lengthn , the random variablez,
can assume the value,, or (3, with equal probability. Thusf (Z,) canbe 0 or 1 with equal probability,
and cannot be guessed successfully with a probability greaterithdit can be less thar¥z since Arr may
act ‘unreasonably’ and output a value that is notin {0,1}).

Therefore, for every polynomial algorithm : [0c, > 0 ON, On > N :

Prob{A,(EG(ln)(Zn) h(Z), 1" =t (zn)} - Prob[Au(h Z), 1) =1 (zn)} > % ¥

In contradiction with the scheme being semantically secure.
We conclude that G,E,D) is secure in the sense d@fidistinguishability. W

Proof of Theorem 2 (Uniform case):

The general idea is the same. We will assume that the scheme is not secure in the sense of indistingui-
shability, and reach a contradiction to the semantic security. In the uniform case, the random vZAgiable
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must be polynomial (i.e. samplable by a polynomial algorithm ), @&dmust be uniform, and thus cannot
include any information in it. Instead, the functidm is used to provide the required information - the pair

(@n,Bn) -

Assume by contradiction that the scheme is not secure in the senselistinguishability. That is, there
exist a sequence of polynomial random variableX, £ X{YoX®}, a probabilistic polynomial-time

algorithm A , and a constart > 0, such thatlIN, [On > N, 0B, O {0,1}2'n :
(1) Prob[anBrJ > 1
nC

(2) DooBOBy,:

Prob[A(aoB, Eg@n(a)) :]} - Prob{A(aoB, Ec1m(B) :]} > nklc

We prove the existence of a sequencgaliynomial-timerandom variables 4,} , a polynomially com-
putable functionh , a function f and a polynomial algorithmA: such that for every polynomial algorithm
An there exists a constaret > 0 such thatOON, On > N :

Prob [A,(EG(ln)(zn), h(zy), 1" = f (zn)} —Prob[An(h(Zn), M) = f (zn)} >+
n
contradicting the semantic security.
Here also, anyArr (even one which is not restricted to polynomial running time), given onlfy,) , will
have no information orz, or f (Z,) (which will be one bit), and thus will not be able to outpti{Z,) with

a probability greater thary2 .

The definition of Z,, :
Given a string a-B 0{0,1}2" it cannot be efficiently decided whetheaop is in B,, since no
polynomial-timesampling algorithm can distinguish the case

Prob|A(@sB . Eg(r(@) = 1 ~Prob[A(aoB, Esy(®) =1 =

(where €oB) O B, ), from the case

1 -
Prob [A((X OB ) EG(l”)(a)) = ]} - PI’Ob[A((XoB ) EG(l")(B)) = ]} = F -2™"
(i,e. (@oB)MB,). Thus, it will be difficult to create a random variablg, ranging over B, such that
Prob &, =aof) =Prob X, =aof|X, OBy) . Instead, we create a random variabl satisfying only
Prob @, O0By) > 1-2™", where

B, U {aos\aos 0{0,1}2" O Prob{A(aoB, Ec (@) =1} - Prob[A(aoB, Ecan(®) =]} > 2-?16}
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clearly, B, OB, .
The idea is to sample X,, trying to find a pair aof with the largest gap between

Prob {A(aoB, Egum(a)) = ]} and Prob[A(aoB, Ecan(B) = ]} . This pair is very likely to be inB,r .
Consider the following sampling algorithr8 (which samples pairs mostly iB, ):

1. RepeatN; times:
1.1 SampleX, (recall that X, is a polynomial random variable). Lat-p be the sampled string.
1.2 ComputeN, times independenthyA(aopB, Egany(a)) and A(aoB, Egan(B)) -

1.3 Estimate, according to the relative frequencies, F%K(ho[?), EG(ln)(a))zl} and

Prob [A (aoB, Egam(B)) = ]} and calculate the difference between these estimated probabilities.

2. Output the stringa o3 for which the difference of the estimated probabilities was maximal (If there are
several such strings, one is chosen arbitrarily).

End of algorithm.

Let T, £ s@).

We will skip here the formal details, but it can be shown, using similar arguments to those used while proving
inequality (5), that if N, is sufficiently large (fixed polynomial im¢), then the relative frequencies calcu-
lated in step 1.3, estimate quite accurately the real probabilities. AlsN,ifis large enough, then with a
probability which is very close to 1, one of the pairs sampledSys in B,, and therefore the output pair is

in B, . namely,

PrOb (I-n D Bn’) > 1_2_n

Intuitively, we can think of B,y as a ‘safety-zone’ surrounding,, : If we try to sample B, we might fall
outside of B,, , but since this ‘safety zone’ is wide enough, we are likely to stay inside it, and not fall out of
B, as well.

Let Y, be a random variable which is uniformly distributed over {0,1}. Feqr=dao.f such that
la|=|B|=n,lety U Boa , and let T, be defined similarly (i.e. to sampl&, , use the following algorithm:
Sample T, to get a stringy , and outputy).

Z, will be the following random variable:

OnoTn Yn =0
1"T, Yn=1

1

Note thatY,, and T, are independent.

Y, and T,, (and alsoT, ) are polynomially samplable, and thug, is a polynomial random variable.
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The functionh :
y o0=0
h(a"oy) :{y =1

thus, if Z, =0"c00B , h(Z,) =0aoB,andif Z,=1"oBoca , h(Z,) =aop.
In any case, givery, , h(Z,) gives back the value of}, that generated, .

The function f :

f(c"oy)=0

The algorithmA: :

Input: Egam(y) , h(y) , 1", ( wherey=c"oy;0y, suchthat|y; |=|y,|=n.)
The algorithm Ar, using the decomposability condition, computgg in(y2) (Y. =a or B). Then
Ar simulatesA with the input Eg1n(Y2) , h(Z,) (=aop) and outputs its outcome.

We have,

Prob {AI(EG(ln)(Zn) ,h(zy), 1" =f (Zn)J =

= Y Prob{,=aop)- PI’Ob{AI(EG(ln)(Zn) yh(Zy), 1M =1(2Z)| Ty = ao@ =
a.p{0,1}%"

= S Prob(,=aop) Prob [A,(EG(ln)(Zn) hZ), 1= (Z)[Ta = ao@ +
0.BOB,

+ Y Prob (rnzaos)-Prob[A,(EG(ln)(zn),h(zn), 1“):f(zn)\Tn:ao@ >
aoBfBy

> 5 Prob Ty =toB) - Prob| ArEsqr(Zy)  N(Za) , 10 = (Z0) Ty =tof =
0 oBOB,r

We will refer in the subsequent computations to a fixed peai3 O B, . We have

Prob [A:(EG(ln)(Zn) (@), I =f(Z)|Tn = qo@ -
= Prob (Y = 0)-Prob{A,(Ee(ln)(o"oaog) h(0"e0op), 1" = (o”oaog)] ¥
+Prob (v, = 1)-Prob[A.(EG(1n)(1“oBoa)  h(1"Boq), 1) = f (1%3&:)} =
= Prob (Y, = 0)-Prob[AI(EG(ln)(O”oaoB) LaoB, 17 :ci ;

+Prob (Y, = 1)-Prob[Ar(EG(1n)(1”oBocx) , 0oB, 1" = ]} =
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{Prob{A(aoB Ecan(®) = @+Prob[A(0(oB Eoqn (@) = ]ﬂ:

1
2
% { Prob{A(aoB Ecam(B) = ]} + PrOb[A(O‘OB’ Boan(@) = ]ﬂ -
1
27

> {Prob[A(aoB Ecam(a)) = ]} — Prob [A(O(OB, Ecan(B) = ]ﬂ 2 %Jr 4.ic

(last inequality useso(of3) 0 Byr ).
Thus ,we have

> Prob (T, =0aop)- Prob[A:(EG(ln)(Zn) ,h(zy), 1M =1(2Z,) T, = Go@ >

QOBDBHI
1 |_
> > Prob{l, =0aof)- ol =
aoBOBy 4'“

1 1 1 1 _
==+ Prob (M, OBy) = |= + -[1-21
L 4n° 0D o 0 B L 4-nC]
> e + (for large enoughn).
2 8n°

And this implies that: [cr > 0, 0N, On > N:

Prob|Ar(Es(@) . h(Z) , 1) = @) = 2+

Here also, for every polynomial algorithrA: :
Prob {Au(h Z), 1" = (zn)} < %

since given onlyaof (i.e. h(Z,) ), Z, can assume the values' @3 or 1"oBoa with equal probability,
and thusf (Z,) can be 0 or 1 with equal probability and cannot be guessed successfully with a probability
greater than¥z . Thus, for every polynomial algorithnd\r» : Ocr > 0, ON, On > N such that

Prob {AI(EG(ln)(Zn) h(Z), 1M =f (zn)} _Prob {Au(h Z), 1" = f (zn)} >t 1 1.1
2 n¢ 2 n¢
In contradiction with the scheme being semantically secure.

We conclude that G,E,D) is secure in the sense afdistinguishability. H
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APPENDIX A

Proof of inequality (5):
Namely, assumeo(p) O Dy° . Then

1
8n

Prob [An(aoB, Egm(a)) =]} - Prob [An(aoB, Ecan(B) =]} >

Co

Proof:
Throughout the prooh, a, B are fixed.
Consider the following notations:

;oL
nO

A, £ AEgan¥), h(@), 1" (yO{a,p)

Py(v) L prob Ay=V)

ISV(V) is defined as the relative frequency thatappears as an output &, , as estimated by sampliniy
times (i.e. by runningA(Egm (y), h(a), 1") N times). The intuition is thaﬂsa(v) estimatesP,(v) very
well.
AWv) £ Pa(v) -Pp(v)
By our assumption o, ) O D§, it follows that there existss such thatA(v) > €.
AWv) £ Pa(v) - Pp(v)
Thus, A(v) is the difference of the relative frequencies, and should estimate the real difference of the proba-

bilities (i.e. A(v) ).

vV, Biviaw) = 2

£
4
Vo, B {v:iaw) =€)

(Clearly V., OV520)

In all subsequent calculationgy (which gives the maximal difference of the relative frequencies i.e., the

2:cotl

maximal value ofA(v)) is a random variable defined according to thie=n computations ofArr .

Hence,vq is dependent solely upoArr and @,f) .
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Now,
Prob {An(aoB, Ecam(0)) =]} - Prob [An(aoB, Ec1n(B) =]} =
=Prob Ay =Vg) — Prob Ag =Vq) =
= ProbLAu =vg|vo O V1] -Prob o OVq) + Prob{Aa =vp|vo [ Vl} “Prob (o 1 Vq)
- Prob[AB =V |vo O vl} “Prob (o O V,) - Prob{AB =V |vo [ vﬂ - Prob (o I V3)

> {PrOb [AG =Vp ‘VO O V]J - Prob [AB =Vp ‘VO O V]ﬂ ‘Prob 6/0 O Vl) - Prob 6/0 l:l] Vl)

_ 2Ng?
Using the bound Protvg I V;) < 8e ® proved below, and the definition of; we get

Prob {An(ao[_’,, Egm(a)) :]J - Prob [An(aoB, Ecan(B) :]J >

2Ng? 2Ng?2 . 1

€ 16 16 _

> —-|1-8e -8e > —=
4 { J 8 8'nCO

Thus proving inequality (5).

_ 2Né?
claim: Prob (o V) < 8e 1©
recall thatvg gives the maximal difference of the relative frequencies.

Prob (/o [ V1) = Prob|vo 01 V; [A(ve) < % - Prob|A(vg) < %
~ € ~ €
+ Prob|vg 1 V, ‘A(vo) > E} -Prob|A(vg) = EJ
< Prob A(vo) < % (A1)
+ Prob|vg I V, ‘A(vo) > % (A2)

According to the contradiction assumptioX, # @. Let v, OV, .

According to the definition ofvg , A(vo) < % implies that for all v , A(v) < % (since vo gives the max-

imal value of A(v) ), in particular : A(vz) < % . Thus,

Prob|A(vg) < % < Prob|A(vy) < %
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A(vz) < % implies that A(v,) —A(vz) > g- % :% (sincev, OV, i.e. A(v) =2 €), and therefore,

Prob

Do) - A(v) > %

A(vz) < % < Prob

Since

BW2) = Bv2) = [Pa(v2) = Pu(v2)| + [Pp(v2) - Pova)|
(according to the definition ofA(v) and A(v) ), it follows that the event A(v,) —A(vz) > % " implies the
event ‘' R (vo) — Isa(vz) > % or I33(v2) —Pg(va) > %’.Therefore,

Prob Py (Va) = Py (V) > ﬂ + Prob{lsﬁ(vz) ~Pa(vy) > %

A(V,) = A(V,) > % < Prob

We will bound from above each of the components in the right side of the last inequality:
We defineN 0-1 random variablex{ ‘- x{; as follows (recall thatN is the number of the computations
of A(Egun(a), h(a), 1") and A(Egam(B), h(a), 1), as described in step | of algorithur ):

x{' =1 iff the i'th computation of A(Egn(a), h(a), 1) yields valuev, .
TheseN computations ofA(Egm(a), h(a), 1") are independent and therefong; -+ x§ are independent
random variables. Thus, we can use Chernoff bound to obtain:

_ 2Ne?
<2e 16

Prob{Pa(vz) — Py (V) =

N |

The random variablex? (1 <i < N) are defined similarly, and using the same arguments, we get the same
upper bound for the second component. Intuitively, these bounds indicate that the estimé‘g(mg and
Pg(v2) of the real probabilitiesP,(v2) and Pg(vy) were quite accurate.

Thus,

_ 2Ne?
Prob|A(vg) < % <4e 16 *)

which bounds (A1). We will prove now that (A2) is bounded similarly.

The event vy [ V; given A(vo) > % " implies the event ‘A(vo) - A(vg) > £

E_E, (since accord-
2 4 4

ing to the definition ofVy , A(vg) < %)

Using the same arguments as before, we obtain that:
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Prob

R _ 2Ne?
Vo [ V1 |A(vp) > % < 4e 1° (%)

Bounding (Al) and (A2) according to (*) and (**) respectively, we conclude that

_ 2Ng?
Prob (o ] V,) < 8e 16 O
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