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Abstract

Informally, an obfuscator O is an (e cient, probabilistic) \compiler" that takes as inp ut a
program (or circuit) P and produces a new programO(P) that has the same functionality as
P yet is \unintelligible" in some sense. Obfuscators, if they exist, would have a wide variety
of cryptographic and complexity-theoretic applications, ranging from software protection to
homomorphic encryption to complexity-theoretic analogues of Rice's theorem. Most of these
applications are based on an interpretation of the \unintelligibility” condition in obfuscation
as meaning that O(P) is a \virtual black box," in the sense that anything one can e ciently
compute givenO(P), one could also e ciently compute given oracle access td.

In this work, we initiate a theoretical investigation of obf uscation. Our main result is that,
even under very weak formalizations of the above intuition,obfuscation is impossible. We prove
this by constructing a family of e cient programs P that are unobfuscatablein the sense that
(a) given any e cient program PP? that computes the same function as a programP 2 P, the
\source code" P can be e ciently reconstructed, yet (b) given oracle accessto a (randomly
selected) programP 2 P, no e cient algorithm can reconstruct P (or even distinguish a certain
bit in the code from random) except with negligible probability.

We extend our impossibility result in a number of ways, including even obfuscators that
(a) are not necessarily computable in polynomial time, (b) oly approximately preserve the
functionality, and (c) only need to work for very restricted models of computation (TC °). We
also rule out several potential applications of obfuscatos, by constructing \unobfuscatable"
signature schemes, encryption schemes, and pseudorandommétion families.
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orem, software watermarking, pseudorandom functions, stastical zero knowledge
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1 Introduction

Past theoretical research in cryptography had amazing sucess in putting most of the classical
cryptographic problems | encryption, authentication, pro tocols | on complexity-theoretic foun-
dations. However, there still remain several important prablems in cryptography about which
theory has had little or nothing to say. One such problem is that of program obfuscation. Roughly
speaking, the goal of (program) obfuscation is to make a pragm \unintelligible" while preserving
its functionality. Ideally, an obfuscated program should be a \virtual black box," in the sense that
anything one can compute from it one could also compute from lte input-output behavior of the
program.

The hope that some form of obfuscation is possible arises fno the fact that analyzing programs
expressed in rich enough formalisms is hard. Indeed, any pgrammer knows that total unintel-
ligibility is the natural state of computer programs (and one must work hard in order to keep a
program from deteriorating into this state). Theoreticall y, results such as Rice's Theorem and the
hardness of theHalting Problem and Satisfiability all seem to imply that the only useful
thing that one can do with a program or circuit is to run it (on i nputs of one's choice). However,
this informal statement is, of course, highly speculative,and the existence of obfuscators requires
its own investigation.

To be a bit more clear (though still informal), an obfuscator O is an (e cient, probabilistic)
\compiler" that takes as input a program (or circuit) P and produces a new progran®©(P) satisfying
the following two conditions:

(functionality) O(P) computes the same function asP.

(\irtual black box" property) \Anything that can be e cien  tly computed from O(P) can be
e ciently computed given oracle access toP."

While there are heuristic approaches to obfuscation in pratice (cf., Figure 1 and [CT]), there
has been little theoretical work on this problem. This is unfortunate, since obfuscation, if it were
possible, would have a wide variety of cryptographic and comlexity-theoretic applications.

In this work, we initiate a theoretical investigation of obf uscation. We examine various formal-
izations of the notion, in an attempt to understand what we can and cannot hope to achieve. Our
main result is a negative one, showing that obfuscation (astiis typically understood) is impossible
Before describing this result and others in more detail, we otline some of the potential applications
of obfuscators, both for motivation and to clarify the notion.

1.1 Some Applications of Obfuscators

Software Protection. The most direct applications of obfuscators are for variousorms of soft-
ware protection. By de nition, obfuscating a program protects it against reverse engineering. For
example, if one party, Alice, discovers a more e cient algoiithm for factoring integers, she may wish
to sell another party, Bob, a program for apparently weaker tasks (such as breaking the RSA cryp-
tosystem) that use the factoring algorithm as a subroutine wthout actually giving Bob a factoring
algorithm. Alice could hope to achieve this by obfuscating he program she gives to Bob.

Intuitively, obfuscators would also be useful in watermarking software (cf., [CT, NSS]). A
software vendor could modify a program's behavior in a way ttat uniquely identi es the person to
whom it is sold, and then obfuscate the program to guarantee hat this \watermark" is di cult to
remove.



#include<stdio.h> #include<string.h>
main(){char*O,I[999]=""acgo\177~[xp .
-\OR"8)NJ6%K40+A2M(*0ID57$3G1FBL";
while(O=fgets(I+45,954,stdin))}{*I=0O[
strlen(O)[O-1]=0,strspn(O,I+11)];
while(*O)switch((*I&&isalnum(*O))-1*1)
{case-1:{char*I=(O+=strspn(O,l+12)
+1)-2,0=34;while(*|&3&&(0=(0-16<<1)+
*[---'-"<80);putchar(0&93?*|

&8||'( I=memchr( | , O, 44 ) ) ?'?"
I-1+47:32); break; case 1: ;}*I=
(*O&31)[I-15+(*O>61)*32];while(putchar
(45+*1%2),(*I=*1+32>>1)>35); case O:
putchar((++0O ,32));}putchar(10);}}

Figure 1: The winning entry of the 1998International Obfuscated C Code Contestan ASCII/Morse
code translator by Frans van Dorsselaer [vD] (adapted for ths paper).

Removing Random Oracles. The Random Oracle Model [BR] is an idealized cryptographic
setting in which all parties have access to a truly random furection. It is (heuristically) hoped that

protocols designed in this model will remain secure when impmented using an e cient, publicly

computable cryptographic hash function in place of the randm function. While it is known that

this is not true in general [CGH], it is unknown whether there exist e ciently computable functions

with strong enough properties to be securely used in place dhe random function in various speci ¢
protocolst. One might hope to obtain such functions by obfuscating a fanily of pseudorandom
functions [GGM], whose input-output behavior is by de niti on indistinguishable from that of a
truly random function.

Transforming Private-Key Encryption into Public-Key Encr yption.  Obfuscation can
also be used to create new public-key encryption schemes byfuscating a private-key encryption
scheme. Given a secret ke of a private-key encryption scheme, one can publish an obfusition
of the encryption algorithm Enck . This allows everyone to encrypt, yet only one possessing th
secret keyK should be able to decrypt.

Interestingly, in the original paper of Di e and Hellman [DH ], the above was the reason given to
believe that public-key cryptosystems might exist even thaigh there were no candidates known yet.

1We note that the results of [CGH] can also be seen as ruling out a very strong \virtual black box" de nition

of obfuscators. This is because their result implies that no obfuscator applied to any pseudorandom function family
could work for all protocols, while a very strong virtual bla ck box de nition would guarantee this. We note, however,
that our main results rule out a seemingly much weaker de nit ion of obfuscation. Also, we note that ruling out
strong virtual black box de nitions is almost immediate: Fo r example, one thing that can be e ciently computed
from O(P) is the program O(P) itself. However, for any program P corresponding to a function that is hard to learn
from queries, it would be infeasible to produce any program equivalent to P in functionality given only oracle access
to P.



That is, they suggested that it might be possible to obfuscae a private-key encryption scheme?

Homomorphic Encryption. A long-standing open problem in cryptography is whetherhomo-
morphic encryption schemes exist (cf., [RAD, FM, DDN, BL, SYY]). That is, we seek a secure
public-key cryptosystem for which, given encryptions of two bits (and the public key), one can
compute an encryption of any binary Boolean operation of th@e bits. Obfuscators would allow
one to convert any public-key cryptosystem into a homomorphc one, by using ideas as in the
previous paragraph. Speci cally, use the secret key to corieuct an algorithm that performs the
required computations (by decrypting, applying the Boolean operation, and encrypting the result),
and publish an obfuscation of this algorithm along with the public key.

1.2 Our Main Results

The Basic Impossibility Result. Most of the above applications rely on the intuition that an
obfuscated program is a \virtual black box." That is, anythi ng one can e ciently compute from
the obfuscated program, one should be able to e ciently compte given just oracle access to the
program. Our main result shows that it is impossible to achieve this notion of obfuscation. We
prove this by constructing (from any one-way function) a family P of e cient programs (in the
form of Boolean circuits) that is unobfuscatablein the sense that

Given any e cient program Pthat computes the same function as a programP 2 P, the
\source code"P can be reconstructed very e ciently (in time roughly quadra tic in the running
time of P9.

Yet, given oracle access to a (randomly selected) progran® 2 P, no e cient algorithm
can reconstruct P (or even distinguish a certain bit in the code from random) exept with
negligible probability.

Thus, there is no way of obfuscating the programs that compué these functions, even if (a) the
obfuscator itself has unbounded computation time, and (b) the obfuscation is meant to hide only
one bit of information about the function. We also note that t he family P is a family of circuits,
which means they take inputs of a speci ¢ bounded size and prduce outputs of a speci ¢ bounded
size, which could be known to a potential obfuscator, makingthe job of obfuscation seemingly
easier.

We believe that the existence of such functions shows that ta \virtual black box" paradigm for
general-purpose obfuscators is inherently awed. Any hopeor positive results about obfuscator-
like objects must abandon this viewpoint, or at least be recaciled with the existence of functions
as above.

2From [DH]: \A more practical approach to nding a pair of easi ly computed inverse algorithms E and D such
that D is hard to infer from E, makes use of the di culty of analyzing programs in low level languages. Anyone who
has tried to determine what operation is accomplished by someone else's machine language program knows thate
itself (i.e., what E does) can be hard to infer from an algorithm for E. If the program were to be made purposefully
confusing through the addition of unneeded variables and statements, then determining an inverse algorithm could be
made very di cult. Of course, E must be complicated enough to prevent its identi cation fro m input-output pairs.

Essentially what is required is a one-way compiler: one that takes an easily understood program written in a
high level language and translates it into an incomprehensible program in some machine language. The compiler is
one-way because it must be feasible to do the compilation, but infeasible to reverse the process. Since e ciency in
size of program and run time are not crucial in this applicati on, such compilers may be possible if the structure of
the machine language can be optimized to assist in the confuson."

4



Approximate Obfuscators. The basic impossibility result as described above appliesa ob-
fuscators O for which we require that the obfuscated programO(P) computes exactly the same
function as the original program P. However, for some applications it may su ce that, for every

input x, the programs O(P) and P agree onx with high probability (over the coin tosses of O).

Using some additional ideas, our impossibility result exteds to suchapproximate obfuscators

Impossibility of Applications. To give further evidence that our impossibility result is not
an artifact of de nitional choices, but rather is inherent i n the \virtual black box" idea, we also
demonstrate that several of the applications of obfuscataos are impossible. We do this by construct-
ing unobfuscatablesignature schemes, encryption schemes, and pseudorandoomttions. These are
objects satisfying the standard de nitions of security, but for which one can e ciently compute the
secret keyK from any program that signs (or encrypts or evaluates the pseudorandom fungon,
resp.) relative to K. Hence handing out \obfuscated forms" of these keyed-algathms is highly
insecure.

In particular, we complement Canetti et. al.'s critique of t he Random Oracle Methodology [CGH].
They show that there exist (contrived) protocols that are secure in the idealized Random Oracle
Model (of [BR]), but are insecure when the random oracle is replaced withany (e ciently com-
putable) function. Our results imply that for even for natural protocols that are secure in the
random oracle model, (e.g., Fiat-Shamir type schemes [FS])there exist (contrived) pseudoran-
dom functions, such that these protocols are insecure whenhe random oracle is replaced with
any program that computes the (contrived) pseudorandom function. We mention that, subsequent
to our work, Barak [Barl] constructed arguably natural protocols that are secure in the random
oracle model (e.g. those obtained by applying the Fiat{Shanir heuristic [FS] to his public-coin
zero-knowledge arguments) but are insecure when the randoraracle is replaced by any e ciently
computable function.

Obfuscating restricted complexity classes. Even though obfuscation of general programs/circuits
is impossible, one may hope that it is possible to obfuscate ore restricted classes of computations.
However, using the pseudorandom functions of [NR] in our costruction, we can show that the
impossibility result holds even when the input program P is a constant-depth threshold circuit
(i.e., is in TC 9), under widely believed complexity assumptions (e.g., thehardness of factoring).

Obfuscating Sampling Algorithms. Another way in which the notion of obfuscators can be
weakened is by changing the functionality requirement. Up b now, we have considered programs
in terms of the functions they compute, but sometimes one isriterested in other kinds of behavior.
For example, one sometimes considersampling algorithms| probabilistic programs that, when
fed a uniformly random string (of some length) as input, produce an output according to some
desired distribution. We consider two natural de nitions o f obfuscators for sampling algorithms,
and prove that the stronger de nition is impossible to meet. We also observe that the weaker
de nition implies the nontriviality of statistical zero kn owledge.

Software Watermarking. As mentioned earlier, there appears to be some connection tveeen
the problems of software watermarking and code obfuscationWe consider a couple of formalizations
of the watermarking problem and explore their relationship to our results on obfuscation.



1.3 Discussion

Our work rules out the standard, \virtual black box" notion o f obfuscators as impossible, along
with several of its applications. However, it does not mean hat there is no method of making
programs \unintelligible” in some meaningful and precise £nse. Such a method could still prove
useful for software protection.

Thus, we consider it to be both important and interesting to understand whether there are
alternative senses (or models) in which some form of obfustian is possible. Toward this end, we
suggest two weaker de nitions of obfuscators that avoid the\virtual black box" paradigm (and
hence are not ruled out by our impossibility results). Thesede nitions could be the subject of
future investigations, but we hope that other alternatives will also be proposed and examined.

As is usually the case with impossibility results and lower unds, we show that obfuscators
(in the \virtual black box" sense) do not exist by presenting a somewhat contrived counterexample
of a function ensemble that cannot be obfuscated. It is inteesting whether obfuscation is possible
for a restricted class of algorithms, which nonetheless cadains some \useful" algorithms. This
restriction should not be con ned to the computational complexity of the algorithms: If we try to
restrict the algorithms by their computational complexity , then there's not much hope for obfusca-
tion. Indeed, as mentioned above, we show that (under widelybelieved complexity assumptions)
our counterexample can be placed inTC °. In general, the complexity of our counterexample is
essentially the same as the complexity of pseudorandom futions, and so a complexity class that
does not contain our example will also not contain many crypbgraphically useful algorithms.

For further (nontechnical) discussion and interpretation of our results, the interested reader is
referred to [Bar2].

1.4 Related Work

A fair number of heuristic approaches to obfuscation and sdivare watermarking have been proposed
in the past, as described in the survey of Collberg and Thombison [CT]. A theoretical study of
software protection, based on some tamper-proof hardwareyas previously conducted by Goldreich
and Ostrovsky [GO].

Hada [Had] gave some de nitions for code obfuscators that a stronger than the de nitions we
consider in this paper, and showed some implications of thexéstence of such obfuscators. (Our
result rules out also the existence of obfuscators accordinto the de nitions of [Had].)

Canetti, Goldreich and Halevi [CGH] showed another settingin cryptography where getting a
function's description is provably more powerful than bladk-box access. As mentioned above, they
showed that there exist protocols that are secure when exeted with black-box access to a random
function, but insecure when instead the parties are given a dscription of any explicit function.

Related work that was done subsequent to the original publiation [BGI*] of our results is
reviewed in Section 9.

1.5 Organization of the Paper

In Section 2, we give some basic de nitions along with (very veak) de nitions of obfuscators (within
the virtual black box paradigm). In Section 3, we prove the impossibility of obfuscators by con-
structing an unobfuscatable family of programs. In Section4, we give a number of extensions of
our impossibility result, including impossibility result s for obfuscators that only need to approxi-
mately preserve functionality, for obfuscators computabk in low circuit classes, and for some of the
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applications of obfuscators. (We also show that our main immssibility result does not relativize.)
This completes the main part of our paper.

Various rami cations are pursued in the rest of the paper. In Section 5, we discuss some con-
jectural complexity-theoretic analogues of Rice's Theoren, and use our technigues to show that
one of these is false. In Section 6, we examine notions of olsitators for sampling algorithms. In
Section 7, we propose weaker notions of obfuscation that areot ruled out by our impossibility
results. In Section 8, we discuss the problem of software watmarking and its relation to obfus-
cation. Finally, in Section 9, we mention some directions fo further work in this area, as well as
progress subsequent to the original versions of our paper [Bl*].

2 De nitions

2.1 Preliminaries

In addition to the notation mentioned below, we refer to numerous standard concepts from cryp-
tography and complexity theory. These can be found in [Gol1,Gol2] and [Sip], respectively.

Standard computational notation. We use the shorthandTM for Turing machine, and the
shorthand PPT for probabilistic polynomial-time Turing machine. By circuit we refer to a standard
Boolean circuit with AND,OR and NOT gates. If C is a circuit with n inputs and m outputs, and
x 2 f0;1g", then by C(x) we denote the result of applyingC on input x. We say that C computes
a function f : f0;1g" ! f 0;1g™ if for any x 2 f0;1g", it holds that C(x) = f(x). If A is a
probabilistic Turing machine, then by A(x;r) we refer to the result of running A on input x and
random tape r, and by A(x) we refer to the distribution induced by choosing r uniformly and
running A(x;r). By a randomized circuit, we mean a circuit that may additionally make use of
special gates calledrandomness gates Each randomness gate in a randomized circuit takes no
input, and outputs a uniformly and independently chosen bit. If C is a randomized circuit, then
C(x) will refer to the distribution obtained by evaluating the r andomized circuit C on input x. We
will sometimes abuse notation and also us€(x) to refer to a value y sampled from the distribution
C(x). We will identify Turing machines and circuits with their ¢ anonical representations as strings
in fO;1g .

For a circuit C, we denote by ] the function computed by C. Similarly if M is a TM, then
we denote by M ] the (possibly partial) function computed by M.

Non-standard notation regarding computation with oracles . We need to deviate from the
standard conventions regarding using subroutines (or ordes), because a user having access to a
code can run the code on a selected inpufor a number of steps of her choicé Thus, black-box
access to a program should mean access to the function that tens the result of running the
program on a given input for a given number of steps. Thus, fora TM M, we denote byhM i the
function de ned as

M i (Lt x) def : y if M (x) halts with output y after at most t steps
' ? otherwise.

3The point is that the actual running-time of a TM on a particul ar input may be smaller than the TM's a
priori known time-bound. In this case, it is conceivable that a user having access to the code can learn the actual
running-time of the TM on inputs of its choice, and we need to r e ect this ability in the oracle-aided computation.



This convention is unnecessary when dealing with circuitssince the \running time" of a circuit on

each adequate input equals the predetermined size of the @uit. For simplicity, in both cases, we
denote by AP (x) the output of algorithm A when executed on inputx and oracle access t®. If P

is a TM, then AP (x) is actually a shorthand for the standard notation A™!(x), which represents
the output of algorithm A when executed on inputx and oracle access to the functioriPi. If P is
a circuit, then AP (x) is a shorthand for the standard notation AP1(x), which represents the output
of algorithm A when executed on inputx and oracle access to the function®] (i.e., the function
computed by P).

Probabilistic notation. If D is a distribution, then by x © D we mean that x is a random
variable distributed according to D. If S is a set, then by x " S we mean that x is a random
variable that is distributed uniformly over the elements of S. The support of distribution D, i.e.,
the set of points that have nonzero probability under D, is denoted SuppD). (Thus, x ¥ D and
x " Supp(D) are the same only ifD is distributed uniformly over its support.)

A function :N! N is called negligible if it grows slower than the inverse of any polynomial.
That is, for any positive polynomial p( ) there existsN 2 N such that (n) < 1=p(n) forany n > N .
We will sometimes use neg( to denote an unspeci ed negligible function.

2.2 Obfuscators

In this section, we aim to formalize the notion of obfuscatos based on the \virtual black box"
property as described in the introduction. Recall that this property requires that \anything that

an adversary can compute from an obfuscatiorO(P) of a program P, it could also compute given
just oracle access taP." We shall de ne what it means for the adversary to successfily compute
something in this setting, and there are several choices fathis (in decreasing order of generality):

(computational indistinguishability) The most general ch oice is not to restrict the nature of
what the adversary is trying to compute, and merely require that it is possible, given just
oracle access t@, to produce an output distribution that is computationally indistinguishable
from what the adversary computes when givenO(P).

(satisfying a relation) A weaker alternative is to considerthe adversary as trying to produce
an output that satis es a predetermined (possibly polynomial-time) relation with the original
program P, and require that it is possible, given just oracle access td®, to succeed with
roughly the same probability as the adversary does when give O(P).

(computing a function) An even weaker requirement is to restict the previous requirement to
relations that are functions; that is, the adversary is trying to compute some predetermined
function of the original program.

(computing a predicate) The weakest alternative is obtainal by restricting the previous re-
quirement to f0;1g-valued functions; that is, the adversary is trying to decide some prede-
termined property of the original program.

An equivalent* formulation is obtained by following the rst alternative, with the crucial
di erence of allowing only one-bit outputs. That is, we require that it is possible, given just

4See Footnote 6.



oracle access td?, to produce an output distribution that is statistically ¢l ose to thesingle-bit
distribution that the adversary produces when givenO(P).

The rst two requirements are easily seen to be impossible taneet, in general. Consider a relation
(or a distinguisher) R such that R(P; P9 accepts if programsP%and P agree on many randomly
chosen inputs (say fromf 0; 1g¥, wherek is the security parameter). An adversary given an obfus-
cation O(P) can easily satisfy this relation by outputting P°= O(P). But it is infeasible to satisfy
the relation given oracle access td?, if P is a program that is hard to learn from queries (even
approximately, with respect to the uniform distribution on f0;1g*); for example, if P comes from
a family of pseudorandom functions.

Since we will be proving impossibility results, our resultsare strongest when we adopt the
weakest requirement (i.e., the last one). This yields two denitions for obfuscators, one for programs
de ned by Turing machines and one for programs de ned by ciraiits.

De nition 2.1 (TM obfuscator) A probabilistic algorithm O is a TM obfuscator for the collec-
tion F of Turing machines if the following three conditions hold:

(functionality) For every TM M 2 F, the string O(M) describes a TM that computes the
same function asM .

(polynomial slowdown) The description length and running ime of O(M ) are at most polyno-
mially larger than that of M. That is, there is a polynomial p such that for every TMM 2 F,
jOM)j  p(jM]), and if M halts in t steps on some inputx, then O(M) halts within p(t)
steps onx.

(\virtual black box" property) For any PPT A, there is a PPT S and a negligible function
such that for all TMs M 2 F, it holds that
h = i
Pr[A(OM))=1] Pr s™Mi@@iMiy=1 (M j):

We say that O is e cient if it runs in polynomial time. If we omit specifying the collection F, then
it is assumed to be the collection of all Turing machines.

We stress that Turing machines merely provide a formalizaton of \programs" (and that we could
have alternatively considered programs de ned by some gemalized C-like programming language).
In our context, the size of the program is the size of the Turirg machine. Thus, unlike many other
contexts in cryptography or complexity theory, for us the sizes of the Turing machines to be
obfuscated are not meant to be thought of as \constants" (which would have made the notion of
obfuscation trivial). °

De nition 2.2 (circuit obfuscator) A probabilistic algorithm O is a (circuit) obfuscator for the
collection F of circuits if the following three conditions hold:

5This is similar to the way in which Turing machine sizes are tr eated when studying forms of the Bounded Halting
problem (e.g. given a Turing machine M and a time bound t, does M accept the empty string within t steps?),
which are often trivialized if the Turing machine is restric ted to be of constant size. In general, one should not view
program sizes as constant when the programs themselves areriputs (as in obfuscation and in the Bounded Halting
problem).



(functionality) For every circuit C 2 F, the string O(C) describes a circuit that computes the
same function asC.

(polynomial slowdown) There is a polynomialp such that for every circuit C 2 F, we have
that jO(C)j  p(iCj).

(\virtual black box" property) For any PPT A, there is a PPT S and a negligible function
such that for all circuits C 2 F, it holds that

h N [
Pr[A(O(C))=1] Pr S¢@%)=1 (Ci):

We say that O is e cient if it runs in polynomial time. If we omit specifying the collection F, then
it is assumed to be the collection of all circuits.

We call the rst two requirements (functionality and polyno mial slowdown) the syntactic re-
qguirements of obfuscation, as they do not address the issue of securityt all.

There are a couple of other natural formulations of the \virtual black box" property. The rst,
which was mentioned in the foregoing informal discussion,gquires that, for every predicate , the
probability that A(O(C)) = (C) is at most the probability that S€(1/€1) = (C) plus a negligible
term. Clearly, the simulation of any single-bit output dist ribution implies the ability to match the
probability of guessing the value of any predicate, and the onverse holds by considering a predicate
that is undetermined on every set of functionally equivalernt programs.®

Another formulation refers to the distinguishability betw een obfuscations of two TMs/circuits:
Speci cally, for every C; and Co, it holds that jPr[A(O(C1)) =1] Pr[A(O(Cy)) =1] | is approx-
imately equal to jPr SC1(1Cu;1€)=1  Pr SC2(1€u; 1) =1 j. This de nition appears to
be slightly weaker than the ones above, but our impossibiliy proof also rules it out.

Note that in both de nitions, we have chosen to simplify the de nition by using the size of
the TM/circuit to be obfuscated as a security parameter. One can always increase this length by
padding to obtain higher security.

The main di erence between the circuit and TM obfuscators isthat a circuit computes a function
with nite domain (all the inputs of a particular length) whi le a TM computes a function with
in nite domain. Note that if we had not restricted the size of the obfuscated circuit O(C), then the
(exponential size) list of all the values of the circuit would be a valid obfuscation (provided we allow
S running time poly(jO(C)j) rather than poly(jCj)). For Turing machines, it is not clear how to

5Needless to say, a rigorous proof requires a rigorous de nition of the alternative condition, which we avoided in
the main text. Loosely speaking, such a formulation may requ ire that for every predicate  and every PPT A, there
is a PPT S and a negligible function  such that for any distribution on programs C, it holds that

h i
Pr[A(O(C))= (C)] Pr s°@%)= (C) + (Cj):

Note that it su ces to consider all (\degenerate") distribu tions C that have support size 1. Now, it is clear that the
simulation of the distribution A(O(C)) allows to match, for every predicate , the probability that A(O(C))= (C).
On the other hand, consider a predicate such that for every program C there exist functionally equivalent programs
Co; C1 such that jCoj = jCij = jCj and (C ) = . Then, the ability to simulate A(O(C)) follows from the
hypothesis that there gxists an S such that; for every C and every 2f 0;1g it holds that Pr[ A(O(C ))= (C )]is

upper-bounded by Pr S¢ (1€ )= (C ) + (jC j), since S€(1¢)) = S€ (1€ ) for both
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construct such an obfuscation, even if we are allowed an expential slowdown. Hence obfuscating
TMs is intuitively harder. Indeed, it is quite easy to prove:”’

Proposition 2.3 If a TM obfuscator exists, then a circuit obfuscator exists.

Thus, when we prove our impossibility result for circuit obfuscators, the impossibility of TM ob-
fuscators will follow. However, considering TM obfuscatos will be useful as motivation for the
proof.

We note that, from the perspective of applications, De niti ons 2.1 and 2.2 are already too weak
to have the wide applicability discussed in the introduction, cf. [HMS, HRSV]. The point is that
they are neverthelessmpossibleto satisfy (as we will prove).8

We also note that the de nitions are restricted to obfuscating deterministic algorithms; this re-
striction only makes our negative results stronger (since ay obfuscator for probabilistic algorithms
should also work for deterministic algorithms). Nevertheless, in Section 6 we discuss possible de -
nitions of obfuscation for a special type of probabilistic dgorithms (i.e., sampling algorithms, which
get no \real" input).

3 The Main Impossibility Result

To state our main result we introduce the notion of an unobfusatable circuit ensemble®

De nition 3.1  An unobfuscatable circuit ensembleis an ensemblefH gy, Of distributions Hy
on circuits (from, say, f0;1g'n (k) to f0; 1g'e« (K)) satisfying:

(e cient computability) Every circuit C 2 Supp(Hy) is of size poly(k). Moreover, C H
can be sampled uniformly inpoly(k)-time.
(unlearnability) 1°

S
There exists a polynomial-time computable function : |, Supp(Hy) !'f 0;1g such that
(C) is pseudorandom given black-box access @ H . That is, for every PPT S

Pr [S®( (C))=1] Pr [S€(2)=1]  negk)
C K C k;z? 0;1g (C)i

(reverse-engineerability)* C is easy to reconstruct given any equivalent circuit: There rists
a polynomial-time algorithm A such that for everyC 2 |, Supp(Hk) and every circuit co
that computes the same function a<C it holds that A(C%Y = C.

"Given a circuit (on n-bit inputs) to be obfuscated, construct a Turing machine th at emulates it, apply the
TM-obfuscator to this TM, and output a circuit that emulates  the latter (on inputs of length n).

8These de nitions or even weaker ones, may still be useful when considering obfuscation as an end in itself, with
the goal of protecting software against reverse-engineerig, cf. [GR].

%In the preliminary version of our paper [BGI *], this is referred to as a totally unobfuscatable function ensemble

0 The term \learnable" is used here in an intuitive sense that i s somewhat di erent from its meaning in computa-
tional learning theory (see [KV]). On the one hand, we only re quire the learner to distinguish  (C) from random.
On the other hand, the de nition allows (C) to be a function of the source code C rather than its functionality.
However, in our construction (C) will in fact depend only on the functionality of C, making the task more akin to
learning.

we assume that any circuit has size that is greater than the number of its inputs. Thus, the length of the
description of C°is at least lir (k), which in our construction will be polynomially related to the length of the
description of C (so A has at least enough time to write C).
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The reverse-engineerability condition says that the soure codeC can be completely reverse-
engineered given any program computing the same function. ®the other hand the unlearnability
condition implies that it is infeasible to reverse-enginee the source code given only black-box access
to C. We note that for the purpose of the main impossibility resul, it would have su ced for the
function  to have a single bit output. (We will make use of the longer psedorandom output
of in later results.) Putting the two items together, it follow s that, when given only black-box
access toC, it is hard to nd any circuit computing the same function asC. In the language of
learning theory (see [KV]), this says that an unobfuscatabg circuit ensemble constitutes a concept
class that is hard to exactly learn with queries On the other hand, any concept class that can be
exactly learned with queries is trivially obfuscatable (according even to the strongest de nitions of
obfuscation), because we can use the output of the learninglgorithm when given oracle access to
a function C in the class as an obfuscation ofC.

We prove in Theorem 3.10 that, assuming one-way functions asgt, there exists an unobfus-
catable circuit ensemble. This implies that, under the sameassumption, there is no obfuscator
that satis es De nition 2.2 (actually we prove the latter fa ct directly in Theorem 3.7). Since the
existence of ane cient obfuscator implies the existence of one-way functions (Lema 3.8), we
conclude that e cient obfuscators do not exist (unconditio nally).

However, the existence of unobfuscatable circuit ensembleas even stronger implications. As
mentioned in the introduction, these programs cannot be obfiscated even if we allow the following
relaxations to the obfuscator:

1. The obfuscator does not have to run in polynomial time | it ¢ an be any random process.

2. The obfuscator only has to work for programs in SuppHy) and only for a nonnegligible
fraction of these programs under the distributionsHy.

3. The obfuscator only has to hide ana priori xed property (e.g. the rst bit of  (C)) from
an a priori xed adversary A.

Structure of the proof of the main impossibility result. We shall prove our result by
rst de ning obfuscators that are secure also when applied b several (e.g., two) algorithms, and
proving that such obfuscators do not exist. Next, we shall malify the construction in this proof to

prove that TM obfuscators in the sense of De nition 2.1 do not exist. Then, using an additional
construction (which requires one-way functions), we will prove that a circuit obfuscator as de ned
in De nition 2.2 does not exist if one-way functions exist. We will then observe that our proof
actually yields an unobfuscatable circuit ensemble (Theoem 3.10).

3.1 Obfuscating two TMs/circuits

Obfuscators as de ned in the previous section provide a \vitual black box" property when a
single program is obfuscated, but the de nitions do not say anything about what happens when
the adversary can inspect more than one obfuscated programlin this section, we will consider
extensions of those de nitions to obfuscating two programs and prove that they are impossible to
meet. The proofs will provide useful motivation for the impossibility of the original one-program
de nitions.

De nition 3.2 (2-TM obfuscator) A 2-TM obfuscator is de ned in the same way as a TM
obfuscator, except that the \virtual black box" property isstrengthened as follows:

12



(\irtual black box" property) For any PPT A, there is a PPT S and a negligible function
such that for all TMs M and N, it holds that
h i
PrA(O(M);O(N))=1] Pr SMUMI(IMI*iNIy =1 (minfj Mj; N jg)

De nition 3.3 (2-circuit obfuscator) A 2-circuit obfuscator is de ned in the same way as a
circuit obfuscator, except that the \virtual black box" property is replaced with the following:

(\virtual black box" property) For any PPT A, there is a PPT S and a negligible function
such that for all circuits C and D, it holds that

h o i
Pr[A(O(C);O(D))=1] Pr S®P(aci*iPly=1 (minfj Cj:jDjg)

Proposition 3.4  Neither 2-TM nor 2-circuit obfuscators exist.

Proof: We begin by showing that 2-TM obfuscators do not exist. Suppese, for sake of con-
tradiction, that there exists a 2-TM obfuscator O. The essence of this proof, and in fact of all
the impossibility proofs in this paper, is that there is a fundamental di erence between getting
black-box access to a function and getting a program that corputes it, no matter how obfuscated:
A program is a succinct description of the function, on which one can perform computations (or
run other programs). Of course, if the function is (exactly) learnable via oracle queries (i.e., one
can acquire a program that computes the function by queryingit at a few locations), then this
di erence disappears. Hence, to get our counterexample, wevill use a function that cannot be
exactly learned with oracle queries. A very simple example fosuch an unlearnable function follows.
For strings ; 2f0; 1g", de ne the Turing machine

def if x =

€00 % otherwise.
We assume that on inputx, machineC. runsin 10 jxj steps (the constant 10 is arbitrary). Now
we will dene a TM D . that, given the code of a TM C, can distinguish between the case that
C computes the same function asC. from the case that C computes the same function asC o o
forany ( % 96(; ).

D. (C)d:efnl fC( )'=

' 0 otherwise.
Actually, this function is uncomputable. However, as we sh#l see below, we can use a modi ed
version of D . that only considers the execution ofC( ) for poly(k) steps, and outputs 0 if C does
not halt within that many steps, for some xed polynomial pol y( ). We will ignore this issue for
now, and elaborate on it later.

Note that C. and D. have description size (k). Consider an adversaryA, that, given two
(obfuscated) TMs as input, simply runs the second TM on the rstone. Thatis, A(C;D) = D(C).
(Actually, like we modied D. above, we also will modifyA to only run D on C for poly(jCj;jDj)
steps, and output 0 if D does not halt in that time.) Thus, for every ; 2 f0;1g¥, it holds that

PrIA(O(C; );0(D; )=1]=1" (1)

Observe that any poly(k)-time algorithm S that has oracle access tacC. and D. has only
exponentially small probability (for a random and ) of querying either oracle at a point where
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its value is nonzero. Hence, if we leZ be a Turing machine that always outputs (¢, then for every
PPT S, it holds that
h [ h [
Pr s¢ P: (=1 pr s%P: (k=1 2 (K. 2)

where the probabilities are taken over and selected uniformly in f 0; 1g¢ and the coin tosses of
S. On the other hand, by the de nition of A we have:

PrA(O(Z«);0(D; )=1]=2 ®3)

sinceD . (Zx)=1ifandonlyif =0K. The combination of Equations (1), (2), and (3) contradict
the hypothesis that O is a 2-TM obfuscator.

In the foregoing proof, we ignored the fact that we had to truncate the running times of A and
D . . When doing so, we must make sure that Equations (1) and (3) stl hold. Equation (1) involves
executing (&) A(O(D . );O(C. )), which in turn amounts to executing (b) O(D . )(O(C. )). By
the functionality requirement of the obfuscator, (b) has the same functionality asD . (O(C. )),
which in turn involves executing (c) O(C. )( ). Yet the functionality requirement assures us that
(c) has the same functionality asC. ( ). By the polynomial slowdown property of obfuscators,
execution (c) only takes poly(10 k) = poly( k) steps, which means thatD . (O(C. )) need only
run for poly(k) steps. Thus, again applying the polynomial slowdown propety, execution (b) takes
poly(k) steps, which nally implies that A need only run for poly(k) steps. The same reasoning
holds for Equation (3), using Zy instead of C. .'? Note that all the polynomials involved are xed
once we x the polynomial p( ) of the polynomial slowdown property.

The proof for the 2-circuit case is very similar to the 2-TM case, with a related, but slightly
di erent subtlety. Suppose, for sake of contradiction, that O is a 2-circuit obfuscator. Fork 2 N
and ; 2 f0;1g, dene Zx, C. and D. in the same way as above but as circuits rather
than TMs, and de ne (as before) an adversaryA by A(C;D) = D(C). (Note that the issues of A
and D . 's running times disappears in this setting, since circuitscan always be evaluated in time
polynomial in their size.) The new subtlety here is that the de nition of A asA(C;D) = D(C)
only makes sense when the input length oD is at least as large as the size of (hote that one can
always pad the description ofC to a longer length). Thus, for the analogues of Equations (1)and
(3) to hold, the input length of D. must be at least as large as the sizes of thebfuscations of
C. and Zy. However, by the polynomial slowdown property of obfuscates, it sucestolet D .
have input length poly(k) and the proof works as before.

|

3.2 Obfuscating one TM/circuit

Our approach to extending the two-program obfuscation impasibility results to the one-program
de nitions is to combine the two programs constructed aboveinto one. This will work in a quite
straightforward manner for TM obfuscators, but will requir e new ideas for circuit obfuscators.

12 Another, even more minor subtlety that we ignored is that, st rictly speaking, A only has running time polynomial
in the description of the obfuscationsof C. , D. , and Zx, which could conceivably be shorter than the original
TM descriptions. But a counting argument shows that for all b ut an exponentially small fraction of pairs ( ; ) 2
f0;1g¢ f 0;1g", O(C. )and O(D. ) must have description size ( k).
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Combining functions and programs. For functions, TMs, or circuits fo;f1: X I 'Y, dene
their combination fo#fq, : fO;1g X ! Y by (fo# f1)(b;X) OI=e'(fb(x). Conversely, if we are given

a TM (resp., circuit) C : f0;1g X ! Y, we can e ciently decompose C into Co# C1 by setting

Ch(x) et C(b;x); note that Cy and C; have size and running time essentially the same as that of

C. Observe that having oracle access to a combined functiofg# f 1 is equivalent to having oracle
access taf g and f; individually.

Theorem 3.5 TM obfuscators do not exist.

Proof Sketch: Suppose, for sake of contradiction, that there exists a TM olfuscator O. For
o 210; 1g", letC. ,D. ,andZg bethe TMs de ned in the proof of Proposition 3.4. Combining
these, we getthe TMsF. = C. #D. andG. = Z#D,

We consider an adversaryA analogous to the one in the proof of Proposition 3.4, augmerd
to rst decompose the program it is fed. That is, on inputa TM F, algorithm A rst decomposes
F into Fo# F1 and then outputs F1(Fp). (As in the proof of Proposition 3.4, A actually should be
modi ed to runin poly( jFj)-time.) Let S be the PPT simulator for A guaranteed by De nition 2.1.
Just as in the proof of Proposition 3.4, we have:

PrIAO(F; ) =1 Pripa(0(G; )=1] = 1 2 X

Pr st (%=1 pr s& @o=1 2 (K.
where the probabilities are taken over uniformly selected; 2 f0; 1g", and the coin tosses ofA,
S, and O. This contradicts De nition 2.1. 2
The diculty in the circuit setting. There is a diculty in trying to carry out the above

argument in the circuit setting. (This diculty is related t o (but more serious than) the same
subtlety regarding the circuit setting discussed at the endof the proof of Proposition 3.4.) In
the proof of Theorem 3.5, the adversaryA, on input O(F. ), attempts to evaluate F1(Fo), where
Fo#F1= O(F. )= O(C. #D . ). In order for this to make sense in the circuit setting, the sze
of the circuit Fg must be at most the input length of F; (which is the same as the input length of
D . ). But, since the output Fo# F1 of the obfuscator can be polynomially larger than its input

C. #D. , we have no such guarantee. Furthermore, note that if we compgte Fo and F; in the

way we described above (i.e.Fp(x) et O(F. )(b;x)), then we shall havejFoj = jF1j, and soFq will

necessarily be larger thanF;'s input length.
To get around this, we modify D . in a way that will allow A, when givenD . and a circuit

C, to test whether C( ) = even whenC is larger than the input length of D . . Of course, oracle
access to the modiedD . should not reveal and , because we do not want the simulatorS to
be able to test whetherC( ) = when given just oracle access t&€ and D. . We will construct

such functionsD . based on pseudorandom functions [GGM]. The construction, @ptured in the
following lemma, is the technical core of our main results.

Lemma 3.6 If one-way functions exist, then for everyk 2 N and ; 2 f0;1g¥, there exists a
distribution D. on circuits such that the following conditions hold.

1. Every D 2 Supp(D. ) is a circuit of size poly(k). Furthermore, there exists a probabilis-
tic polynomial-time algorithm that, for every k 2 N, on input ; 2 f0;1g¥, samples the
distribution D .
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2. There is a polynomial-time algorithm A such that for everyk 2 N, ; 2 f0;1g¢ and D 2
Supp(D . ), and for every circuit C, if C( )= , then AP(C;1¥) =

3. For any PPT S, it holds that Pr SP (1K) = = neg(k), where the probability is taken over
. F 0,1, D D . , and the coin tosses ofS.

The crucial aspect about this lemma is that Item 2 refers alsao circuits C that are larger than the
length of the input to D. Note that Item 2 is seemingly stronger than required for ourapplications.
For starters, the algorithms considered in our applicatiors will get the code of D, whereas the
algorithm A asserted in Item 2 only usesD as a black-box (i.e., A is given oracle access t®).

Second, the algorithm A in Item 2 is able to obtain wheneverC( ) = , whereas for proving
the impossibility of circuit obfuscators (as per De nition 2.2) it su ces to be able to distinguish

C. from Z, (which is easy to do, provided that 6 0K, by invoking C on A's output). 1> We
note that the stronger version of Item 2 will be used to constuct unobfuscatable circuits (as per
De nition 3.1).

Proof:  Basically, the construction implements a private-key \homomorphic encryption" scheme.
More precisely, the functions inD.  will consist of three parts. The rst part gives out an encryp -
tion of the bits of  (under some private-key encryption scheme). The second pamprovides the
ability to perform binary Boolean operations on encrypted bits, and the third part tests whether a
sequence of encryptions consists of encryptions of the bitsf  (and gives out if this is the case).
These operations will enable e ciently testing whether a given circuit C satises C( )= , while
keeping and hidden from parties that are only provided with oracle acces to C and D .

We shall use an arbitrary (probabilistic) private-key encryption scheme (Eng Dec) that encrypts
a single bit in a way that is secure underchosen plaintextand nonadaptive chosen ciphertexattacks.
Informally, this means that an encryption of O should be indistinguishable from an encryption of
1 even for adversaries that have access to encryption and detion oracles prior to receiving the
challenge ciphertext, and access to just an encryption orde after receiving the challenge ciphertext.
We call such scheme€£CA1-secure and refer the reader to formal de nition provided in [KY, Go 12].
We note that CCA1-secure private-key encryptions schemesxast if (and only if) one-way functions
exist; indeed, the \standard" (PRF-based) encryption schane Enc (b) = (r;fx (r) b), where
r'¥ 0;1gKi andfx :f0;1gKi 1f 0;1gis a pseudorandom function, is CCA1-secure.

Now we consider a \homomorphic encryption” oracle Honk , which depends on a private-key
K, and note that such an oracle can be implemented by a polynonai-size circuit (which depends
on K). When queried on two ciphertexts c and d (w.r.t this key K) and a binary Boolean operation

(specied by its 2 2 truth table), the oracle returns an encryption of Deck (¢) Deck (d) under
the key K. That is, we de ne

Hom (c:d: ) ©'Enck (Deck (0) Deck (d)): (4)

It can be shown that any CCAl-secure encryption scheme is sace in a setting in which the
adversary is given access to the corresponding Hom oracté. This is formalized in the following
claim:

Bindeed, if C( )= (e.g., ifC=C. ), then C(AP(C;14))= C( )= , whereasZy (AP (Zx;1¢))=0k.
4 Note that the Hom oracle can be used to implement an encryptio n oracle (by feeding it with a constant operation),
but for sake of clarity we use a redundant phrasing in the foll owing claim.
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Claim 3.6.1 Let (Enc; Dec) be a CCAl-secure private-key encryption scheme and létomg be as
in Equation (4). Then, for every PPT A, it holds that

Pr AHOMENCk (Epc, (0)) =1  Pr AHOMK:ENCk (Ency (1)) = 1 neg(k):
whereK F 0;1g.

Proof of claim: Suppose there were a PPTA violating the claim. First, we argue
that we can replace the responses to all oA's Homy -oracle queries with encryptions
of 0 with only a negligible e ect on A's distinguishing gap. This follows by a hybrid
argument, which relies on the CCA1l-security of (Eng Dec). For each 2 f 0; 1g, consider
a computation of A on input Enck ( ), when given oracle access to both Hom and
Enck. Consider hybrids such that, in the it" hybrid, the rst i oracle queries are
answered according to Hom , and the rest are answered with encryptions of 0. Then,
any gap between the output distributions in the i™ and i + 15t hybrids must be due
to the way the i + 15! query is answered, where in thé™ hybrid the answer is always
an encryption of 0 and in the i + 15t hybrid (by the existence of a gap) the answer
is an encryption of 1. Thus, we derive a contradiction to CCAZLsecurity as follows.
Prior to even receiving the challenge ciphertext, we invokeA on input Encg ( ), and
answer the rst i queries to Homx by emulating its operation via Deck and Encg
queries (which are made before we get the challenge cipher. Next, we obtain the
challenge ciphertext (which is either Eng (0) or Enck (1)) and use it as our answer to
the i + 15 query of A (to Hom ), and nally we answer all subsequent queries to Horng
by querying Enck for encryptions of 0. Thus, a gap between thé™ and i + 15 hybrids
translates to a gap that violates the CCA1l-security of Enc.

Once we have replaced the Hom-oracle responses with encryptions of 0, we have an
adversary that can distinguish an encryption of 0 from an encyption of 1 when given
access to just an encryption oracle. This contradicts indifinguishability under chosen

plaintext attack, which in particular contradicts the CCA1 -security of Enc. 2
We now return to the construction of our circuit family D. . For a key K, let Ex. be an
algorithm that, on input i outputs Enck ( i), where ; is the i'th bit of . Let Bk.. be an
algorithm that when fed a k-tuple of ciphertexts (c;;:::;c) outputs if for every i it holds that
Dec (c) = i, where 1;:::; g are the bits of . A random circuit from D. will essentially be
the algorithm
Dx;; % Ex #Homy#By; (5)

(for a uniformly selected keyK ). One minor complication is that Dk.. is actually a probabilistic
algorithm, since Ex. and Homk employ probabilistic encryption, whereas the lemma requies
deterministic functions. This can be solved in a standard wg, by using pseudorandom functions.
Let g = qg(k) be the input length of Dx.. and m = m(k) the maximum number of random bits
used byDg.. on any input. We can select a pseudorandom functiorfxo: f0;1g% ! f 0;1g™, and
let D&; ..« o be the (deterministic) algorithm that on input x 2 f 0;1g% evaluatesDy;; (x) using
randomnessf g o(X).

De ne the distribution D. to be D&; ..« o over uniformly selected keysK and K % We argue
that this distribution has the properties stated in the lemma. By construction, each Dﬂ; .k 0lS
computable by a circuit of size polyk), and samplingD. is easy, so Property 1 is satis ed.
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For Property 2, consider an algorithm A that on input a circuit C and oracle access t® ﬁ; KO
(which provides access to (deterministic versions of) the liree separate oracle€g. , Homg , and
Bk.. ), proceeds as follows: First, withk oracle queries to theEx. oracle, A obtains encryptions
of each of the bits of . Next, A uses the Honx oracle to do a gate-by-gate emulation of the
computation of C( ), in which A obtains encryptions of the values at each gate of. In particular,
A obtains encryptions of the values at each output gate ofC (when C is evaluated on input ).
Finally, A feeds these output encryptions toBk.. , and outputs the response to this oracle query.
By construction, A outputs if C( ) = , since in this caseA feedsBk.. with a sequence that
decrypts to

Last, we verify Property 3. Let S be any PPT algorithm. We must show that S has only
a negligible probability of outputting  when given oracle access t® 2; ..« o (over the choice of
K, , , K9 and the coin tosses ofS). By the pseudorandomness off x o, we can replace oracle
access to the functionD 2; ..« o With oracle access to the probabilistic algorithmDy;.  with only
a negligible e ect on S's success probability. Oracle access t®k.. is equivalent to oracle access
to Ex. , Homg, and Bk.. . Since is independent of and K (whereas onlyBk.. depends on

), the probability that S queriesBgk.. at a point where its value is nonzero (i.e., at a sequence
of encryptions of the bits of ) is exponentially small, so we can removeS's queries toBk..  with
only a negligible e ect on the success probability. Oracle acess toEk. is equivalent to giving
S polynomially many encryptions of each of the bits of . Thus, we must argue that S cannot
compute with nonnegligible probability from these encryptions and oracle access to Hom. This
follows from the fact that the encryption scheme remains seare in the presence of a Homm oracle
(Claim 3.6.1), by a hybrid argument: Speci cally, using Claim 3.6.1, a hybrid argument shows that
access to the oracle€y; and Homk can be replaced with access to the oracleBy. o« and Homy ,
while causing only a negligible di erence in the success pitmability of S. (The hybrids range over
each bit of and each of the polynomially many queriesS can make to the Ex. oracle.) Once
this replacement is done,S has no information regarding , which was chosen uniformly at random

from f0; 1g€. Thus, the probability that S outputs is negligible. |
On the impossibility of circuit obfuscators. Using Lemma 3.6, we obtain our main impos-
sibility result.

Theorem 3.7 If one-way functions exist, then circuit obfuscators do notexist.

Proof: Suppose, for sake of contradiction, that there exists a cingit obfuscator O. For k 2 N
and ; 2f0; 1gk, let Zy and C. be the circuits de ned in the proof of Proposition 3.4, and l&
D. Dbe the distribution on circuits given by Lemma 3.6. For eachk 2 N, consider the following
two distributions on circuits of size poly(k):

Fx: Choose and uniformly in f0;1g%, D "D - . Output C. #D.

G: Choose and uniformly in f0;1g%, D D - . Output Zy#D.

Let A be the PPT algorithm guaranteed by Property 2 in Lemma 3.6, ard consider a PPT A°
that, on input a circuit F, decomposes = Fo# F; and outputs 1 if Fo(AF1(Fo; 1¥)) 6 0K, where
k is the input length of Fo. Thus, when fed a circuit from O(Fy) (resp., O(G.)), A%is evaluating
C(AP(C; 1¥) where D computes the same function as some circuit fronD . and C computes the
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same function asC. (resp., Zx). Therefore, by Property 2 in Lemma 3.6, and accounting for te
probability that = 0¥, we have that:

1 2% and
0:

Pr AYO(F)) =1
Pr AY0(G)) =1
We now argue that for any PPT algorithm S, it holds that

h i h i
Pr SFk@) =1  pPr s&%@% =1 =neg(k);

which will contradict the de nition of circuit obfuscators . This claim holds since having oracle
access to a circuit fromFy (respectively, G) is equivalent to having oracle access taC. (resp.,
Zy) and D D ., where ; are selected uniformly inf0;1g%. Now, Property 3 of Lemma 3.6
implies that the probability that S queries the rst oracle at is negligible, and henceS cannot
distinguish the case that this oracle isC. from it being Zy. |

Avoiding the assumption. When wishing to prove the impossibility of e cient circuit obfusca-
tors, we can avoid the assumption that one-way functions exgt. This is the case, since the existence
of the former implies the existence of the latter.

Lemma 3.8 If e cient circuit obfuscators exist, then one-way functio ns exist.

Proof Sketch: Suppose thatO is an e cient obfuscator as per De nition 2.2. For 2 f 0; 1g¢
andb2f0;1g, let C., : f0; 1g" I'f 0;1g be the circuit de ned by

dgef b if x =
C. = -
(%) 0 otherwise.
Now de ne fr(;b;r) et O(C.p;r), i.e., the obfuscation of C ., using coin tosses. We will show
that f = ,\ fk is a one-way function. SinceO is e cient, it follows that f, can be evaluated in
poly(k)-time. Next note that the functionality property of O implies that the bit bis (information-
theoretically) determined by fy(;b;r ), which in turn implies that if b is a hardcore bit of fy,
then f¢ must be (strongly) hard to invert (since any fy-preimage off( ;b;r ) must have the form
(;b;)). To prove that bis a hardcore bit, we rst observe that for any PPT S, it holds that

h i
Pr S¢» (1% =b = +neg(k):
b 2
By the virtual black box property of O, it follows that for any PPT A, it holds that
PrA(T (:b;7)) = B=Pr[AO(C )= B +neg(k)
o5 ;
The lemma follows. 2

Corollary 3.9 E cient circuit obfuscators do not exist (unconditionally ).

Proof:  Assuming, towards the contradiction, that such obfuscators exist, we infer (by Lemma 3.8)
that one-way functions exist, reaching a contradiction to Theorem 3.7. |
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On the existence of unobfuscatable circuit ensembles. We now strengthen our result to
not only rule out circuit obfuscators, but actually yield un obfuscatable programs.

Theorem 3.10 (unobfuscatable programs) If one-way functions exist, then there exists an un-
obfuscatable circuit ensemble.

Proof: Again,fork 2 Nand ; 2f0; 1g", let C. Dbe the circuits de ned in the proof of Propo-
sition 3.4, and let D. be the distribution on circuits given by Lemma 3.6. Our unobfuscatable
circuit ensembleHy is de ned as follows.

Hy: Choose; ; uniformlyin f0;1g¥, andlet D D . . Output C. #D#C. p; ).

(Indeed, C. p. ) is the circuit that on input outputs (D; ), and on all other inputs outputs
0/(D; )i )15

E ciency is clearly satis ed. For unlearnability, we dene (C. #D#C. p, )) = . Lets
verify that  is pseudorandom when given oracle access ©; #D#C, p, ). Thatis, for every
PPT S, we prove that

Pr [SC( (C))=1] Pr [S€(z)=1] negk):
ch K ch k;zT 0;1gk

Having oracle access to a circuit fromHy is equivalent to having oracle access t«C. , D, and

C. (p; )» WhereD b . and , ,and are selected uniformly inf 0; 1g. Property 3 of Lemma 3.6
implies that the probability that any PPT S queries either of the two C. -oracles at and thus
gets a nonzero response is negligible. Note that this holdsven if the PPT S is given as input,
because the probabilities in Lemma 3.6 are taken over only, , andD D -, SO we can viewS
as choosing on its own. Thus,

Pros'( (f)=1] = Pr [s: #PFCie()=1]
R .. Fowxpd .
= Pr [S¢: #P#Ciwi 0()=1] negk)
of 0:1gk;D B .

Pr [S'(z)=1] negKk):
fR zf 0;1gk

Finally, let's show that given any circuit C°computing the same function asC. #D# C. (D: )
we can reconstruct the latter circuit. First, we can decompseC®= C# D% C2. SinceD°computes

the same function asD and C1( ) = , we have AP°(C1) = , where A is the algorithm from
Property 2 of Lemma 3.6. Given , we can obtain = C( )and (D; )= C?( ), which allows us
to reconstruct C, #D#C, p. ). [

®Indeed, we could have usedC. (. #D instead of the two C-oracles, but the chosen alternative is more
convenient in the rest of the proof.
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4 Extensions

4.1 Approximate Obfuscators

One of the most reasonable ways to weaken the de nition of ohfscators, is to relax the condition
that the obfuscated circuit must compute exactly the same function as the original circuit. Rather,
we can allow the obfuscated circuit to only approximate the original circuit.

We must be careful in de ning \approximation”. We do not want to lose the notion of an
obfuscator as ageneral purposescrambling algorithm and therefore we want a de nition of approx-
imation that will be strong enough to guarantee that the obfuscated circuit can still be used in
the place of the original circuit in any application. Consider the case of a signature veri cation
algorithm V. A polynomial-time algorithm cannot nd an input on which Vi does not output
0 (without knowing the signature key). However, we clearly d not want this to mean that the
constant zero function is an approximation of Vg .

4.1.1 De nition and Impossibility Result

In order to avoid the above pitfalls we choose a de nition of gproximation that allows the obfus-
cated circuit to deviate on a particular input from the origi nal circuit only with negligible probability

and allows this event to depend only on the coin tosses of thelduscating algorithm (rather than
over the choice of a randomly chosen input).

De nition 4.1 For any function f : f0;1g" !'f O; 1g", > 0, the random variable D is called an
-approximate implementation of f if the following holds:

1. D ranges over circuits from f0;1g" to f0; 1g¢

2. For any x 2 f0;1g", it holds that Prp[D(x) = f(x)] 1

We then de ne a strongly unobfuscatable circuit ensemble tobe an unobfuscatable circuit
ensemble where the original circuitC can be reconstructed not only from any circuit that computes
the same function asC but also from any approximate implementation of C.

De nition 4.2 A strongly unobfuscatable circuit ensemblefH xgkon is de ned in the same way
as an unobfuscatable condition ensemble, except that theewerse-engineerability” condition is
strengthened as follows:

(strong reverse-engineerability)C is easy to reconstruct given an apprgximate implementation
There exists a PPT A and a polynomial p( ) such that for everyC 2 ., Supp(H) and for
every random variableCPthat is an -approximate implementation of the function computed
by C, we have

PfA(CY=C] 1  p(k)

Our main theorem in this section is the following:

Theorem 4.3 If one-way functions exist, then there exists a strongly unafuscatable circuit en-
semble.
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Similarly to the way that Theorem 3.10 implies Theorem 3.7, Theorem 4.3 implies that, assum-
ing the existence of one-way functions, an even weaker de tion of circuit obfuscators (one that
allows the obfuscated circuit to only approximate the original circuit) is impossible to meet. We
note that in some (but not all) applications of obfuscators, a weaker notion of approximation might
suce. Specically, in some cases it su ces for the obfuscator to only approximately preserve
functionality with respect to a particular distribution on inputs, such as the uniform distribution.
(This is implied by, but apparently weaker than, the requirement of De nition 4.1 | if C is an
"—apprr())ximate implementation of f , then for any xe%distribution D oninputs, C andf agree on
al " fraction of D with probability at least 1 ") We do not know whether approximate
obfuscators with respect to this weaker notion exist, and lave it as an open problem.

The natural strategy towards proving Theorem 3.10 is to genealize the proof of Theorem 3.10.
We shall rst see why the proof of Theorem 3.10 does not applydirectly to the case of approximate
implementations. Then, we shall de ne a construct called invoker-randomizable pseudorandom
functions, which will help us modify the original proof to hold in this c ase.

4.1.2 Generalizing the Proof of Theorem 3.10 to the Approxim ate Case

The rst question is whether the proof of Theorem 3.10 alread shows that the ensemblefH gkon
de ned there is actually a strongly unobfuscatable circuit ensemble. As we explain below, the
answer is no.

To see why, let us recall the de nition of the ensemblefH (gkon given in the proof of Theo-
rem 3.10. The distribution Hy was de ned by choosing ; ; ¥ 0;1g¢ and afunctionD D .
and outputting C. #D#C. p. ). The proof gave an algorithm, denoted A® that reconstructs
C 2 H given any circuit that computes exactly the same function asC. Let us see whyA° might
fail when given only an approximate implementation of C. On input a circuit F, algorithm A°
works as follows: It decomposes$ into three circuits F = Fi# F,# F3. Then F, and F3 are used
only in a black-box manner, but the queriesA® makes to F» depend on the gate structure of the
circuit Fq.

The problem is that a vicious approximate implementation for a function C. #D#C. p. )2
Supp(Hk) may work in the following way: Choose a random circuit F; out of some setC of
exponentially many circuits that compute C. , take F; that computes D, and F3 that computes
C. ). Then see at which pointsA° queries F, when given F1# F# F3 as input.® Since these
places depend orf4, it is possible that for eachF; 2 C, there exists a stringx(F1) such that A°will
query F, at x(F1), but x(F1) 8 x(F9 for any F?2 C nfF;g. If the approximate implementation
changes the value ofF, at x(F1), then A% computation on F1# Fo# F3 is corrupted.

One way to solve this problem would be to make the queries thaA® makes toF, independent of
the structure of F1. (This already holds for F3, which is only queried at in a correct computation.)
If A had this property, then given an -approximate implementation of C. # D# C. p; ), €ach
query of A°would have only an chance to get an incorrect answer and overalA® would succeed
with probability 1 p(k) for some polynomialp( ). (Note that the probability that F;( ) changes
is at most .)

We will not be able to achieve this, but something slightly weaker that still su ces. Let's look
more closely at the structure of D. that is de ned in the proof of Lemma 3.6. We de ned there

% Recall that A°is not an arbitrary algorithm (which we must treat as a black- box), but rather a very specic
algorithm (postulated in Theorem 3.10, and presented in its proof).

22



the algorithm

o

DK;; =ef EK; #Hom K#BK;;
and turned it into a deterministic function by using a pseudorandom function f? and de ning
D&;;;K o to be the deterministic algorithm that on input x 2 f0;1g% evaluates Dx.. (x) us-
ing randomnessfg o(x). We then dened D, to beD2.... o= EQ , #HomR o#Bg;, for
uniformly selected private key K and seedK °

Now our algorithm A (that uses the algorithm A de ned in Lemma 3.6) treats F, as three
oracles, denotedE, H, and B, such that if F, computesD = ER. ., «#Hom 2k #Bk;; ,thenE
is the oracle to EQ. ., o, H is the oracle to Horf. o and B is the oracle to Bx;; . The queries
to E are at the places 1:::;k and so are independent of the structure ofF;. The queries that A
makes to theH oracle, however, do depend on the structure oF;.

Recall that any query that A° makes to the H oracle is of the form (;d; ) where ¢ and d
are ciphertexts of some bits, and is a 4-bit description of a binary Boolean function. Just for
motivation, suppose that A° has the following ability: Given an encryption c, algorithm A° can
generate a random encryption of the same bit (i.e., distribued according to Eng (Deck (c);r) for
uniformly selectedr). For instance, this would be true if the encryption scheme vere rerandomizable
(or in other words, \random self-reducible"). Suppose now hat, before querying theH oracle with
(c;d; ), Ageneratesc® d°that are random encryptions of the same bits asc; d and query the oracle
with (c®d® ) instead. We claim that if F, is an -approximate implementation of D, then for any
such query, there is at most a 64 probability for the answer to be wrong even if (c;d; ) depends
on the circuit F. The reason is that the distribution of the modi ed query ( c®d® ) depends only
on (Deck (c);Deck (d); ) 2f0;1g f 0;1g f 0;1g?2, and there are only 64 possibilities for the
latter. For each of the 64 possibilities, the probability of an incorrect answer (over the choice of)
is at most . Choosing (Deg (c); Deck (d); ) after F to maximize the probability of an incorrect
answer multiplies this probability by at most 64.

We shall now use this motivation to x the function D such that A° will essentially have this
desired ability of rerandomizing any encryption to a randomencryption of the same bit. Recall that
Homﬁ;K of(c;d; )=Enck (Deck (¢) Deck (d);fko(c;d; )). Now, a naive approach to ensure that
any query returns a random encryption of Deg (¢) Deck (d) would be to change the de nition
of Hom®to the following: Homﬁ;K olc;d; ;r)=Enck (Deck (c) Dec (d);r). Then we changeA°
to an algorithm A%that chooses a uniformr 2 f 0;1g" and thereby ensures that the result is a
random encryption of Deg (¢) Dec (d). The problem is that this construction would no longer
satisfy Property 3 of Lemma 3.6 (security against a simulato with oracle access). This is because
the simulator could now control the random coins of the encrption scheme and use this to break
it. Our solution will be to rede ne Hom %in the following way:

HomQ. o(c;d; ;r)=Enck (Deck () Dec (d); fro(c;d; ;r)) (6)
but require an additional special property from the pseudoandom function f g o.

4.1.3 Invoker-Randomizable Pseudorandom Functions

The property we would like the pseudorandom functionf x o to possess is one that makey o(X; )
random when only r is random.
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De nition 4.4 A function ensembleffy ogx o .19 Such thatfyo: f0;1g™" I f 0;1g", wheren
and q are polynomially related tojK 9, is called an invoker-randomizable pseudorandom function
ensembleif the following holds:

1. ffkogk o ;19 IS @ pseudorandom function ensemble

2. For every K%and x 2 f 0; 1g9, the mappingr 7! fxo(x;r) is a permutation over f0; 1g".

Property 2 implies that, for every xed K %and x 2 f 0;1gY, if r is chosen uniformly inf0; 1g", then
the value f  o(x; r) is distributed uniformly in f0;1g" (and in particular is independent of x).

Lemma 4.5 If pseudorandom functions exist, then there exist invokerandomizable pseudorandom
functions.

Proof Sketch: Let fogco: f0O;1g9 ! f O; 1ng°ng »fo1g b€ a pseudorandom function ensemble
and fps : f0;1g" ! f 0;19"gs2r0:1g be a pseudorandom function ensemble such that, for any
S 2f0;1gK %, the function ps is a permutation over f 0; 1g". (The existence of the latter ensembles
is implied by the existence of ordinary pseudorandom functn ensembles [LR].) We de ne the

function ensembleffio:f0;1g% " I'f 0;19" gk opr 019 N the following way:

def
fro(X; 1) = Pg, oy (1)

It is clear that this ensemble satis es Property 2 of De niti on 4.4. What needs to be shown is that
it is a pseudorandom function ensemble. This is done by using hybrid argument, in which we
consider the following intermediate hybrids.

1. The function ensembleff2 : f0;1g™" ! f 0;1g"gs such that f2(x;r) et Pe(x)(r), where
G:f0;1g0 ' f 0:1gK" is a random function.

def

2. The function ensembleffg?E :f0;1g% " I'f 0;19"gg  such thatfg?ﬁ(x; r)= Fg(r), where

F =( Fgkas i Fpycg) such that the Fs's are random functions fromf0; 19" to f0; 1g".

The indistinguishability of our main function ensemble (i.e., ffxog) and ffgg follows from the
pseudorandomness of the ensemblegiog. The indistinguishability of ff2g and ff g follows

from the pseudorandomness of the ensemblépsg. Finally, note that ffg‘?fg is identical to a

random function from f0; 1g9" " to f0; 1g". 2

4.1.4 Finishing the Proof of Theorem 4.3

Now, suppose we use a pseudorandom functioik o that is invoker-randomizable, and modify the

algorithm AP so that all its queries (c;d; ) to the H oracle are augmented to be of the form
(c;d; ;r), where r is chosen uniformly and independently for each query. Rechilthat H is an

-approximate implementation of Hom&;K o as de ned in Equation (6), whereas Honﬁ;K o answers
such a (randomized) query with arandom encryption of Decc (c) Dec (d). Therefore, with

probability at least 1 p(k) (for some polynomial p( )), algorithm A°gets correct answers for all
its queries to F, = E# H# B. This holds because of the following considerations.
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1. The queries made toE are xed, and therefore independent of the gate structure ofF;. Thus,
each such query is answered correctly with probability at last 1

2. Assuming all answers received so far are correct, we codsr each query made to theH
oracle. Such a query is of the form €;d; ;r), where c and d are uniformly distributed and
independent encryptions of some bitsa and b, and r is uniformly distributed. Only ( a;b; )
depend on the gate structure ofF1, and there are only 64 possibilities for them. Therefore,
with probability at least 1 64 , this query will be answered correctly by an -approximator
of Homg. o, even if it knows (a;b; ).

3. Assuming A% never gets an incorrect answer from theE and H oracles, its last query (i.e.,
its query to the B oracle) will be a uniformly distributed encryption of 1;:::; , which is
independent of the structure of F1, and so has only an probability to be incorrect.

The claim follows, and this completes the proof of Theorem 4.
One point to note is that we have converted our deterministic algorithm A° of Theorem 3.10
into a probabilistic algorithm.

4.2 Impossibility of the Applications

So far, we have proved impossibility of some natural and argably minimalistic de nitions for
obfuscation. Yet it might seem that there's still hope for a di erent de nition of obfuscation, one
that will not be impossible to meet but would still be useful for some intended applications. We
will show now that this is not the case for some of the applicaions we described in the introduction.
Rather, any de nition of obfuscator that would be strong enough to provide them will be impossible
to meet.

Note that we do not prove that the applications themselves ae impossible to meet, but rather
that there does not exist an obfuscator (i.e., an algorithm sitisfying the syntactic requirements of
De nition 2.2) that can be used to achieve them in the ways tha are described in Section 1.1. Our
results in this section also extend to approximate obfuscatrs.

Consider, for example, the application to transforming private-key encryption schemes into
public-key ones. Recall that the transformation consists 6 obfuscating the private-key encryption
algorithm Eg, and releasing its obfuscation8yx as a public key. This approach will fail for a
private-key encryption scheme G;E;D) that is unobfuscatablein the sense that there exists a
polynomial-time algorithm A such that for every key K 2 Supp(G(1¥)) and every circuit B¢ that
computes the encryption function Ex it holds that A(Bx)= K.

The foregoing text refers implicitly to deterministic encryption algorithms, whereas such schemes
cannot o er a robust notion of security (i.e., semantic secuity under chosen-plaintext attack). In-
deed, as noted in [GM], a robust notion of security requires he encryption algorithm to be prob-
abilistic. Thus, our de nition of unobfuscatable encrypti on schemes should apply to probabilistic
encryption, and refer to the distribution 1’ generated by the original encryption processEx and

7 An alternative approach could consider Ex as a deterministic function of its message m and coin tossesr,
and require Bx to compute the same deterministic function. But then unobfu scatable encryption schemes would
exist for trivial and uninteresting reasons: Observe that i f E{ is a secure private-key encryption scheme, then so
is Ex (m;ry;r2) = (EZ (m;r1);r2  K), but we can recover K from any circuit (or even oracle) that computes the
function (m;rq;r2) 7! Ex (m;ra;r2). Indeed, this case provides a good demonstration of the di erence between
obfuscating a distribution and obfuscating the function un derlying the distribution's generation process. This topi ¢
is further pursued in Section 6.
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ditto its potential obfuscation, denoted Ey .

De nition 4.6 A probabilistic private-key encryption schemeg(G; E; D) is called unobfuscatableif
there exists a polynomial-time algorithmA such that, for every keyK 2 Supp(G(1¥)) and for every
randomized circuit B such that B¢ (m) and Ex (m) are identically distributed for each message
m, it holds that A(Bx) = K.

The requirement that B¢ (m) and Ex (m) be identically distributed can be relaxed to only require
that they are statistically close (and our result can be extended to these cases}® We mention that
related de nitions of obfuscators for probabilistic circuits are discussed in Section 6.

In Theorem 4.10 below, we prove that if secure private-key ecryption schemes exist, then so
do unobfuscatable encryption schemes that satisfy the samesecurity requirements. This means
that any de nition of an obfuscator that will be strong enoug h to allow the conversion of an
arbitrary secure private-key encryption scheme into a secte public-key encryption scheme will be
impossible to meet (because there exist unobfuscatable eryption schemes). Of course, this does
not mean that public-key encryption schemes do not exist, no that there do not exist private-
key encryption schemes where one can give the adversary a it that computes the encryption
algorithm without loss of security (indeed, any public-key encryption scheme is in particular such
a private-key encryption). What this means is that there exists no generic way to transform a
private-key encryption scheme into a public-key encryption scheme by obfuscating the encryption
algorithm.

We present analogous de nitions for unobfuscatable signaire schemes, MACs, and pseudoran-
dom functions. (For these, the restriction to deterministic schemes is insigni cant, since any prob-
abilistic signature/MAC scheme can be converted into a deteministic one; see [Gol2, Sec. 6.1.5.2].)

De nition 4.7 A determin