List of Publications

Oded Goldreich

January 1, 2012

Contents
1 Theses
2 Original Papers in Refereed Journals

3 Original Papers in (Refereed) Conference Proceedings

4 Other Work
4.1 Collected Works (LNCS Vol. 6650, 2011) . . . . . . .. .. ... ... ....
4.2 Papers in Electronic Forum . . ... ... ... ... ... ... ......

4.3 Reports and Unpublished Manuscripts . . . . .. . ... . ... ... ....

5 Survey Papers
5.1 Chaptersin Books . . . . . . .. ...
5.2 Published in Periodicals or Conference Proceedings . . . . . . . ... . ...

5.3 Collected Works (LNCS Vol. 6650, 2011) . . . . . . ... ... ... .....

6 Books, Lecture Notes, and Related Material

15
15
16
17

17
17
18
19

20



1 Theses

On the Complexity of Some Edge Testing Problems, M.Sc. thesis, Computer Science
Department, Technion, Haifa, Israel.

Thesis adviser: Prof. S. Even, 1982.
On the Security of Cryptographic Protocols and Cryptosystems, D.Sc. thesis, Computer
Science Department, Technion, Haifa, Israel.

Thesis adviser: Prof. S. Even, 1983.

2 Original Papers in Refereed Journals

Published

[J1]

[12]

[J3]

[J4]

[75]

[J6]

[J7]

18]

[J9]

[J10]

[J11]

S. Even and O. Goldreich, The Minimum Length Generator Sequence is NP-Hard, Jour-
nal of Algorithms, vol. 2, pp. 311-313, 1981.

S. Even and O. Goldreich, DES-Like Functions Can Generate the Alternating Group,
IEEFE Trans. on Inform. Theory, Vol. IT-29, No. 6, pp. 863-865, 1983.

S. Even, O. Goldreich, S. Moran and P. Tong, On the NP-Completeness of Certain
Network-Testing Problems, Networks, Vol. 14, No. 1, pp. 1-24, 1984.

S. Even, O. Goldreich, and A. Lempel, A Randomized Protocol for Signing Contracts,
Comm. of the ACM, Vol. 28, No. 6, pp. 637647, 1985.

S. Even and O. Goldreich, On the Power of Cascade Ciphers, ACM Trans. on Computer
Systems, Vol. 3, No. 2, pp. 108-116, 1985.

O. Goldreich, S. Goldwasser and S. Micali, How to Construct Random Functions, Jour.
of the ACM, Vol. 33, No. 4, Oct. 1986, pp. 792-807.

O. Goldreich and L. Shrira, Electing a Leader in a Ring with Link Failures, ACTA
Informatica, 24, pp. 79-91, 1987.

W. Alexi, B. Chor, O. Goldreich, and C. P. Schnorr, RSA/Rabin Functions: Certain
Parts are As Hard As the Whole, SIAM J. Comp., Vol. 17, No. 2, April 1988, pp.
194-209.

B. Chor and O. Goldreich, Unbiased Bits From Sources of Weak Randomness and Prob-
abilistic Communication Complexity, SIAM J. Comp., Vol. 17, No. 2, April 1988, pp.
230-261.

B. Chor and O. Goldreich, On the Power of Two—Point Based Sampling, Jour. of
Complezity, Vol 5, 1989, pp. 96-106.

M. Furer, O. Goldreich, Y. Mansour, M. Sipser, and S. Zachos, On Completeness and
Soundness in Interactive Proof Systems, in Advances in Computing Research: a research
annual, Vol. 5 (Randomness and Computation, S. Micali, ed.), pp. 429-442, 1989.



[J12]

[J13]

[714]

[J15]

[J16]

[J17]

[J18]

[J19]

[720]

[J21]

[J22]

[723]

[J24]

[J25]

[126]

B. Chor and O. Goldreich, An Improved Parallel Algorithm for Integer GCD, Algorith-
maca, 5, pp. 1-10, 1990.

M. Ben-Or, O. Goldreich, S. Micali and R.L. Rivest, A Fair Protocol for Signing Con-
tracts, IEEE Trans. on Inform. Theory, Vol. 36, No. 1, pp. 40-46, Jan. 1990.

O. Goldreich, On the Number of Monochromatic and Close Beads in a Rosary, Discrete
Mathematics, Vol. 80, 1990, pp. 59-68.

B. Awerbuch, O. Goldreich, D. Peleg, and R. Vainish, A Trade-off between Information
and Communication in Broadcast Protocols, Jour. of the ACM, Vol. 37, No. 2, April
1990, pp. 238-256.

O. Goldreich, A Note on Computational Indistinguishability, IPL, Vol. 34, pp. 277281,
May 1990.

O. Goldreich, and E. Petrank, The Best of Both Worlds: Guaranteeing Termination
in Fast Randomized Byzantine Agreement Protocols, IPL, Vol. 36, October 1990, pp.
45-49.

O. Goldreich, S. Micali, and A. Wigderson, Proofs that Yield Nothing But their Validity
or All Languages in NP have Zero-Knowledge Proofs, Jour. of the ACM, Vol. 38, No. 3,
July 1991, pp. 691-729.

R. Bar-Yehuda, O. Goldreich, and A. Itai, Efficient Emulation of Single-Hop Radio
Network with Collision Detection on Multi-Hop Radio Network with no Collision Detection,
Distributed Computing, Vol. 5, 1991, pp. 67-T71.

O. Goldreich and L. Shrira, On the Complexity of Global Computation in the Presence of
Link Failures : The Case of a Ring, Distributed Computing, Vol. 5, 1991, pp. 121-131.

S. Ben-David, B. Chor, O. Goldreich, and M. Luby, On the Theory of Average Case
Complexity, Journal of Computer and system Sciences, Vol. 44, No. 2, April 1992, pp.
193-219.

O. Goldreich, and H. Krawczyk, On Sparse Pseudorandom Ensembles, Random Struc-
tures and Algorithms, Vol. 3, No. 2, (1992), pp. 163-174.

N. Alon, O. Goldreich, J. Hastad, R. Peralta, Simple Constructions of Almost k-wise
Independent Random Variables, Journal of Random structures and Algorithms, Vol. 3,
No. 3, (1992), pp. 289-304.

R. Bar-Yehuda, O. Goldreich, A. Itai, On the Time-Complexity of Broadcast in Radio
Networks: An Exponential Gap Between Determinism and Randomization, Journal of
Computer and system Sciences, Vol. 45, (1992), pp. 104-126.

0. Goldreich, A Uniform Complexity Treatment of Encryption and Zero-Knowledge, Jour-
nal of Cryptology, Vol. 6, No. 1, (1993), pp. 21-53.

0. Goldreich and E. Kushilevitz, A Perfect Zero-Knowledge Proof for a Decision Problem
Equivalent to Discrete Logarithm, Journal of Cryptology, Vol. 6, No. 2, (1993), pp. 97—
116.



[J27] R. Canetti, and O. Goldreich, Bounds on Tradeoffs between Randomness and Commu-
nication Complexity, Computational Complexity, Vol. 3 (1993), pp. 141-167.

[J28] O. Goldreich, H. Krawczyk, and M. Luby, On the Existence of Pseudorandom Genera-
tors, SIAM J. on Computing, Vol. 22-6 (Dec. 1993), pp. 1163-1175.

[J29] M. Bellare, O. Goldreich, and S. Goldwasser, Randomness in Interactive Proofs, Com-
putational Complezity, Vol. 4, No. 4 (1993), pp. 319-354.

[J30] O. Goldreich and Y. Oren, Definitions and Properties of Zero-Knowledge Proof Systems,
Journal of Cryptology, Vol. 7, No. 1 (1994), pp. 1-32.

[J31] R. Chang, B. Chor, O. Goldreich, J. Hartmanis, J. Hastad, D. Ranjan and P. Rohatgi,
The Random Oracle Hypothesis is False, JCSS, Vol. 49, No. 1 (1994), pp. 24-39.

[J32] R. Canetti, G. Even, and O. Goldreich, Lower Bounds for Sampling Algorithms for
Estimating the Average, IPL, Vol. 53, pp. 17-25, 1995.

[J33] O. Goldreich, and H. Krawczyk, On the Composition of Zero-Knowledge Proof Systems,
SIAM Journal on Computing, Vol. 25, No. 1, February 1996, pp. 169-192.

[J34] S. Even, O. Goldreich, and S. Micali, On-line/Off-line Digital signatures, Journal of
Cryptology, Vol. 9, No. 1, 1996, pp. 35-67.

[J35] O. Goldreich, and R. Ostrovsky, Software Protection and Simulation on Oblivious RAMs,
JACM, Vol. 43, No. 3, 1996, pp. 431-473.

[J36] O. Goldreich and A. Kahan, How to Construct Constant-Round Zero-Knowledge Proof
Systems for NP, Journal of Cryptology, Vol. 9, No. 2, 1996, pp. 167-189.

[J37] O. Goldreich and D. Ron, On Universal Learning Algorithms, IPL, Vol. 63, 1997, pages
131-136.

[J38] O. Goldreich and A. Wigderson, Tiny Families of Functions with Random Properties:
A Quality-Size Trade—off for Hashing, Journal of Random structures and Algorithms,
Volume 11, Number 4, December 1997, pages 315-343.

[J39] O. Goldreich and B. Meyer, Computational Indistinguishability — Algorithms vs. Circuits,
Theoretical Computer Science, Vol. 191 (1998), pages 215-218.

[J40] O. Goldreich, S. Goldwasser, and N. Linial, Fault-tolerant Computations without As-
sumptions: the Two-party Case, SIAM J. on Computing, Volume 27, Number 2, April
1998, Pages 506-544.

[J41] M. Bellare, O. Goldreich and M. Sudan, Free Bits, PCPs and Non-Approximability —
Towards Tight Results, SICOMP, Vol. 27, No. 3, pp. 804-915, June 1998.

[J42] G. Even, O. Goldreich, M. Luby, N. Nisan, and B. Velickovi¢, Efficient Approximations
of Product Distributions, Random Structures and Algorithms, Vol. 13, No. 1, pp. 1-16,
Aug. 1998.

[J43] O. Goldreich and J. Hastad, On the Complexity of Interactive Proofs with Bounded
Communication, IPL, Vol. 67 (4), pages 205-214, 1998.



[J44]

[J45]

[J46]

[J47)

[J48]

[J49]

[750]

[J51]

[752]

[153]

[J54]

[J55]

[156]

[J57]

[158]

[159]

[J60]

O. Goldreich, S. Goldwasser and D. Ron, Property Testing and its connection to Learning
and Approximation, Journal of the ACM, pages 653-750, July 1998.

O. Goldreich, R. Ostrovsky and E. Petrank, Knowledge Complexity and Computational
Complexity, SICOMP, Volume 27, Number 4, pp. 1116-1141, August 1998.

B. Chor, O. Goldreich, E. Kushilevitz and M. Sudan, Private Information Retrieval,
Journal of the ACM, Vol. 45, No. 6, pages 965-982, November 1998.

A. De Santis, G. Di Crescenzo, O. Goldreich, and G. Persiano, The Graph Clustering
Problem has a Perfect Zero-Knowledge Proof, IPL, Vol. 69, pp. 201-206, 1999.

O. Goldreich and E. Petrank, Quantifying Knowledge Complexity, Computational Com-
plexity, Vol. 8, pages 50-98, 1999.

O. Goldreich and D. Ron, A Sublinear Bipartitness Tester for Bounded Degree Graphs,
Combinatorica, Vol. 19 (3), pages 335-373, 1999.

O. Goldreich, D. Micciancio, S. Safra, and J.P. Seifert, Approximating shortest lattice
vectors is not harder than approximating closest lattice vectors, IPL, 71, pages 55-61,
1999.

O. Goldreich and M. Sudan, Computational Indistinguishability: A Sample Hierarchy,
JCSS, Vol. 59, pages 253-269, 1999.

S. Decatur, O. Goldreich, and D. Ron, Computational Sample Complexity, SICOMP,
Vol. 29, Nr. 3, pages 854—-879, 1999.

O. Goldreich and S. Safra, A Combinatorial Consistency Lemma with application to the
PCP Theorem, SICOMP, Volume 29, Number 4, pages 1132-1154, 2000.

O. Goldreich and S. Goldwasser, On the Limits of Non-Approximability of Lattice Prob-
lems, JCSS, Vol. 60, pages 540-563, 2000.

O. Goldreich, D. Ron and M. Sudan, Chinese Remaindering with Errors, IEEE Trans-
actions on Information Theory, Vol. 46, No. 4, July 2000, pages 1330-1338.

O. Goldreich, S. Goldwasser, E. Lehman, D. Ron, and A. Samorodnitsky, Testing
Monotinicity, Combinatorica, Vol. 20 (3), pages 301-337, 2000.

O. Goldreich, R. Rubinfeld and M. Sudan, Learning polynomials with queries: the highly
noisy case, SIAM J. on Disc. Math., Vol. 13, No. 4, pages 535-570, 2000.

M. Bellare, O. Goldreich and E. Petrank. Uniform Generation of NP-witnesses using
an NP-oracle, Inform. and Comp., Vol. 163, pages 510-526, 2000.

O. Goldreich and D. Ron. Property Testing in Bounded Degree Graphs, Algorithmica,
32 (2), pages 302-343, 2002.

O. Goldreich and V. Rosen, On the Security of Modular Exponentiation with Application
to the Construction of Pseudorandom Generators, Jour. of Cryptology, Vol. 16, pages
71-93, 2003.



[J61]

[762]

[763]

[J64]

[J65]

[166]

[767]

[J68]

[769]

[J70]

[71]

[J72]

[173]

[374]

[J75]

[J76]

N. Alon, O. Goldreich and Y. Mansour. Almost k-wise independence versus k-wise
independence, IPL, Vol. 88 (3), pages 107-110, June 2003.

O. Goldreich, S. Vadhan and A. Wigderson, On interactive proofs with a laconic provers,
Computational Complexity, Vol. 11, pages 1-53, 2002.

O. Goldreich and L. Trevisan, Three Theorems regarding Testing Graph Properties,
Random Structures and Algorithms, Vol. 23 (1), pages 23-57, August 2003.

R. Canetti, O. Goldreich and S. Halevi, The Random Oracle Methodology, Revisited,
Jour. of the ACM, Vol. 51 (4), pages 557-594, July 2004.

O. Goldreich, Concurrent Zero-Knowledge With Timing, Revisited, In Theoretical Com-

puter Science: FEssays in Memory of Shimon Even, Festschrift series of Springer’s
LNCS (as Vol 3895), pages 27-87, March 2006.

O. Goldreich and Y. Lindell, Session-Key Generation using Human Passwords Only,
Jour. of Cryptology, pages 241-340, Summer 2006.

O. Goldreich and M. Sudan, Locally Testable Codes and PCPs of Almost-Linear Length,
JACM, Vol. 53, No. 4, July 2006, pp. 558-655.

O. Goldreich, H. Karloff, L. Schulman and L. Trevisan, Lower Bounds for Linear Locally
Decodable Codes and Private Information Retrieval, Computational Complezity, Vol. 15,
No. 3, Pages 263-296, October 2006.

E. Ben-Sasson, O. Goldreich, P. Harsha, M. Sudan, S. Vadhan. Robust PCPs of Prox-
imity, Shorter PCPs and Applications to Coding, SICOMP (special issue on Randomness
and Complexity), Volume 36, Issue 4, pages 889-974, 2006.

O. Goldreich and D. Ron, Approximating average parameters of graphs, Random Struc-
tures and Algorithms, Volume 32, Number 3, pages 473493, 2008.

B. Barak and O. Goldreich, Universal arguments and their applications, SICOMP, Vol-
ume 38, Issue 5, pages 1661-1694, 2008.

O. Goldreich, On Expected Probabilistic Polynomial-Time Adversaries — A suggestion
for restricted definitions and their benefits, Journal of Cryptology, Volume 23, Issue 1,
pages 1-36, 2010.

O. Goldreich and O. Sheffet, On the randomness complexity of property testing, Com-
putational Complezity, Volume 19, Number 1, pages 99-133, 2010.

O. Goldreich, S. Goldwasser and A. Nussboim. On the Implementation of Huge Random
Objects, SICOMP, Vol. 39, No. 7, pages 2761-2822, 2010.

O. Goldreich and D. Ron, Algorithmic Aspects of Property Testing in the Dense Graphs
Model, SICOMP, Vol. 40, No. 2, pages 376445, 2011.

O. Goldreich and D. Ron, On Proximity Oblivious Testing, SICOMP, Vol. 40, No. 2,
pages 534-566, 2011.



In Press

[J77] O. Goldreich, M. Krivelevich, I. Newman, and E. Rozenberg, Hierarchy Theorems for
Property Testing, Computational Complexity, special issue on RANDOM’09

Accepted

[J78] D. Freeman, O. Goldreich, E. Kiltz, A. Rosen, and G. Segev, More Constructions of
Lossy and Correlation-Secure Trapdoor Functions, Journal of Crypto.

[J79] B. Barak, O. Goldreich, R. Impagliazzo, S. Rudich, A. Sahai, S. Vadhan and K. Yang,
On the (Im)possibility of Software Obfuscation, Journal of ACM

[J80] O. Goldreich and R. Rothblum, Enhancements of Trapdoor Permutations, Journal of
Cryptology

[J81] O. Goldreich, B. Juba, and M. Sudan, A Theory of Goal-Oriented Communication,
Journal of ACM

Submitted

[J82] A. Czumaj, O. Goldreich, D. Ron, C. Seshadhri, A. Shapira, and C. Sohler, Finding
Cycles and Trees in Sublinear Time, RS¢A

[J83] O. Goldreich and O. Meir, The Tensor Product of Two Good Codes Is Not Necessarily
Robustly Testable, IPL

[J84] O. Goldreich and R. Izsak. Monotone Circuits: One-Way Functions versus Pseudoran-
dom Generators, Computational Complexity,

3 Original Papers in (Refereed) Conference Proceedings

The paper are ordered by the date of the conferences, and not by the date of the publication
of its proceedings. This comment is relevant with respect to the early Crypto’ conferences
(i.e., of the 1980’s). Also, till the late 1980’s, simultanous publication in various conferences
was allowed (and even encouraged).

[C1] S. Even, O. Goldreich, and A. Lempel, A Randomized Protocol for Signing Contracts, in
Advances in Cryptology: Proceedings of Crypto82, (D. Chaum et al. editors), Plenum
Press, pp. 205-210, 1983. (This is an extended abstract of No. J4.)

[C2] S. Even and O. Goldreich, On The Security of Multi-Party Ping-Pong Protocols, in
Advances in Cryptology: Proceedings of Crypto82, (D. Chaum et al. editors), Plenum
Press, p. 315, 1983. (This is an abstract of No. C6.)

[C3] S. Even and O. Goldreich, On the Power of Cascade Ciphers, in Advances in Cryptology:
Proceedings of Crypto83, (D. Chaum editor), Plenum Press, pp. 43-50, 1984. (This
is an extended abstract of No. J5.)



[C4] O. Goldreich, A Simple Protocol for Signing Contracts, in Advances in Cryptology:
Proceedings of Crypto83, (D. Chaum editor), Plenum Press, pp. 133-136, 1984.

[C5] S. Even, O. Goldreich, and Y. Yacobi, Electronic Wallet, in Advances in Cryptology:
Proceedings of Crypto83, (D. Chaum editor), Plenum Press, pp. 383-386, 1984.

[C6] S. Even and O. Goldreich, On The Security of Multi-Party Ping-Pong Protocols, Proc.
of the 24th IEEE Symp. on Foundation of Computer Science (FOCS), pp. 34-39,
1983.

[C7] S. Even, O. Goldreich, and Y. Yacobi, Electronic Wallet, in 198/ International Zurich
Seminar on Digital Communication, IEEE Cat. No. 84CH1998-4, pp. 199-201,
March 1984. (This version is related to No. C5.)

[C8] O. Goldreich, On Concurrent Identification Protocols, in Advances in Cryptology: Pro-
ceedings of Eurocrypt84, (T. Beth et. al. eds.), Lecture Note in Computer Science
(209) Springer Verlag, pp. 387-396, 1985.

[C9] O. Goldreich, On the Number of Close-and-Equal Bits in a String (with Implications on
the Security of RSA's L.S.B), in Advances in Cryptology: Proceedings of Eurocrypt84,
(T. Beth et. al. eds.), Lecture Note in Computer Science (209) Springer Verlag, pp.
127-141, 1985.

[C10] O. Goldreich, S. Goldwasser and S. Micali, On the Cryptographic Applications of Ran-
dom Functions, in Advances in Cryptology — Crypto ‘84 (Proceedings), (G.R. Blakely
et. al. eds.), Lecture Note in Computer Science (196) Springer Verlag, pp. 276288,
1985.

[C11] B. Chor, and O. Goldreich, RSA/Rabin Least Significant Bits are 1/2 + 1/poly(logN)-
Secure, in Advances in Cryptology — Crypto ‘84 (Proceedings), (G.R. Blakely et. al.
eds.), Lecture Note in Computer Science (196) Springer Verlag, pp. 303-313, 1985.

[C12] W. Alexi, B. Chor, O. Goldreich, and C.P. Schnorr, RSA/Rabin Bits Are 1/2 +
1/poly(logN)-Secure, Proc. of the 25th IEEE Symp. on Foundation of Computer
Science (FOCS), 1984, pp. 449-457. (This is an extended abstract of No. J8.)

[C13] O. Goldreich, S. Goldwasser and S. Micali, How to Construct Random Functions, Proc.
of the 25th IEEE Symp. on Foundation of Computer Science (FOCS), 1984, pp. 464-
479. (This is an extended abstract of No. J6.)

[C14] S. Even, O. Goldreich and A. Shamir, On the Security of Ping-Pong Protocols when
Implemented Using the RSA, in Advances in Cryptology — Crypto ‘85 (Proceedings),
(H.C. Williams ed.), Lecture Note in Computer Science (218) Springer Verlag, pp.
5872, 1986.

[C15] B. Chor, O. Goldreich and S. Goldwasser, The Bit Security of Modular Squaring given
Partial Factorization of the Modulus, in Advances in Cryptology — Crypto ‘85 (Proceed-
ings), (H.C. Williams ed.), Lecture Note in Computer Science (218) Springer Verlag,
pp. 448-457, 1986.

[C16] M. Ben-Or, O. Goldreich, S. Micali and R.L. Rivest, A Fair Protocol for Signing
Contracts, Proc. of the 12th International Colloguium on Automata Languages and



Programming (ICALP), Lecture Note in Computer Science (194) Springer Verlag,
1985, pp. 43-52. (This is an extended abstract of No. J13.)

[C17] B. Chor, J. Friedmann, O. Goldreich, J. Hastad, S. Rudich and R. Smolansky, The
Bit Extraction Problem or ¢-Resilient Functions, Proc. of the 26th IEEE Symp. on
Foundation of Computer Science (FOCS), 1985, pp. 396-407.

[C18] B. Chor and O. Goldreich, Unbiased Bits from Sources of Weak Randomness and Prob-
abilistic Communication Complexity, Proc. of the 26th IEEE Symp. on Foundation
of Computer Science (FOCS), 1985, pp. 429-442. (This is an extended abstract of
No. J9.)

[C19] O. Goldreich and L. Shrira, The Effect of Link Failures on Computation in Asynchronous
Rings, 5th ACM Symp. on Principles of Distributed Computing (PODC), pp. 174-185,
1986. (This is an extended abstract of No. J7 and J20.)

[C20] O. Goldreich, Two Remarks Concerning the GMR Signature Scheme, in Advances in
Cryptology — Crypto ‘86 (Proceedings), (A.M. Odlyzko ed.), Lecture Note in Computer
Science (263) Springer Verlag, pp. 104-110, 1987.

[C21] O. Goldreich, S. Micali, and A. Wigderson, How to Prove All NP Statements in Zero-
Knowledge and a Methodology of Cryptographic Protocol Design, in Advances in Cryp-
tology — Crypto ‘86 (Proceedings), (A.M. Odlyzko ed.), Lecture Note in Computer
Science (263) Springer Verlag, pp. 171-185, 1987. (This is an extended abstract of
No. J18.)

[C22] O. Goldreich, Towards a Theory of Software Protection, in Advances in Cryptology
— Crypto ‘86 (Proceedings), (A.M. Odlyzko ed.), Lecture Note in Computer Science
(263) Springer Verlag, pp. 426-439, 1987. (This is a preliminary version of No. C24.)

[C23] O. Goldreich, S. Micali, and A. Wigderson, Proofs that Yield Nothing but their Validity
and a Methodology of Cryptographic Protocol Design, Proc. of the 27th IEEE Symp.
on Foundation of Computer Science (FOCS), pp. 174-187, 1986. (This is an extended
abstract of No. J18.)

[C24] O. Goldreich, Towards a Theory of Software Protection and Simulation by Oblivious
RAMs, Proc. of the 19th ACM Symp. on Theory of Computing (STOC), pp. 182-
194, 1987. (This extended abstract has been merged with an improvement by Rafail
Ostrovsky to yield No. J35.)

[C25] O. Goldreich, S. Micali, and A. Wigderson, How to Play any Mental Game or a Com-
pleteness Theorem for Protocols with Honest Majority, Proc. of the 19th ACM Symp.
on Theory of Computing (STOC), pp. 218-229, 1987.

[C26] R. Bar-Yehuda, O. Goldreich, A. Itai, On the Time-Complexity of Broadcast in Radio
Networks: An Exponential Gap Between Determinism and Randomization, 6th ACM
Symp. on Principles of Distributed Computing (PODC), 1987, pp. 98-108. (This is
an extended abstract of No. J24.)

[C27] O. Goldreich and S. Micali, Zero Knowledge and the Design of Secure Protocols, ap-
peared in the proceedings of Globecom87, 1987.



[C28] O. Goldreich and R. Vainish, How to Solve any Protocol Problem — An Efficiency
Improvement, in Advances in Cryptology — Crypto ‘87 (Proceedings), (C. Pomerance
ed.), Lecture Note in Computer Science (293) Springer Verlag, pp. 73-86, 1988.

[C29] O. Goldreich, Y. Mansour, and M. Sipser, Interactive Proof Systems: Provers that never
Fail and Random Selection, Proc. of the 28th IEEE Symp. on Foundation of Computer
Science (FOCS), pp. 449-461, 1987. (This is a preliminary version of No. J11.)

[C30] B. Awerbuch, O. Goldreich, D. Peleg, and R. Vainish, Trade-off Between Informa-
tion and Communication in Broadcast Protocols, appeared in the proceedings of the
Aegian Workshop on Complexity (AWOC), third international workshop on parallel
computation and VLSI theory, Korfu, Greece, (1988). (This is an extended abstract
of No. J15.)

[C31] Ben-Or, M., O. Goldreich, S. Goldwasser, J. Hastad, J. Kilian, S. Micali, and P.
Rogaway, Everything Provable is Provable in Zero-Knowledge, in Advances in Cryptology
— Crypto ‘88 (Proceedings), Lecture Note in Computer Science (403) Springer Verlag,
pp. 37-56, 1990.

[C32] Goldreich, O., and E. Kushilevitz, A Perfect Zero-Knowledge Proof for a Decision
Problem Equivalent to Discrete Logarithm, in Advances in Cryptology — Crypto ‘88
(Proceedings), Lecture Note in Computer Science (403) Springer Verlag, pp. 57-70,
1990. (This is an extended abstract of No. J26.)

[C33] O. Goldreich, H. Krawczyk, and M. Luby, On the Existence of Pseudorandom Genera-
tors, in Advances in Cryptology — Crypto ‘88 (Proceedings), Lecture Note in Computer
Science (403) Springer Verlag, pp. 146-162, 1990. (This is an extended abstract of
No. J28.)

[C34] O. Goldreich, H. Krawczyk, and M. Luby, On the Existence of Pseudorandom Genera-
tors, Proc. of the 29th IEEE Symp. on Foundation of Computer Science (FOCS), pp.
12-24, 1988.

[C35] S. Ben-David, B. Chor, O. Goldreich, and M. Luby, On the Theory of Average Case
Complexity, Proc. of the 4th conf. on Structure in Complexity Theory, (This is an
abstract of No. C37.)

[C36] O. Goldreich, and L.A. Levin, Hard-core Predicates for any One-Way Function, Proc.
of the 21st ACM Symp. on Theory of Computing (STOC), pp. 25-32, 1989.

[C37] S. Ben-David, B. Chor, O. Goldreich, and M. Luby, On the Theory of Average Case
Complexity, Proc. of the 21st ACM Symp. on Theory of Computing (STOC), pp.
204-216, 1989. (This is an extended abstract of No. J21.)

[C38] R. Bar-Yehuda, O. Goldreich, and A. Itai. Efficient Emulation of Single-Hop Radio
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(FOCS), pp. 294-303, 1995. (This is an extended abstract of No. J57.)

[C63] R. Canetti, U. Feige, O. Goldreich and M. Naor, Adaptively Secure Multi-party Compu-
tation, Proc. of the 28th ACM Symp. on Theory of Computing (STOC), pp. 639-648,
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(This is an extended abstract of No. J79.)

[C89] B. Barak, O. Goldreich, S. Goldwasser and Y. Lindell, Resettably-Sound Zero-Knowledge
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Springer LNCS, Vol. 6056, pages 279-295, 2010. (This is an extended abstract of
No. J78.)
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[025] O. Goldreich, B. Juba, and M. Sudan, A Theory of Goal-Oriented Communication,
ECCC, Report TR09-075, Sept. 2009 (This is an extended abstract of No. J81.)
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abbreviated version of No. S18.)

18



[S18] Pseudorandomness, in the Proc. of the 27th ICALP, Springer LNCS, Vol. 1853, pages
687704, 2000.

[S19] Cryptography and Cryptographic Protocols, PODC' Jubilee Issue of Distributed Com-
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in this collection. The surveys collected in this volume were compeleted at different times,
and were revised towards this publication. The year of the original version is mentioned in
square brackets.

[S25] On Yao's XOR-Lemma, (With N. Nisan and A. Wigderson.) [1995]

[S26] Three XOR-Lemmas — An Exposition, [1995]

[S27] A Sample of Samplers — A Computational Perspective on Sampling, [1997]
[S28] Notes on Levin's Theory of Average-Case Complexity, [1988 and 1997]
[S29] On Security Preserving Reductions — Revised Terminology, [2000]

[S30] On the complexity of computational problems regarding distributions, (with S. Vadhan)
[2003]

[S31] Basing Non-Interactive Zero-Knowledge on (Enhanced) Trapdoor Permutations: The
State of the Art, [2008]

[S32] Average Case Complexity, Revisited, [2008]
[S33] Basic Facts about Expander Graphs, [2008]

[S34] A Brief Introduction to Property Testing, [2010]
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6 Books, Lecture Notes, and Related Material

Books
[B1] Modern Cryptography, Probabilistic Proofs and Pseudorandomness, 1998.
Springer, Volume 17 of the Algorithms and Combinatorics series.

[B2] Foundations of Cryptography — Basic Tools, 2001.
Cambridge University Press.

[B3] Foundations of Cryptography — Basic Applications, 2004.
Cambridge University Press.

[B4] Computational Complexity: A Conceptual Perspective, 2008.
Cambridge University Press.

[B5] P, NP, and NP-Completeness: The Basics of Complexity Theory, 2010.
Cambridge University Press.

[B6] A Primer on Pseudorandom Generators, 2010.
AMS, ULECT series, Nr. 55.

Lecture Notes

[B7] Foundations of Cryptography — Class Notes, 1989.
Computer Science Department, Technion, 184 pages.
(Superseeded by B2 and B3.)

[B8] Theory of Computation (draft for a textbook in Hebrew), 1989.
Computer Science Department, Technion, 184 pages. (Third edition: 1992.)

[B9] Introduction to Complexity Theory — Lecture Notes.

1. For a two-semester course, 353 pages, 1999.

2. For a one-semester course, 104 pages, 2002.

Department of Computer Science and Applied Math., Weizmann Institute of Science.
(Superseeded by B4.)

[B10] Randomized Methods in Computation — Lecture Notes, 2001.
Department of Computer Science and Applied Math., Weizmann Institute, 155 pages.

Other Material

[B11] Foundations of Cryptography — Fragments of a Book, 1995.
Department of Computer Science and Applied Math., Weizmann Institute, 292 pages.

(This is a preliminary version of B2.)

20



