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It 15 PossiBLE
TO BUILD A CABIN

WITH NO FOUNDATIONS,
BUT NOT A LASTING BWILDING.
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THe NATURE OF CRYPTOCRAPHY

~ MAINTAINING DESIRED FUNCTIONALITY
\N FACE OF ADVERSERIAL BEHAVIOR
( TRANSENDING DESIGNER'S |MAGINATION)
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The NATURE OF CRYPTOGRAPHY

~ MAINTAINING DESIRED FUNCTIONALITY
IN FACE OF ADVERSERIAL BEHAVIOR
( TRANSENDING DESIGNER'S |MAGINATION)
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MIQ!EQ FRM FOUNDATIONS For CRYPTO'

« DEFINITIONAL AcTVITY
1DENTIFY | CONCEPTVALIZE 2 DEFINE
CRYPTOGRAPHIC TASKS
CAPTURING NATURAL SECORITY CoNCERNS,

=

« CONSTROCT\WVE AcT\VITY

STUOY @ DESILN CRYPTO' SCHEMES
SATISFYING THE ABovE PEF'S,
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DerniTIONAL AcT' — ExamPLe: SecuRe Enc.

~ (hat is Hana fo defive 7
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— 1S \T ok ForR A “SECURE ENCRYPTIoN"

To LEAR THE 1°F B\T of PIAINTEXT 2
-

=> RESECT THE NAWVE FORMULATION

SECURE &> INFEASIBLE TOo oBTAIN
PLAINTEXT FROM CIPHERTEMT

BTW, NAVE FoRM' REFERS To
.. UNIFORMLY DISTR. PLAINTEXT

AND THUS, ‘DOUBLLY [NADEUATE ..
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SEMHNTAC SECyRTY
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SECURE ENCRYPTION — DEFINITION [GM]

COMPUTAT ANALOG OF SHAMNON'S “PepFect SeeRecy |

IT 1S INFEASIB\E To oBTAIN

(FRom CIPHERTEXT ) ANY “NoN-0BVIOUS'
INFORMATION REGARD' PLAINTE T,
whene “oavIous' \S WHATEVER CAN
BE EFFICIENTLY ComPuT' A-PRIOR!

COMMENT : No TDETERMINSTIC ENSRYPTION ,
CAN SATSFY THIS DEFRNITION (
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;SECU&E ENCRYPTION — DEFINITION IGM.!

COMPUTAT ANALOG OF SHANNON'S “PerFEcT SeReet -

IT IS INFEASIBIE To o®TAIN

(FRoM CIPHERTEXT ) ANY “NoN-0BYIOVS'
INFORMATION REGARD' PLAINTE XT,
whene “ogviovus s WHATEVER CAN
BE EFFICIENTLY ComPUT' A-PRIORI
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EVERY FunNcTioON OF PLAINTEXT
WHICH CAN BE EFF' GUESIED FRom CIPHER'
CAN BE EFF GUEss' AS wFlL FRom NOTHING,

COMMENT : No TDETERMINSTIC ENSRYPTION
CAN SATSEY THIS DEFANITION




Vi

X

E f":“_"”‘ SECI T

gD T gl

/ @ hna M

- .
SECURE ENCRYPTION — DEFINITION |GM]
COMPUTAT' ANALOG OF SHANNON'S “PepFEcT SERECY

IT 1S INFEASIBIE To oRTAIN

(FROM CIPHERTEXT ) ANY “NoN-0BYIOVS"
INFORMATION REGARD' PLAINTE XT,
whene “o8vious’ \s WHATEVER CAN
BE EFFICIENTLY ComPutT' A-PRIOR!

e.9,
Surrose P‘Ft PLM:HTI'IO:T = '31 =

THEN, GIVEN CIPHERTEXT, You <AN
Guess 1*f BT of PLAINTE2T W.P ¥/3,
BUT NOT BETTER.

COMMENT : Mo DETERMINSTIC ENSRYPTION
CAN SAMSEY THIS DEFANITION
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Secuke Enc' — An Esuv. Der (6n]

IT 'S INFEASBLE To DISTINGVISH
ENCRYPTIONS OF ANY Two MESSAGSS
(BYEN WHEN MESSAGES ARE WiowN \)

- EQUIVALENT To PREVIOVS DEEINITION.

- No (PuBLIC-KEY) ENCRVFTION ScHeme
WiTH DETERMINISTIC ENCRYST' AléoRITHM
CAN SAT\SFY THESE DEFNTIONS,

(e
EG., Gwen encavetion-vev, )hr 'S GASY
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Secure Enc' — An E&uv. Der fGH]\

IT 'S INFEASIBLE To DisTINGVISH
ENCRYPTIONS OF ANY TwWo MESSAGES
(EYEN WHEN MESSAGES ARE KnowN \)

- EQUIVALENT To PREVIOUS DEFINITION.

« No (Nstm-kei) ENCRYFTION ScHemE
WITH DETERMNSTIC ENcRY?T' AlSoRI THM
CAN SAT\SFY THESE DEFINTIeONS

. DID WE' Ak FoR Too much 7

. PRoBAQILISTIC ENCRYPTION cm/m
SAT\SFY THE DEFmvTIONS,
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SECRE EnNcRYPTION — DEF'S (Tecumcal)
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(G,E,D) = A PUR-KEY EACRYPTION SCHEME,
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% CONSTRUCTI\WWVE ACTWITY — ExAmPLE :\
SECURE EMNCRYPTION

- Given ANY TRAPDOOR PERMUTATION,
CAN CONSTRLOCT
SECORE PUBLIC-KEY ENCRYPTION ‘{:;‘f’

* N PARTICULAR, AssumNG FACTORING HARD,
4 SECURE PuUBLIC-KEY ENCRYPTION
(EssenTmLY) AS EFFIC/ENT As RSA. (5!

-~ PLAIN RCA' (s NOT SECORE.

W — 'RANDOMIZED RSA' MAY BE SECURE.

=1

e~ RSA AN BE TRANSFORMED
o> INTO A SECURE ENCRYPTION .
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(|E §E - CLARICICATIONS

« THE ONE-WAY ASSUMPTION ‘9!&)

RSA s HARD To INVERT
(UNDER UNIFORM DISTRIBUTION )

« PLAIN RSA 1S »eoT SECULURE X

6 T3(rsa(m))=Ts(m)

. RME]}EE ESﬂ ﬂ:‘\N\
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To EWCRYPT med0,1} i
Ly
secer redond " 2 ovtpur RSA (rom)

CoNS: OWA => RandRSA ¢ seciee.
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KNOWN To HelD |F ENCRYPT medon)

BY n&lad" .“e OUTPUT M (rtem)
[ALGS']
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THE BLum -GanHF‘S-SEﬂ. Encrypr' ScHeEme

» FAcTomING Hagp => Secumity
« EFFICIENCY & AS RSA.

PRivATE KeY PRIMES p.q ST. rsciaa(m 4)

PuBLC KEY THE PRotwCT N:Fﬂ,_ (n-.-m[) IJ
ENCRYPTIEN OF Messace xelopd”
= Se&% Ty
- FoR (=, "
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- ouTPuT cienerteer (5.0, &%, S, ).

DECRYPTION of crpwerTerr (y,S.)

= g.....(-s.j tMoD N)‘ WHERE c\-z'" MoD #-(N)
- Recover V'S AND MESSAGE,
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DesnuTioNAL Accwity |

— Pseupo Rannem Generators

ReEAACING ad- hoc MNoTioNS SucH AS
« PASsING Tests Listep In Kaww Wov. 2
- HaviNG HigH LineaR (FSR) coMPLETY

BY THE RoRUST NaTIoN OF

BEING COMPUTATIONALLY INDISTINGUISH'
FROM THE UNIFORM DISTRIBUTION t
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PRG - DEFIANITION (Tecnwical )

o Gr3sy 3“ -i?ﬂ.!‘slh EFFICQENTLY CompT'
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CORSTRUCTIVE AcTwiTY — PRG \

« Gwven ANY ONE-WAY PERMUTATION
CAN ConsTRUeT A PRG. [mm el

EFFICIENCY VARIES -
ONE-MANY PR-BITS PER OW-COMPUTATION,

» MORE EFFICIENT CoNSTRUCTIONC
BASED OMN SPECIFIC HARD PROBIEMS [Tyl

- Jow Fuetins =5 J PRG . [HuL]
('??quﬁL;fiid m“)

« PRC => OW Fummions. (L1



'r PSEU‘DORAN&:M Functions [GGMT
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IT IS INFEAT\RLE TO DISTINGUISH
REPLIES BY fiilF“ FRom
REPLIES BY RANDOM 1303 -2 3o’

. ??\G = {RE _ (HLTERHH“*‘EE BY [NR])

« PRE s A PowerruL TooL.
EG. TRWATE=KE Y ESNCRYPTIoN

KEY = S€ED/pescRenioN oF {&F, (PRF)

ENCRYPT™ MESSAGE xels,3"
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DEANTIONAL ACTIWVITY — SIGMATYRES

- CHOSEN MESSAGE ATTASK. l/

WHAT DOEs \T MEAN "To FoReE ?

- ExsTenTIAL_FORGERY ) GHR:T

O
1. :l

PRODUCE A SIGNATURE
To ANY NEW MESSAGE.
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DEANITIONAL ACTIVITY — SIGNATURES

- CHOSEN MESSAGE ATTacK. l/

WHAT DOEs \T MEAN To FoReE 2

| EOSTENTIAL _FORGERY ) CHR:

YRODUCE A SIGNATURE
T0 ANY NEW MESSAGE.

IS \T "Too cAUTIOUE 7

-

*We WANT AN APPLICATION - INDEPENDENT
NOTION OF SECLRITY
- BVEN 1 A SPEQIFIC ARPUICATION, IT IS

"IMPPOIBLE” To 1DENTIFY "THE 1MPRTANT
MESSALES’

* IN SOME APPLICATIONS (¢ «icive soan )
BUST- FORGERY DOES CAUSE DAMAGE
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CONSTRICTWE HCT\VIW — SIGWES

* SECLURE SIGNATURES ConsTRUCTESD

UNDER FACTORING /RSA AssumeTion [E"R: ]
IDN, €b]

EFFICIENCY — VARTING (5 rues swwer”)
THAN RIA

. Jor Fuemons = { SienaTuRes 1R

« Usemu Preraviems

— REFRESHING OF KeY's. (“ranDomzans
— TREE AULTHENTICATOM

- HASWING (UONHF [HYI)






Zero Knowiepee  [CMRal
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Prover Veairier 4

o InTeRactivE Prooe SYSTEM
(b VALID = PR[V Ac&m]’bl-ne} i

$ VAL = Pa[V accerrs] < ey, -

e 1€R0-WNOWLEDGE

WHATEVER CAN BE EFFIQENTLY

COMPUTED AFTER INTERA<T'
WiTH Pon @ 7

CAN BE ESFFICIENTLY CampT
FRom ¢ ITseLF,
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(\( — A GENERAL PLAVIISILTY RecuLT

Cwed N1
'1 OW FupNCTieoNsS =» I PRG F:_;t: CoOMMITMENT SCHEMES

GM
[-¢ EVERY NP-ASSERTION CAN BE

EFF\QIENT' PROVEN IN Z k

e

- edl‘a f Bu:s:nma % IHFO(A‘S SEc)
Auce

ANSﬁE‘R
SUPPOSE"

= FNC(SEC ._,&.)

SECRET
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= oW FuNCTioNS => 1 PRE E:, CoMMITMENT SCHEMES

[eMW]
= EVERY NP-ASSERTION CAN BE

EFF\CQIENT PROVEN N EK.
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ANSWER

Auce surrese' Bom
= FNC(S8C .JQ.)
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3 SEC. S.T.
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FoR ANY FUNCTIONALITY *
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« Fi's NAY BE PROBAGILISTIC
. o CAN BE EXTSNDED To IMERACTWE TasKS,
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Secore Muiti-Parry  Pestocers %,

FoR AMY FUNCTIONALITY ~

3
. 7,F;_-$h. = DESIRED FuNCTONALITY
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« F's MNAY BE PRoBARILISTIC
o CAN BE EXTSWNDED To IMEFRACTIVE TASKS
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« Fi's MAY BE PROBAGILISTIC
« CAN BE EXTSWNDED To MERACTIVE TASKS.
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SECURE TWO-PARTY PROTocoLS |

WITH EARLY SToPminG [‘1’21

+ ANY FONCTONALTY G037 3037

+ QUTNT “SiMULTANGUSLY ¥ = Tmpessns (]
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SECURE TWO-PARTY PROToceLs |

WITH EARLY 3TotpinGg | 72

* ANY FONCTIONALTY 640 2037

o QUTNT "$1MULTANEGSLY ” — [Mpessns (]

AL\CE PR
PESIRED OUTRIT DESRED OUTRIT
=t :E’Eiﬁ“

SECURE PRaoTocoL
USING ANY TRAPDOOR PERMUTATION
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SECURE TwWO-PARTY PROTeceLs
WITHR BARLY STotpinG [‘\’2'}

» ANY FuNcTIONALITY E6=Gq‘3‘)‘ =337
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SOME CONCLUDING REMARLS |

* ThsohY Que MDSRBNOENT

OF SPECIFIC WoTioN oF EFFICIENCY
CEG., ASTMPTOTICS, PPT).

- RELATONE BETWEEN NOTONS /TAsks
ARE TWE TRUE CONTEWTS,

- "SECUR\TY" AS @uaNTITY,
- CLASSIFICATION OF RESULTS.

+ "Too cAUTIOLS' PEFINIMNS 7
= \'0"- can neven be ‘€oo cautious"
- AfrLicATioN INDEPENDENE,

- “\MPOTABILITY" OF DEFINING (
THE EXACST CoNCEeNS

(evEN (N SPEctFIc AMPLIC.),





