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AssUMING EXISTENCE OF
PUBLIC —KEY CRYPTOSYSTEMS,
EVERY PRSTocolL PROBLEM

HAS A SOWTION,

FURTHERMORE | WE PRESENT
AN EFFICIENT PROTOCOL-GENERATOR

THAT oN INPUT A (TM)-DEscRIPTION
OF THE PROBLEM OQUTPUTS A SOLVTION,

e—

E-Go
\F FACTORING INTEGERS IS INFEASIBLE

THEN OUR ASSUMPTION HOLDS,




/OOR PratocoL- GENERATOR

* (INDE?ENDENT OF THE PROBLEM )

QUTPUTS A FAULT -TOLERANT PROTO ML
FOR S\MULTANoOUS OMMITMENT,

* (J) CoNSTRUCT A PRoTOCSL FoR
“SEM(-HONEST" PLAYERS,
ACHEIVING MAX. PRIVACY.

(2) COMPILE THIS PRoTocol To
MAKE \T FAULT- TOLERANT,

PRESERWG CORRESTNESS 2 PRIVALY,

(v

-
— N\

m«a—ﬂ?



—

AST — SIMULTANOUS COMMITMENT

e A eY NoTI(ON:
SECRET SHARWG ( SS)

(1) NINoRITY OF

o / SHARE SHARES YELDS
G e, NoTwG,
? Q) MAToRITY oF

~~ g SHARES YIGLDS
ﬁ e n THE SECRET



AST — SWMULTANUS COMMITMENT

e A keY NoT(oN: I CMAT
VeriFiaBle SecRet SHARNG (vss )

(1) MINOR\TY ©OF
SHARE SHARES YELDS
V 2 NOTHING
) @) MAToRITY oF
SHARES Y!&LDs
\0%‘“"‘51& THE SECRET
(3) VERFIARILITY
OF SHARES )

o TMPLEMENTING VSS =[Suame + Lomw]

m— =

e SIMULTANNS COMMITMENT IS

LINGARLY REDUCWBLE To VSS [cemaA]



AST — SWULTANOUS COMMITMENT

e A XeY HNoTI(ON: T CMAT
Verirmae Seerer Swarwe (Vss)

(1) MINoRITY ©OF
SHARE SHARES YELWDS
NOTHING ,
#

Q) MAToRITY oF
SHARES Y!&LDs

THE SECRET
Ls) VERVFIARLITY
OF SHARES )

o TMPLEMENTING VSS =[Suamw] + Lemw]

e SIMULTANOUS COMMITMENT IS
LOGARITHMICALLY [CQ]

LINGARTY  REDUCWLE To VSS [comad



“IND — MAX. PRIVACY FOR ‘SEMI-HONEST"

. lJl#IT IS A SEMI-HONEST PARTY ?

EXECUTES PRoTocol PRoPERLY,

BUT RECORDS AlLL
INTERMIDIATE RESVLTS,

o A MAX. PRWACY PROTOCOL FoR f

WHATEVER CAN BE EFFICIBNTLY

CoMPITED AFTER PARTICUPATING \
(SEM -HONESTLY) N THE P»Totﬂ.)

\?

(NHA-TB/ER CAN BE COMPVTED
FROM THE PRIWATE INPUTS £ OUTAUTS

* Yow TO CONSTRUCT A MAX, PRWALY PRoTocoll
chone ﬂ '%’5 wWonk



PouyNoMIAL INDISTINGUISHABILITY
[yvaol (TeM1)

T

rl QNT(A )") Pz,g BQ(T(X;)q)

T DoEs MeT DISTINGUISH IF



PournoMiAL INDISTINGUISHARBILITY
[vaol (TeM1)

(o
a

REhalTo)  R2Ra(red)e)

T DoEs NoT DISTINGUISH IF

s



POLY)‘OHML IN DISTINGUISHARILITY \
[yaol (TeM1)

e (B 3
PanaTet-) P2 Ra(TO-)

T Does MoT DISTINGUISH IF
n)  o(w) -C
Ve>o, \f‘ e n (’g,@f,g“

)
x|={x\ S £ x.."-'zz,,wg ARE
PoLYNoM/ALLY INDISTINGUISHABLE

IF VPROB. PolY-TIME T
CANNOT  DISTINGUISH THEM




£ TR
2RD = FORCING SEM\=-WNEST REHWAVIOUR, |
o \DEA : 'APPEND To EACH MESSAGE

A ZERO-KNOWLEDEE PRY0OE

THAT \T \S COMPUTED PRoPERLY.

o A ZerRo-WNOWIEDCE PRoOE IS

A "CONVINCING ARGUMENT" THAT Y1ELDS
NOTHING BUTS THE VAUDITY OF STATMENT

o ZERo-KNOWLEDGE PROOFS &XIST
Foh sVERY NP-svatement [GMWT

AND THAT's AL WE Neep!



,/

3RD — FORCING SEM\=-WNEST REHAVIOUR,

o \DEA : 'APPEND 7To EACH MESSAGE
A TERO-KNIWLEDEE PROOFE
THAT \T \S COMPOTED PROPERLY.

e DETALS (t:oR EXPERTS ONLY ) 2
() To DEAL WITH RANDOMZED PRoTOCOLS

WE USE DISTRIBUTED COM~-FLIPPING
WHICH \S IMPLEMENTED USING Sim. Commim;

(2) WE NEED AND WAVE

AUXI LIARY~ INPUT EK PROOES

FoR eYsRrY NP-STATEMENT.



7 Max. Prwacy PRoTocale R SEMI-HONRST

® \DEA: "DISTRIBUTED SMVLATION" oF
BoolEAN CIRCUIT EVALUATION,

“'SWARING A PRIVATE INPVT

bR

L/ \’1—'3: b=@b"
b 7 U
n ..T.‘..

* THET "smoum oN"

A A bL,.c.c,\

L‘Qw




" i

DISTRIBSUTED LmuLatioN o AND & NOT

L ;- "*::'J:r: K
‘It Liqjl’t;::‘ ‘Lv\

a b Q.- 0, b,
\?/ Lq bk
C=anb 0 i‘- i“



o

DISTRIBVTED

b

&

!

=%

a L

¥

C=anb

umuLaTioN oF AND 2 )4_01‘_

b\ kl. b'n

-

Cy+- S
ST I =(Za)(3b,)

éCL . i QQ‘B{ L) &{Ss* ijt)
(R ALY : {gs | _-

c® eV
Qu»ﬂ how 2



€

A MAX. PRIVACY PRoTocol FoR XY+ Xy,

o NHAT WE NEED

i o
xo,xuxl Yl)yl-
N A
MAX. Tﬁwngr
PRoToco

\\ Kot 1\1\*2;‘{1

® REDUCTION To {-ouT-oF-Yy OT



/
A MAX. PRVACY PRoTocoL FoR XY + X\,

» NHAT WE NEED
X Y
x'°abxwxi Yu"a..

Nl Z
< M‘—%J}QL‘Z"CY

& \

| xo*‘x\\'f\'zlxz
® REDUCTION To {-ouT-oF-Q OT [EGL]
S e
S\, Sa 'ke?o.\‘;
i \ Y
\=QuT -oF~-2 OT \
2 N'.~:C



LR AT SO e i

y.il

A MAX. PRiVACY PRoTocslL FoR xl\iﬁ'xt\'z

» WHAT WE NEED

X ¥
xo,xuxz Yl ) Va.

NV LS

< MAX. TRWVAY }
pRo‘TjoLol_
i

xo*' x\\h *X‘Yz

® REDUCTION To 1-uT-oF-Yy OT

&:x.,x,,\k; I."'\'u % Y
\{'L \{\
o © X e
o |\ Ao+ 2, =~
\ o Ko+ X, o;;“
Ay ) Ko ¥ A kX

N\



\MPLEMENTING A-ourecog-2 OT

s R

et \
et s, hewded teat
CHoosE }1_

(b ) Lb

(rt:,ﬂ.:_) & 5 1 4 OTHERWISE
Y
\ -\ \ I
7. « 4 (r)
3 v Y
\ y
Séﬁsoeh('t.) (S\\) \)
-
BUT

S, =Su® qu: ;)

REMANS UNPREDICTABLE .



Summing JP

THM : Every AroTocoL PRoBIEM
HAS A SolLUTION,

FurThERMORE >
A SOLUTIGN CAN BE FounD
errrcientLy/



F o

A GAME (oF McowPISTE INFORMATION)
I von NEomawy 2 MoreensTem 1

S STATES oF THE GAME
KitS=>S, KNOWLEDEE FuNCTIONS
M POSIINE Moveg
M S>M STRATEGIES

Y S¥XM=>S TRANSITION FUNCT(ON

1S\ PAYoFF FUNCTION



' A GAME (oF MCoMPIETE INFORMATION) \

I von Neomams 2 MopreensTemi |

S STATES oF THE GAME
Kt S=>S, KNOWLEDEE FuNCTIoNS
M POSIRE MOVES

(C M.:S>M STRATEGIES B

3:1SXM=>S TRANSITION FUNCT(oN
e1s»\ PAYoFF FuNcTION

i HON To SELEST AN QPTIMAL STRATEG’(.?




A GAME (oF MconPETE INFORMATION) a

) von Neomaws 2 MopsensTem

S STATES oF THE GAME
® K 1S=>S, comwT' KNowLEDSE FuNCTIoNS
M POSIINE MOVES

""7"'&!5&'. ' STRATECES

® §:1SXM2S (oApT TRANSITION FUNCT(ON
o €1S>\  comut' PAYOFF FUNCTION

- How To IMPLEMENT A GAME 7
SPECAL CASES !

()) A PRoTocoL PROBLEM

(20 A GENERALIRED PRoTocolL PReBLEM
(WiTH oM-LINE EXT. INpuTS )

« WTT STATE = @&
- MO\/E-S = (NPUTS



B\
IMPLEMENTING A COMPUTARIE GAME

o COMM\T To A MOVE

* DISTRIBUTIVELY COMPUTE
THE NEXT STATE, «%

e DISTRIBUTIVELY CoMPUTE :29 eu
PART(AL (NFoRMATION | ¢ J\i a,
(¥ok EAcH PLAYER!) ’

) “e,

* DISTRIBUTWELY CoMVTE
THE FINAL PAVOFF,



© SuMMRRY

-— a—

o Generdl Resurs (oBTAmEb)
* How To SOLVE ANY PRoTocol PRoBLEM.

* How To RAY ANY GAME,

* The cosT (7o se REDUCED )

- PASSING To TIRCUIT MoDE L
o PRAM — cireiT  (TM >ewent)
* WoRK WiITH BouNDED DEGREE Newomt?

- 9(\'\‘) CoMMUNICATION PER
EACH ELEMENTARY STEP,

* ANOTWER MODEL ?
o AmoRT\2E ?

= ZX PRooFS ol BACM MESMAGE

¢ PosSTPONE PROOF?»ToTHEEND)
GET RID oF OT



