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ABSTRACT: The wide applicability of zero-knowledge interactive proofs comes from the possibility of using these proofs as subroutines in cryptographic protocols. A basic question concerning this use is whether the (sequential and/or parallel) composition of zero-knowledge protocols is zero-knowledge too. We demonstrate the limitations of the composition of zeroknowledge protocols by proving that the original definition of zero-knowledge is not closed under
sequential composition; and that even the strong formulations of zero-knowledge (e.g. black-box
simulation) are not closed under parallel execution.
We present lower bounds on the round complexity of zero-knowledge proofs, with significant
implications to the parallelization of zero-knowledge protocols. We prove that 3-round interactive proofs and constant-round Arthur-Merlin proofs that are black-box simulation zeroknowledge exist only for languages in BPP. In particular, it follows that the "parallel versions" of
the first interactive proofs systems presented for quadratic residuosity, graph isomorphism and
any language in NP, are not black-box simulation zero-knowledge, unless the corresponding
languages are in BPP. Whether these parallel versions constitute zero-knowledge proofs was an
intriguing open question arising from the early works on zero-knowledge. Other consequences
are a proof of optimality for the round complexity of various known zero-knowledge protocols,
and the necessity of using secret coins in the design of "parallelizable" constant-round zeroknowledge proofs.
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-21. INTRODUCTION
In this paper we investigate the problem of composing zero-knowledge proof systems. Zero-knowledge proof systems, introduced in the seminal paper of Goldwasser,
Micali and Rackoff [GMR1], are efficient interactive proofs which have the remarkable
property of yielding nothing but the validity of the assertion. Namely, whatever can be
efficiently computed after interacting with a zero-knowledge prover, can be efficiently
computed on input a valid assertion. Thus, a zero-knowledge proof is computationally
equivalent to an answer of a trusted oracle.
A basic question regarding zero-knowledge interactive proofs is whether their composition remains zero-knowledge. This question is not only of theoretical importance, but
is also crucial to the utilization of zero-knowledge proof systems as subprotocols inside
cryptographic protocols. Of particular interest are sequential and parallel composition.
Candidate "theorems" (whose correctness we investigate) are:
Sequential Composition: Let Π1 and Π2 be zero-knowledge proof systems for languages
L 1 and L 2 respectively. Then, on input x 1 f x 2 , executing first Π1 on x 1 and afterwards
executing Π2 on x 2 , constitutes a zero-knowledge interactive proof system for L 1 f L 2 .
Parallel Composition: Let Π1 and Π2 be as above. Then, on input x 1 f x 2 , executing concurrently Π1 on input x 1 and Π2 on x 2 , constitutes a zero-knowledge interactive proof
system for L 1 f L 2 . (Concurrent execution means that the i-th message of the composed
protocol consists of the concatenation of the i-th messages in Π1 and Π2 , respectively).
Sequential Composition
Soon after the publication of the [GMR1] paper, several researchers noticed that the
formulation of zero-knowledge proposed therein (hereafter referred as the original formulation) is probably not closed under sequential composition. In particular, Feige and
Shamir [Fei] proposed a protocol conjectured to be a counterexample to the Sequential
Composition "Theorem". In this paper we use the ideas of [Fei] and new results on pseudorandom distributions [GK], to prove that indeed the original formulation of zeroknowledge is not closed under sequential composition. Our proof is independent of any
intractability assumption. It applies to the notion of computational zero-knowledge (see
Section 2), and uses computationally unbounded provers. (So far no proof exists for the
same result with provers limited to polynomial-time, or for statistical or perfect zeroknowledge.)
The reader should be aware that the Sequential Composition Theorem was proven
(by Goldreich and Oren [GO, Ore]) for a stronger ("non-uniform") formulation of zero-

-3knowledge suggested by several authors (cf. [Fei, GMR2, GO, Ore, TW]). The Sequential Composition Theorem is crucial to the utilization of zero-knowledge interactive
proofs in cryptographic applications and in particular to the construction of cryptographic
protocols for playing any computable game [Yao,GMW2].
Parallel Composition
Parallel composition of interactive proofs is widely used as a means of decreasing
the error probability of proof systems, while maintaining the number of rounds. Of
course one would be interested in applying these advantages of parallelism to zeroknowledge protocols as well. Parallelism is also used in multi-party protocols in which
parties wish to prove (the same and/or different) statements to various parties concurrently. Unfortunately, we show in this paper a counterexample to the Parallel Composition "Theorem". Namely, we introduce a pair of protocols which are (computational)
zero-knowledge with respect to the strongest known definitions (including the nonuniform formulation discussed above and the "black-box simulation" formulation discussed bellow) yet their parallel composition is not zero-knowledge (not even in the
"weak" sense of the original [GMR1] formulation). Also in this case, our proof does not
rely on any unproven hypotheses; on the other hand it uses in an essential way the
unbounded computational power of the prover and the computational notion of zeroknowledge. Based on intractability assumptions, Feige and Shamir [FS2] show a perfect
zero-knowledge protocol with a polynomial-time prover which fails parallel composition.
Our results below on 3-round zero-knowledge proofs imply a similar result but our case
requires a super-logarithmic number of repetitions while in [FS2] two repetitions suffice.
By the above result we have ruled out the possibility of proving that particular
interactive proofs are zero-knowledge by merely arguing that they are the result of parallel composition of various zero-knowledge protocols. But this does not resolve the question whether concrete cases of composed interactive proofs are zero-knowledge. In particular, since the first presentation of the results in [GMR1] and [GMW1] it was repeatedly asked whether the "parallel versions" of the interactive proofs presented for Quadratic Residuosity, Graph Isomorphism and for any language in NP are zero-knowledge.
Round complexity of zero-knowledge proofs
In this paper we prove a general result concerning the round complexity of zeroknowledge interactive proofs which, in particular, resolves the question of parallelization
of the above mentioned protocols. This general result states that only BPP languages
have 3-round interactive proofs which are black-box simulation zero-knowledge. 1 Since
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This result applies to interactive proofs in which the prover can convince the verifier of
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proven zero-knowledge using black-box simulation zero-knowledge, unless the
corresponding languages are in BPP. This (negative) result is proven for computational
zero-knowledge proofs and therefore applies to statistical and perfect zero-knowledge as
well.
Loosely speaking, we say that an interactive proof for a language L is black-box
simulation zero-knowledge if there exists a (probabilistic polynomial-time) universal
simulator which using any (even non-uniform) verifier V * as a black box, produces a probability distribution which is polynomially indistinguishable from the distribution of
conversations of (the same) V * with the prover, on inputs in L. This definition of zeroknowledge is more restrictive than the original one which allows each verifier V * to have
a specific simulator SV * . Nevertheless, all known zero-knowledge protocols are also
black-box simulation zero-knowledge. This fact cannot come as a surprise since it is hard
to conceive of a way of taking advantage of the full power of the more liberal definition.
It is not plausible that our result could be extended to 4-round interactive proofs
since such proofs are known for languages believed to be outside BPP. The protocols for
Quadratic Non-Residuosity [GMR1] and Graph Non-Isomorphism [GMW1] are such
examples. In addition, zero-knowledge interactive proofs of 5 rounds are known for Quadratic Residuosity and Graph Isomorphism [BMO1], and assuming the existence of
claw-free permutations there exist 5-round zero-knowledge interactive proofs for any
language in NP [GKa]. Moreover, our results extend to zero-knowledge arguments 2, for
which Feige and Shamir [FS] presented (assuming the existence of one-way functions) a
4-round protocol for any language in NP. Our result implies that the round complexity of
this protocol is optimal (as long as BPP ≠ NP).
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accepting a false assertion with only negligible probability. The above mentioned languages have
3-round zero-knowledge interactive proofs in which the prover has a significant (e.g. constant)
probability of cheating.
2 Interactive arguments (also known as "computationally sound proofs" and "computationally
convincing protocols") differ from an interactive proof system in that the soundness condition of
the system is formulated with respect to probabilistic polynomial-time provers, possibly with
auxiliary input (see [BCC]). Namely, efficient provers cannot fool the verifier into accepting an
input not in the language, except with negligible probability.
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When restricting ourselves to Arthur-Merlin interactive proofs, we can extend the
above result to any constant number of rounds. We show that only BPP languages have
constant-round Arthur-Merlin proofs which are also black-box simulation zeroknowledge.
Arthur-Merlin interactive proofs, introduced by Babai [Bab], are interactive proofs
in which all the messages sent by the verifier are the outcome of his coin tosses. In other
words, the verifier "keeps no secrets from the prover". Our result is a good reason to
believe that the only feasible way of constructing constant-round zero-knowledge
interactive proofs is to let the verifier use "secret coins". Indeed, the above mentioned
constant-round zero-knowledge proofs, as well as the constant round statistical zeroknowledge proofs of [BMO2], use secret coins. Thus, secret coins do help in the zeroknowledge setting. This should be contrasted with the result of Goldwasser and Sipser
[GS] which states that Arthur-Merlin interactive proofs are equivalent to general interactive proofs (as far as language recognition is concerned). They show that any language
having a general interactive proof of k rounds, has also an Arthur-Merlin proof of k
rounds. Using our result we see that in the zero-knowledge setting such a preservation of
rounds (when transforming IP into AM) is not plausible (e.g., Graph Non-Isomorphism).
Our result concerning Arthur-Merlin proofs is tight in the sense that the languages
considered above (e.g. Graph Non-Isomorphism, every language in NP) have unbounded
(i.e. ω(n)-round, for every unbounded function ω:N→N) Arthur-Merlin proof systems
which are black-box simulation zero-knowledge. In particular, we get that bounded
round Arthur-Merlin proofs which are black-box zero-knowledge exist only for BPP,
while unbounded round proofs of the same type exist for all PSPACE (if one-way functions exist [IY, B*, Sha]). That is, while the finite hierarchy of languages having blackbox zero-knowledge Arthur-Merlin proofs collapses to BPP (= AM(0)), the corresponding infinite hierarchy contains all of PSPACE. This implies (assuming the existence of
one-way functions) a separation between the two hierarchies.
Organization: In Section 2 we outline the definitions of interactive proofs and zeroknowledge, and introduce some terminology and notation used through the paper. Section 3 presents the definitions and results concerning pseudorandom distributions that are
used for disproving the composition theorems. In Sections 4 and 5 we present these disproofs for the case of sequential and parallel composition, respectively. Finally, in Section 6 we present the lower bounds on the round complexity of black-box simulation
zero-knowledge proofs. We stress that this last section is technically independent from
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2. PRELIMINARIES
The notions of interactive proofs and zero-knowledge were introduced by
Goldwasser, Micali and Rackoff [GMR1]. Here, we give an informal outline of these
notions. For formal and complete definitions, as well as the basic results concerning
these concepts, the reader is referred to [GMR1, GMW1, GMR2].
An interactive proof is a two-party protocol in which a computationally unrestricted
prover, P, interacts with a probabilistic polynomial-time verifier, V, by exchanging messages. Both parties share a common input x. At the end of the interaction the verifier
computes a predicate depending on this input and the exchanged messages in order to
accept or reject the input x. Such a protocol, denoted <P,V >, is called an interactive
proof for a language L if the following two conditions hold:
Completeness property: For any positive constant c and sufficiently long x ∈ L,
Prob (V accepts x) > 1− | x | −c .
Soundness property: For any positive constant c and sufficiently long x ∈| L,
Prob (V accepts x) < | x | −c , no matter how the prover behaves during the protocol.
(The above probabilities are taken over the coin tosses of both the prover and
verifier).
In other words we require that on inputs belonging to L the probability that the prover P
"convinces" V to accept the common input is almost 1, while on inputs outside L there is
no prover that can fool V into accepting, except with negligible probability.
Note: Notice that we define an interactive proof to have a negligible probability of error.
Some authors define this probability to be just a constant (e.g. 1/3). The latter is
motivated by the fact that constant error interactive proofs can be converted into negligible error proofs by parallel repetition. However, in the setting of zero-knowledge interactive proofs our results show that such parallel repetition may sacrifice the zeroknowledge property.
An interactive proof in which the honest verifier chooses all its messages at random (i.e.
with uniform probability over the set of all strings of same length as the message) is
called an Arthur-Merlin interactive proof [Bab]. That is, in an Arthur-Merlin proof system the only non-trivial computation carried out by the honest verifier is the evaluation
of a polynomial-time predicate at the end of the interaction, in order to decide the acceptance or rejection of the input to the protocol. We say that such a verifier uses public
coins. (Notice that there is no "public coin" restriction on the cheating verifiers).

-7We say that an interactive proof has k rounds if there are a total of k messages (alternately) exchanged between the prover and verifier during the protocol (i.e. we count messages from both parties). In general, the number k can be a function k ( | x | ) of the input
length. The notation IP(k) stands for the class of languages having k-round interactive
proofs, and AM(k) for languages having k-round Arthur-Merlin interactive proofs.
An interactive proof is called zero-knowledge if on input x ∈ L no probabilistic
polynomial-time verifier (i.e. one that may arbitrarily deviate from the predetermined
program) gains information from the execution of the protocol, except the knowledge
that x belongs to L. This means that any polynomial-time computation based on the
conversation with the prover can be simulated, without interacting with the real prover,
by a probabilistic polynomial-time machine ("the simulator") that gets x as its only input.
More precisely, let <P,V * >(x) denote the probability distribution generated by the
interactive machine (verifier) V * which interacts with the prover P on input x ∈ L. We say
that an interactive proof is zero-knowledge if for all probabilistic polynomial-time
machines V * , there exists a probabilistic expected polynomial time algorithm MV * (called
the simulator) that on inputs x ∈ L produces probability distributions MV * (x) that are polynomially indistinguishable from the distributions <P,V * >(x). (This notion of zeroknowledge is also called computational zero-knowledge). 3
The above formalization of the notion of zero-knowledge is taken from the original
paper by Goldwasser, Micali and Rackoff [GMR1]. Later, stronger formulations of
zero-knowledge were introduced in which the simulation requirement is extended to deal
with stronger verifiers [Fei, GMR2, GO, Ore, TW]. Namely, verifiers with non-uniform
properties, e.g. probabilistic polynomial-time verifiers which get an additional auxiliaryinput tape, or verifiers modeled by polynomial-size circuits.
One further formulation of zero-knowledge is called black-box simulation zeroknowledge [GO, Ore]. This formulation differs from the former by requiring the
existence of a ("universal") simulator that using any (non-uniform) verifier V * as a
black-box, succeeds in simulating the <P,V * > interaction. In other words, there exists a
probabilistic expected polynomial time oracle machine M such that for any polynomial
*

size verifier V * and for x ∈ L, the distributions <P,V * >(x) and M V (x) are polynomially
indistinguishable.
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Other definitions were proposed in which it is required that the distribution generated by the
simulator is identical to the distribution of conversations between the verifier and the prover
(perfect zero-knowledge), or at least statistically close (statistical zero-knowledge). See [GMR2]
for further details.
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as a black-box. This means that the simulator is responsible, during the simulation process, of feeding into the black-box the external parameters that determine the behavior of
V * . These parameters are the string representing the input to the protocol, the contents of
the random tape of V * , and the messages of the prover. A problem arises when feeding
the random coins used by V * . Although the number of coin tosses used by a particular
verifier V * is bounded by a polynomial, there is no single polynomial that bounds this
number for all possible verifiers. On the other hand, the simulator M runs (expected)
time that is bounded by a specific polynomial. So, how can this simulator manage to feed
a verifier requiring more coin tosses than this bound? In [BMO2] this problem is overcome by stating the existence of two random tapes for M. The first is used in the regular
way for M’s computations. The second can be entirely fed by M into V * in a single step.
That is, M can feed the random coins for the black-box in an "intelligent way" as long as
the number of coins does not exceed the time capability of M, beyond this number it can
only feed truly random bits. We stress that this formalization is general enough to
include all known zero-knowledge proofs.
An alternative solution to the above problem is to have, for each polynomial p, a simulator Mp which simulates all verifiers V * that use at most p ( | x | ) random coins on any input
x. Clearly, the running time of the simulator Mp may depend on the polynomial p and
then the above difficulty is overcome. This second formulation is weaker than the one
proposed in [BMO2], but it suffices for the results proved in our paper and therefore
adopted here. (In fact our results of Section 6 only require the existence of a simulator
that simulates deterministic verifiers, i.e. Mp with p ≡ 0).
Based on the above remark we give our definition of black-box simulation zeroknowledge.
Definition: An interactive proof <P,V > is called black-box simulation zero-knowledge if
for every polynomial p, there exists a probabilistic expected polynomial time oracle
machine Mp such that for any polynomial size verifier V * that uses at most p (n) random
*

coins on inputs of length n, and for x ∈ L, the distributions <P,V * >(x) and M Vp (x) are
polynomially indistinguishable.
Note: The notion of polynomial indistinguishability in the above definition can be formalized based on non-uniform polynomial size distinguishers, or uniform polynomialtime distinguishers which have black-box access to the corresponding V * . Our results
apply to both formalizations.
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are (asymptoticly) smaller than one over any polynomial, and the term non-negligible for
denoting functions that are greater than one over some fixed polynomial. More precisely,
a function f from nonnegative integers to reals is called negligible if for all constants c
and sufficiently large n, f (n) < n −c . The function f is called non-negligible if there exists
a constant c such that for all (sufficiently large) n, f (n) > n −c .
(Observe that non-negligible is not the complement of negligible).
Notation: We use the notation e ∈R S for "the element e is chosen with uniform probability from the set S".
3. ON EVASIVE AND PSEUDORANDOM SETS
In the demonstration of counterexamples for the "composition theorems" we make
use of pseudorandom distributions which have some interesting "evasiveness" properties.
These properties and the corresponding proofs are given in [GK] and cited here without
proof.
Roughly speaking, a distribution on a set of strings of length k is pseudorandom if
this distribution cannot be efficiently (i.e. in time polynomial in k) distinguished from the
uniform distribution on the set of all strings of length k. In order to formalize this notion
one has to define it in asymptotical terms and refer to collections of distributions (called
pseudorandom ensembles), rather than single distributions. The notion of a "pseudorandom set" is made precise in the following definition.
Definition 3.1: A set S ⊆ {0,1}k is called ( τ(k) , ε(k) )-pseudorandom if for any (probabilistic) circuit C of size τ(k) with k inputs and a single output
| pC (S) − pC ({0,1}k ) | ≤ ε(k)

where pC (S) (resp. pC ({0,1}k )) denotes the probability that C outputs 1 when given elements of S (resp. {0,1}k ), chosen with uniform probability.
Note that a collection of uniform distributions on a sequence of sets S 1 , S 2 ,..., where
each Sk is a ( τ(k) , ε(k) )-pseudorandom set, constitutes a pseudorandom ensemble, provided that both functions τ(n) and ε−1 (n) grow faster than any polynomial. Therefore, we
shall refer to such a sequence of sets as a pseudorandom ensemble.
We now present the concept of "evasive sets". Informally, evasiveness means that it is
hard, for efficient algorithms, to find strings which belong to these sets.
Definition 3.2: Let S 1 , S 2 ,... be a sequence of (non-empty) sets such that for every n,
Sn ⊆ {0,1}Q (n) , for a fixed polynomial Q. Such a sequence is called a polynomially-
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A, any constant c, sufficiently large n, and any x ∈ {0,1}n
Prob(A (x) ∈ Sn ) < n −c

where the probability is taken over the random coins of algorithm A.
The following theorem states the existence of a P-evasive ensemble which is also pseudorandom.
Theorem 3.1 [GK]: There exists a P-evasive pseudorandom ensemble S 1 , S 2 ,... with
Q (n) = 4n. Furthermore, there exists a Turing machine which on input 1n outputs the set
Sn .
For disproving the parallel composition theorem we shall need a stronger notion of
evasiveness. Namely, one which resists also non-uniform algorithms. This definition of
evasiveness involves a collection of sets for each length, rather than a single set per
length as in the uniform case.
Definition 3.3: Let Q (.) be a polynomial, and for n = 1,2,... let S(n) be a collection of 2n
(n)
n }, where each S
sets {S 1(n) , . . . , S 2(n)
⊆ {0,1}Q (n) . The sequence S(1) , S(2) ,... is called a
i
non-uniform polynomially evasive (denoted P/poly-evasive) ensemble if for any c > 0, for
sufficiently large n and any (probabilistic) circuit C of size n c (with n inputs and Q (n) outputs)
Prob (C (i) ∈ Si ) <

1
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n

where the probability is taken over the random coins of C and i ∈ {1, . . . , 2n }, both with
uniform probability.
That is, a sequence S(1) , S(2) ,... is a P/poly-evasive ensemble if any circuit of size
polynomial in n, which gets a randomly selected index of one of the sets in S(n) , cannot
succeed to output an element in that set, except for a negligible probability.
Remark: Notice that in the definition of P-evasive ensembles the (uniform) algorithm
trying to hit an element in the evasive set Sn , gets as input a string x of length n, which
can be seen as an auxiliary input. The crucial difference between this "uniform"
definition and the definition of P/poly-evasiveness is that in the latter the auxiliary input
is allowed to be of any length polynomial in the length of the target strings, while in the
former the auxiliary input is properly shorter than the target strings in the set Sn .
The following theorem states the existence of a P/poly-evasive ensemble which is
composed of pseudorandom sets.
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that for every n, each S (n)
is a (2n /4 , 2−n /4 )-pseudorandom set of cardinality 2n . Furtheri
more, there exists a Turing machine which on input 1n outputs the collection S(n) .
The proof of this theorem is given in the Appendix.
4. SEQUENTIAL COMPOSITION OF ZERO-KNOWLEDGE PROTOCOLS
A natural requirement from the notion of zero-knowledge proofs is that the information obtained by the verifier during the execution of a zero-knowledge protocol will not
enable him to extract any additional knowledge from subsequent executions of the same
protocol. That is, it would be desirable that the sequential composition of zeroknowledge protocols would yield a protocol which is itself zero-knowledge. Such a property is crucial for applications of zero-knowledge protocols in cryptography (for details
and further motivation see [GO, Ore]).
We prove that the original definition of (computational) zero-knowledge introduced
by Goldwasser, Micali and Rackoff in [GMR1] is not closed under sequential composition. Several authors have previously observed that this definition probably does not
guarantee the robustness of zero-knowledge under sequential composition, and hence
have introduced more robust formulations of zero-knowledge [Fei, GMR2, GO, Ore,
TW]. But so far, no proof has been given for the claim that computational zeroknowledge (with uniform verifiers) fails sequential composition.
Intuitively, the reason that a zero-knowledge protocol could not be closed under
sequential composition is that the definition of zero-knowledge requires that the information transmitted in the execution of the protocol is "useless" for any polynomial-time
computation; it does not rule out the possibility that a cheating verifier could take advantage of this "knowledge" in a subsequent interaction with the (non-polynomial time)
prover for obtaining valuable information. This intuition (presented in [Fei]) is the basis
of our example of a protocol which is zero-knowledge in a single execution but reveals
significant information when composed twice in a sequence. This protocol, presented in
the proof of the following theorem, uses a P-evasive ensemble as defined in Definition
3.2 and whose existence is stated in Theorem 3.1.
Theorem 4.1: Computational Zero-Knowledge ([GMR1] formulation) is not closed
under sequential composition.
Proof: Let S 1 , S 2 ,... be a P-evasive pseudorandom ensemble as described in Theorem
3.1. Also, let K be an (arbitrary) hard Boolean function, in the sense that the language
LK = {x : K (x) = 1} is not in BPP (we use this function as a "knowledge" function).

- 12 We present the following interactive-proof protocol <P,V > for the language
L = {0,1}* . (Obviously, this language has a trivial zero-knowledge proof in which the
verifier accepts every input, without carrying out any interaction. We intentionally
modify this trivial protocol in order to demonstrate a zero-knowledge protocol which
fails sequential composition).
Let x be the common input for P and V, and let n denote the length of x. The verifier
V begins by sending to the prover a random string s of length 4n. The prover P checks
whether s ∈ Sn (the n-th set in the P-evasive ensemble defined above). If this is the case
(i.e., s ∈ Sn ) then P sends to V the value of K (x). Otherwise (i.e., s ∈| Sn ), P sends to V a
string s 0 randomly selected from Sn . In any case the verifier accepts the input x (as
belonging to L).
We stress that the same P-evasive ensemble is used in all the executions of the protocol. Thus, the set Sn does not depend on the specific input to the protocol, but only on
its length. Therefore, the string s 0 , obtained by the verifier in the first execution of the
protocol, enables him to deviate from the protocol during a second execution in order to
obtain the value of K (x′), for any x′ of length n (and in particular for x′ = x). Indeed, consider a second execution of the protocol, this time on input x′. A "cheating" verifier
which sends the string s = s 0 instead of chosing it at random, will get the value of K (x′)
from the prover. Observe that this cheating verifier obtains information that it could not
compute by itself. There is no way to simulate in probabilistic polynomial-time the
interaction in which the prover sends the value of K (x′), otherwise the language LK would
be in BPP (indeed, such a simulator could be used as a probabilistic polynomial-time
algorithm for computing the function K with negligible error probability. To see that,
notice that the real prover in an interaction with the above cheater verifier on inputs (x,x′)
will output k(x′) with probability 1. Therefore, the simulator must output the correct value
of k(x′) with probability almost 1, or otherwise, its output is polynomially distinguishable
from the real conversations). Thus, the protocol is not zero-knowledge when composed
twice.
On the other hand, the protocol is zero-knowledge (when executed once). To show
this, we present for any verifier V * , a polynomial-time simulator MV * that can simulate
the conversations between V * and the prover P. There is only one message sent by the
prover during the protocol. It sends the value of K (x), in case that the string s sent by the
verifier belongs to the set Sn , and a randomly selected element of Sn , otherwise. By the
evasivity condition of the set Sn , there is only a negligible probability that the first case
holds. Indeed, no probabilistic polynomial-time machine (in our case, the verifier) can
find such a string s ∈ Sn , except with negligible probability (no matter what the input x to
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choice from the original one follows from the fact that each Sn is a pseudorandom subset
of {0,1}4n , and that the prover chooses s 0 from Sn with uniform probability. a
Remark: The argument presented in the above proof generalizes to any language L having a zero-knowledge interactive proof. Simply, modify the zero-knowledge proof for L
as in the proof of Theorem 4.1.
Remark: Another example of a zero-knowledge protocol which is not closed under
sequential composition was independently found by D. Simon [Sim]. His construction
assumes the existence of secure encryption systems.
5. PARALLEL COMPOSITION OF ZERO-KNOWLEDGE PROTOCOLS
In this section we address the question of whether zero-knowledge interactive
proofs are robust under parallel composition.
Clearly, we cannot expect the original GMR definition to satisfy this condition: it is
easy to see that a zero-knowledge protocol which is not closed under sequential composition can be transformed into another zero-knowledge protocol which fails parallel composition.
In light of the fact that auxiliary-input zero-knowledge is robust under sequential
composition [GO, Ore], it is an interesting open question whether this formulation of
zero-knowledge is also robust under parallel composition. The main result of this section
is that this is not the case. We prove the existence of protocols which are zeroknowledge even against non-uniform verifiers (e.g. auxiliary-input zero-knowledge), but
which do not remain zero-knowledge when executed twice in parallel. As in the case of
sequential composition our results concern only computational zero-knowledge.
The ideas used for the design of a protocol which fails parallel composition are
similar to those used for the sequential case. There, we have used the pseudorandomness
and evasiveness of some sets to construct the intended protocol. We use this method also
here. The main difficulty for extending these properties to the present case, is that now
we need an evasive collection which resists even non-uniform verifiers. Clearly, a Pevasive ensemble will not satisfy this condition, since for any set of strings there exist
non-uniform verifiers which can output elements in this set (e.g. by getting such a string
as auxiliary-input). Instead, we use the notion of P/poly-evasive ensembles as defined in
Definition 3.3. Based on Theorem 3.2 that states the existence of such ensembles we
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Theorem 5.1: Computational Zero-Knowledge (even with non-uniform verifiers) is not
closed under parallel composition.
Proof: We present a pair of protocols <P 1 , V 1 > and <P 2 , V 2 > which are zeroknowledge when executed independently, but whose parallel composition is provably not
zero-knowledge.
We use some dummy steps in the protocols in order to achieve synchronization
between them. Of course one can modify the protocol substituting these extra steps by
significant ones. The version we give here prefers simplicity over naturality. Both protocols consist of five steps and are described below (see also Figure 1).
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Figure 1: protocols <P 1 ,V 1 > and <P 2 ,V 2 > with input x.

The first protocol is denoted <P 1 , V 1 >. Let x be the input to the protocol and let n
denote its length. The protocol uses (for all its executions) a P/poly-evasive ensemble
S(1) , S(2) ,... with the properties described in Theorem 3.2. It also involves a hard Boolean
function K as in the proof of Theorem 4.1. The prover P 1 begins by sending to V 1 an
index i ∈R {1 , . . . , 2n }. After two dummy steps the verifier V 1 sends to P 1 a string
s ∈R {0,1}4n . The prover P 1 checks whether s ∈ S (n)
i . If this is the case then it sends to V 1
the value of K (x), (otherwise an empty message). This concludes the protocol.
The second protocol <P 2 ,V 2 > uses the same P/poly-evasive ensemble S(1) , S(2) ,...
as protocol <P 1 ,V 1 > does. The first step of the protocol is a dummy one. In the second
step the verifier V 2 sends to P 2 an index j ∈R {1 , . . . , 2n }. The prover P 2 responds with a
string r ∈R S (n)
j . After two more dummy steps the protocol stops.
We show that each of the above protocols is indeed zero-knowledge (even for nonuniform verifiers). For the first protocol, there are two steps of the prover to be

- 15 simulated. In the first step P 1 sends an index i ∈R {1 , . . . , 2n }. The simulator does the
same. In the second step, the prover sends the value of K (x) only if the verifier succeeds
to present him a string which belongs to the set S (n)
i . By the evasivity condition of the
(1)
(2)
sequence S , S ,..., this will happen with negligible probability and therefore the simulator can always simulate this step as for the case where the verifier sends a string s ∈| S (n)
i .
(Observe that the circuits in the definition of P/poly-evasive ensembles only get as input
the index of the set to be hit. Nevertheless, in our case the circuits also have an additional
input x. Clearly, this cannot help them finding an element in S (n)
i , otherwise, circuits
which have such a string incorporated will contradict the evasiveness condition).
In the second protocol, <P 2 ,V 2 >, the only significant step of the prover P 2 is when
it sends an element r ∈R S (n)
j in response to the index j sent by the verifier. In this case the
simulator will send a string r′ ∈R {0,1}4n . Using the pseudorandomness property of the set
S (n)
we get that the simulator’s choice is polynomially indistinguishable from the
j
prover’s one.
Finally we show that the parallel composition of the above protocols into a single
protocol <P,V > is not zero-knowledge. Let V * be a "cheating" verifier which behaves as
follows. Instead of sending a randomly selected index j (corresponding to the second
step of the subprotocol <P 2 ,V 2 >) it sends the index i received from P as part of P 1 ’s first
step. Thus, j = i, and the prover P will respond with a string r ∈ S (n)
i . In the next step this
*
string r will be sent by V to P instead of the "random" string s that V 1 should send to P 1 .
The prover P will verify that r ∈ S (n)
and then will send the information K (x). By the
i
hardness of the function K this step cannot be simulated by a probabilistic polynomialtime machine. Therefore, the composed protocol <P,V > is not zero-knowledge. a
Remark: The two protocols <P 1 ,V 1 > and <P 2 ,V 2 > can be merged into a single zeroknowledge protocol which is not robust under parallel composition. In this merged protocol, the verifier chooses (at random) an index i ∈ {1 , 2}, sends it to to the prover, and
then both parties execute the protocol <Pi ,Vi >. When executing two copies of this protocol in parallel, the verifiers may choose i = 1 and i = 2, respectively, thus forcing a parallel
execution of <P 1 ,V 1 > and <P 2 ,V 2 >, which we have shown not to be zero-knowledge.
6. ON THE ROUND COMPLEXITY OF ZERO-KNOWLEDGE PROOFS
In this section we present lower bounds on the round complexity of black-box simulation zero-knowledge interactive proofs. We show that only languages in BPP have
constant-round Arthur-Merlin interactive proofs which are black-box simulation zeroknowledge. (For a definition of black-box simulation zero-knowledge and Arthur-Merlin
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Theorem 6.1: A language L has a constant-round Arthur-Merlin interactive proof which
is black-box simulation zero-knowledge if and only if L ∈ BPP.
In section 6.1 we present a proof for a special case of this theorem, namely, for the case
of a three-round Arthur-Merlin protocol. The general case is proved in section 6.2 using
careful extensions of the ideas presented for this special case.
The three-round case can also be extended to general interactive proof systems.
That is, we also have the following theorem, proved in section 6.3.
Theorem 6.2: A language L has a three-round interactive proof which is black-box
simulation zero-knowledge if and only if L ∈ BPP.
(We remark that [GO, Ore] show that two-round (auxiliary-input) zero-knowledge proofs
- not necessarily black-box simulation - exist only for BPP languages).
Our results are optimal in the sense that there exist Arthur-Merlin interactive proofs,
for languages believed to be outside BPP, with unbounded number of rounds and which
are black-box simulation zero-knowledge. Similarly, there exist four-round interactive
proof protocols (using private coins) which are also black-box simulation zeroknowledge. For further details about these protocols, and some consequences concerning
the hierarchy of languages having zero-knowledge Arthur-Merlin proofs, see Section 1.
It is interesting to note that our results hold also for a weaker notion of black-box
simulation zero-knowledge. Namely, one which only requires the existence of a blackbox simulator which succeed in simulating conversations with deterministic (nonuniform) verifiers. The sufficiency of this condition follow from the proofs below. Also,
the formulation of the completeness condition of an interactive proof (see Section 2) can
be relaxed in the following way. We have defined the completeness condition by requiring that the prover can convince the verifier of accepting an input in the language with
probability almost 1 (i.e. 1 minus a negligible fraction). For the correctness of our results
it suffices to require just a non-negligible probability. (In this section we use this weaker
formulation of the completeness condition). On the other hand, the requirement of a
negligible probability of convincing the verifier to accept an input not in the language
(the soundness condition) is essential. (For example, 3-round zero-knowledge protocols
exist for all languages in NP, if the soundness condition is formulated with probability 1⁄2
[GMW1]). Finally, our results hold also in the setting of interactive arguments [BCC],
i.e. "interactive proofs" in which the prover is limited to probabilistic polynomial-time
computations, possibly getting an auxiliary input.
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The protocol <P,V>: Consider an Arthur-Merlin protocol <P , V > for a language
L, consisting of three rounds. We use the following notation. Denote by x the input for the
protocol, and by n the length of this input. The first message in the interaction is sent by
the prover. We denote it by α. The second round is for V which sends a string β. The third
(and last) message is from P and we denote it by γ. The predicate computed by the
verifier V in order to accept or reject the input x is denoted by ρV , and we consider it, for
convenience, as a deterministic function ρV (x, α,β,γ). (For the general case see Remark
6.2). We will also assume, without loss of generality, the existence of a polynomial l (n)
such that | α | = | β | = l(n).
The simulation process: Let this three-round Arthur-Merlin protocol <P , V > be
black-box simulation zero-knowledge. Denote by M the guaranteed probabilistic
expected polynomial-time black-box simulator which given access to the black-box V *
simulates <P,V * >. The process of simulation consists of several "tries" or calls to the
interacting verifier V * ("the black-box"). In each such call the simulator M feeds the arguments for V * . These arguments are the input y (which may be different from the "true"
input x), the random coins for V * , and a string α representing the message sent by the
prover P. In our case, it suffices for our results to consider a simulator that is just able to
simulate conversations with deterministic (non-uniform) verifiers. In particular, this
simulator does not care about feeding the black-box V * with random coins. This
simplifies our proof by avoiding any reference to these random coins for V * , and
strengthen our result (since it holds even under the sole existence of this weak kind of
simulator).
After completing its tries the simulator outputs a conversation (y, α,β,γ).
We shall make some further simplifying assumptions on the behavior of the simulator M,
which will not restrict the generality. In particular, we assume that some cases, which
may arise with only negligible probability, do not happen at all. This cannot significantly
effect the success probability of the simulator. In other words, any black-box simulator
which successfully simulates <P,V * > conversations of deterministic verifiers V * can be
changed into another simulator for which the following conventions hold and has a the
same success probability as the original simulator, except for a possibly negligible difference. We assume that

g

the conversations output by M have always the form (x, α,β,γ), i.e. y = x, and that the
string β equals the message output by V * when fed with inputs x and α. Note that
these conditions always hold for the real conversations generated by the prover P
and the (deterministic) verifier V * . Therefore, the simulator must almost always do
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between the simulator’s output and the original conversations).

g

g

the simulator M explicitly tries, in one of its calls to V * , the arguments x and α
appearing in the output conversation. (For example, once the simulator decides on
the output conversation with a specific parameter α, it explicitely feeds V * with x
and this value of α - regardless of whether it asked α before or not. In any case the
answer of the deterministic V * to the pair (x,α) will be always the same).
the simulator runs (strictly) polynomial-time. (In Remark 6.1 below we show how
to handle the general case in which the simulator runs expected polynomial-time).
We denote by t (n) a polynomial bounding the number of calls tried by M before outputting a conversation.

The simulator as a subroutine: Our goal is to present a BPP algorithm for the
language L. The idea is to use the simulator M in order to distinguish between inputs in
and outside L. For that, we use the simulator itself as a subroutine of the algorithm. We
do not make any assumption on the internal behaviour of this simulator, but just use the
following observation. The behavior of the simulator M, interacting with a verifier V * , is
completely determined by the input x, the random tape RM used by M and the strings output by V * (in response to the arguments fed by the simulator during its tries). Therefore,
in order to operate M, we just need to feed it with an input x, a tape of random coins, and
a sequence of responses to its messages α. Below we formally describe a computation
process that uses M as a subroutine. (We stress that in this process there is no explicit
verifier present).
Fix an input x of length n, a string RM (of length q (n), where q (.) is a polynomial bounding the number of random coins used by M on inputs of length n) and t = t (n) (arbitrary)
strings β(1) ,β(2) , . . . , β(t) , each of length l (n). Activate M on input x with its random tape
containing RM . For each y and α tried by M, respond with a message β from the above list
β(1) ,β(2) , . . . , β(t) according to the following rule. (This rule depends on the strings α but
not on y). To the first α presented by M respond with β(1) . For subsequent α’s check
whether the same string α was presented before by M. If so, respond with same β as in
that case, if it is the first time this α is presented then respond with the first unused β(i) in
the list. That is, if α is the i-th different string presented by M then we respond with β(i) .
We denote the i-th different α by α(i) . Clearly, α(i) is uniquely determined by x , RM and
the i −1 strings β(1) , . . . , β(i −1) , i.e., there exists a deterministic function αM such that
α(i) = αM ( x,RM ,β(1) , . . . , β(i −1) ). We denote by convM ( x,RM ,β(1) , . . . , β(t) ) = (x, α,β,γ), the
conversation output by the simulator M when activated with these parameters (notice that
t strings β(i) always suffice for answering all tries of M). By our convention on the
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iiiiiiiii
Definition:

that a vector ( x,RM ,β(1) , . . . , β(t) ) is M-good if
convM ( x,RM ,β(1) , . . . , β(t) ) is an accepting conversation for the (honest) verifier V.
Namely, if convM ( x,RM ,β(1) , . . . , β(t) ) = (x, α,β,γ) and ρV (x, α,β,γ) = ACCEPT. We say that
( x,RM ,β(1) , . . . , β(t) ) is (M,i)-good (or i-good for shortness) if it is M-good and α = α(i) ,
β = β(i) .
We

say

The main property of M-good strings is stated in the following Lemma.
Lemma 6.3: Let <P,V > be a 3-round Arthur-Merlin protocol for a language L. Suppose
<P,V > is black-box simulation zero-knowledge, and let M be a black-box simulator as
above. Then,
(1) For strings x outside L, only a negligible portion of the vectors ( x,RM ,β(1) , . . . , β(t) )
are M-good.
(2) For strings x in L there exists a non-negligible portion of the vectors
( x,RM ,β(1) , . . . , β(t) ) that are M-good.
(This non-negligible portion is at least one half of the completeness probability of
the protocol <P,V >, i.e. the probability that P convinces V to accept x).
Before proving this key lemma, we use it to prove Theorem 6.1 for the case of threeround Arthur-Merlin interactive proof.
Proof of Theorem 6.1 (for the case AM(3)): By Lemma 6.3 we get the following BPP
algorithm for the language L. On input x:
* select at random a vector (RM ,β(1) , . . . , β(t) ).
* accept x if and only if ( x,RM ,β(1) , . . . , β(t) ) is M-good.
The complexity of this algorithm is as the complexity of testing for M-goodness. The
later is polynomial-time since it involves running the simulator M which is polynomialtime, and evaluating the predicate ρV which is also polynomial-time computable. The
success probability of the algorithm is given by Lemma 6.3. a
Proof of Lemma 6.3:
Part
iiiiiii
(1): Assume that the portion of M-good vectors ( x,R ,β(1) , . . . , β(t) ) for x’s not in L is
not negligible. This means that there exist infinitely many x ∈| L for which the portion of
M-good vectors is non-negligible. For each such x, there exists an index i 0 , 1 ≤ i 0 ≤ t, for
which a non-negligible fraction of the vectors ( x,R ,β(1) , . . . , β(t) ) are i 0 -good (since there
are only polynomially many possible values for i 0 ). Thus, there exists a non-negligible
number of prefixes ( x,R ,β(1) , . . . , β(i 0 −1) ), each with a non-negligible number of i 0 -good
continuations ( β(i 0 ) , . . . , β(t) ) (i.e., such that ( x, R , β(1) , . . . , β(i 0 −1) ,β(i 0 ) , . . . , β(t) ) are i 0 -
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For each i 0 -good continuation ( β(i 0 ) , . . . , β(t) ) machine M outputs a conversation
(i 0 )

(x , α

(i 0 )

,β

(i 0 )

, γ ) for which ρV ( x , α

(i 0 )

,β

, γ ) = ACCEPT. In particular, there exists a

non-negligible number of β(i 0 ) for which this happens.
In other words, for each x as above there exists a string αx (= α(i 0 ) ) for which the set
B(x, αx ) = {β : ∃ γ , ρV ( x , αx , β , γ ) = ACCEPT } is of non-negligible size among all possible
strings β. Consider now a ("cheating") prover that sends this αx as its first message. If V
responds with β ∈ B (x, αx ), the prover sends the corresponding γ that convinces V to
accept. Since V selects its messages β at random, then the probability of being convinced
by the above prover is (at least) as the relative size of B (x,αx ), i.e. non-negligible. Concluding, we have shown the existence of a prover that for infinitely many x’s outside L,
convinces V to accept with non-negligible probability. This contradicts the soundness
condition of the protocol <P,V >, and this part of the Lemma follows.
Part
iiiiiii
(2): We show that for strings x in L a non-negligible portion of the vectors
( x,RM ,β(1) , . . . , β(t) ) are M-good. We do it by considering the behavior of the simulator M
when receiving "random like" responses from the verifier. This behaviour is analyzed by
introducing a particular family of "cheating" verifiers, each of them associated to a different hash function from a a family of t (n)-wise independent hash functions. The t (n)wise independence (where t (n) is the bound on the number of simulator’s tries) achieves
the necessary randomness from the verifiers responses.
Let x ∈ L and let n denote its length. Consider a family of hash functions Hn which map
l (n)-bit strings into l (n)-bit strings, such that the locations assigned to the strings by a
randomly selected hash function are uniformly distributed and t (n)-wise independent.
(Recall that l (n) is the length of messages α and β in the Arthur-Merlin protocol <P , V >
for L, while t (n) is the bound on the number of M’s tries). For properties and implementation of such functions see e.g. [Jof, WC, CG]; in particular, we observe that such functions can be described by a string of length t (n).l (n), i.e. polynomial in n.
For each hash function h ∈ Hn we associate a (deterministic non-uniform) verifier V *h ,
which responds to the prover’s message α with the string β = h (α) ( V *h has wired in the
description of h). Consider the simulation of <P , V *h > conversations by the simulator M.
Fixing an input x, a random tape RM for M, and a function h ∈ Hn , the whole simulation is
determined. In particular, this (uniquely) defines a sequence of α’s tried by the simulator, and the corresponding responses β of V *h . We denote by α(1) , α(2) , . . . , α(s) , the different values of α in these tries. In case that s < t, we complete this sequence to
α(1) , . . . , α(s) , α(s +1) , . . . , α(t) , by adding t − s strings α in some canonical way, such that
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v (x , RM , h) = (x , RM , β(1) , . . . , β(t) ). Part (2) of the lemma follows from the following two
claims.
Claim
iiiiiii
1: For x ∈ L, there is a non-negligible portion of the pairs (RM , h) for which the
vector v (x , RM , h) is M-good.

iProof:
iiii For any input x to the protocol <P,V >, let px denote the probability that the prover
P convinces V (the honest verifier) to accept x. In other words, px is the probability, over
the coin sequences RP of the prover P, and (random) choices β of V, that the resultant
conversation ( x , α(x,RP ) , β , γ(x,RP ,β)) is accepting. By the completeness property of the
protocol <P,V >, we get that for x’s in L the probabilities px are non-negligible.
Let x ∈ L and consider the interaction between the real prover P and the verifiers V *h on
the input x. Each coin sequence RP determines the message α, and the corresponding
response h (α) by V *h . By the uniformity property of the family Hn we get that for every α,
all β’s are equi-probable as the result of h (α). Therefore, the probability that P and V *h
(for h uniformly chosen from Hn ) output an accepting conversation is exactly the same as
the probability, px , that P and V output such a conversation.
Finally, since the simulator M succeeds in simulating <P , V *h > conversations for all functions h ∈ Hn , we get that for each h the probability that M outputs an accepting conversation when interacting with V *h is almost the same (up to a negligible difference) as the
probability that P and V *h output an accepting conversation. This last probability, for
h ∈R Hn , is px . We conclude that the probability, over random RM and h, that v (x , RM , h)
is M-good is almost px , and thus non-negligible. The claim follows. `
Claim
iiiiiii
2: For all strings x and RM , and for h chosen with uniform probability from Hn , the
vector
v (x , RM , h)
is
uniformly
distributed
over
the
set
{ ( x , RM , β(1) , . . . , β(t) ) : β(i) ∈ {0,1}l (n) }

i iiii Recall the function αM introduced above. Observe that
Proof:
v (x , RM , h) = (x , RM , β(1) , . . . , β(t) ) )

if and only if for every i , 1 ≤ i ≤ t,
h ( αM ( x,RM ,β(1) , . . . , β(i −1) ) ) = β(i) .

On the other hand, by the uniformity and t (n)-independence property of the family Hn ,
we have that for any t different elements a 1 , . . . , at in the domain of the functions h ∈ Hn ,
the sequence h (a 1 ) , . . . , h (at ) is uniformly distributed over all the possible sequences
b 1 , . . . , bt for bi in the range of the functions Hn .
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v (x , RM , h) = (x , RM , β(1) , . . . , β(t) ) ) equals the probability that for every i , 1 ≤ i ≤ t, h maps
α(i) = αM ( x,RM ,β(1) , . . . , β(i −1) ) ) into β(i) . Since, by definition, all α(i) ’s are different, then
we can use the above property of the family Hn to get that the latter probability is the
same for every sequence β(1) , . . . , β(t) (i.e. we put ai = α(i) and bi = β(i) ). The claim follows. `
Claim 2 states that for any RM , the value of v (x , RM , h) is uniformly distributed over all
possible vectors ( x , RM , β(1) , . . . , β(t) ). On the other hand, by Claim 1, a non-negligible
portion of v (x , RM , h) are M-good, and then we get that a non-negligible portion of the
vectors ( x , RM , β(1) , . . . , β(t) ) are M-good.
The Lemma follows.

a

Remark 6.1 (expected polynomial-time simulator): For simplicity we have assumed that
the given simulator, M, for the protocol <P,V > runs in (strictly) polynomial-time.
Nevertheless, in the definition of zero-knowledge we allow this simulator to run expected
polynomial-time. We show that our results hold also in this general case by transforming
a given expected polynomial-time simulator M into a strictly polynomial-time simulator
M′, and showing that Lemma 6.3 holds for this new simulator. Then, we can use the
modified simulator M′ in the BPP algorithm for the language L.
The simulator M′ behaves as M, but its running time is truncated after some (fixed) polynomial number of steps, denoted s (n). We show how to choose this polynomial s (n). Let
T (n) be a polynomial bounding the expected running time of M, and let p(n) be a (lower)
bound on the probability that the prover P convinces the (honest) verifier V to accept an
input in L of length n. We define s (n) to be 2.T (n)/p (n). Since 1/p (n) is polynomially
bounded (by the completeness condition of the protocol <P,V >), then s (n) is polynomially bounded. With this modification of M the proof of Lemma 6.3 remains valid, except
for a more delicate argument in the proof of Claim 1. The required changes follow.
In that proof we claimed that "for each h the probability that M outputs an accepting
conversation when interacting with V *h is almost the same (up to a negligible difference)
as the probability that P and V *h output an accepting conversation". This is true for the
original simulator M, but not necessarily for M′. Since we cut the running of M after s (n)
steps, then there exist cases in which M′ does not complete the original behavior of M.
Nevertheless, by the choice of s (n), the probability (over the coin tosses of M′) that this
happens (i.e. the running time of M exceeds s (n)) is at most p (n)/2. Thus, for any h, the
probability that the truncated simulator, M′, outputs an accepting conversation when
interacting with V *h differs from the probability that P and V *h output an accepting conversation by at most p (n)/2. For h ∈R Hn , this last probability was shown (in the original
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RM′ and h, that v (x , RM′ , h) is M′-good is (up to a negligible difference) larger than p (n)/2,
and then non-negligible. Therefore, Claim 1 follows also in this case. `
Remark 6.2 (ranomized ρV ): We have assumed that the only coin tosses of the (honest)
verifier V during the Arthur-Merlin protocol <P,V > are the the bits corresponding to the
string β sent to the prover, and that no additional coin tosses are used in order to compute
the accepting/rejecting predicate ρV . This restriction can be removed from the above
proof by using finer arguments as done in our treatment of the general IP(3) case (Section
6.3).
More generally, any AM(k) protocol in which the predicate ρV depends on the whole
conversation and some additional random string, can be transformed into an AM( k +1)
protocol in which no such additional string is used: Simply, let the verifier send this random string as its last message. Hence, since we prove our result for any constant-round
AM protocol, we can assume that ρV is deterministic. `
Remark 6.3 (interactive arguments): We now show how to generalize the above proof
of the case AM(3) in order to prove the same result in the setting of interactive arguments, i.e. "interactive proofs" in which the soundness condition is required only with
respect to provers limited to probabilistic polynomial-time computations, possibly getting an auxiliary-input. We have to prove Lemma 6.3 in this setting. Notice that part (2)
of the lemma relies on the completeness and zero-knowledge properties of the interactive
proof, but these properties are not influenced by the soundness condition. Therefore, this
part of the proof automatically holds for interactive arguments. The other part, part (1),
relies on the soundness of the interactive proof, thus, a modification is required in the
proof to deal with provers having just polynomial power.
In that proof we showed, by contradiction, the existence of infinitely many x’s not in L
for which a cheating prover can convince the verifier to accept x with non-negligible probability. The success of this prover was shown by proving, for each such x, the existence
of a message αx that for non-negligibly many β’s a string γ exists such that
ρV (x,αx ,β,γ) = ACCEPT. In the interactive arguments setting the sole existence of such an
αx is not sufficient. The limited prover should find in probabilistic polynomial-time this
string and the corresponding response γ to the message β sent by V. We describe such a
prover P * that uses the simulator M in order to find the required strings. It begins by
choosing i ∈R {1,...,t}, and random strings RM , β(1) , . . . , β(i −1) . Then it computes
α = αM ( x,RM ,β(1) , . . . , β(i −1) ), and sends this α to V. Once V responds with β, the prover P *
chooses t −i random strings β(i +1) , . . . , β(t) and computes (using the simulator M) the
conversation convM ( x,RM ,β(1) , . . . ,β(i −1) ,β ,β(i +1) , . . . ,β(t) ), and sends to V the message γ
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accept the conversation. We analyze the probability of such event.
There exists a non-negligible probability that P * choses i, 1 ≤ i ≤ t, for which the number
of i-good vectors is non-negligible (we saw that such an i exists). On the other hand, the
whole vector ( x,RM ,β(1) , . . . ,β(i −1) ,β ,β(i +1) , . . . ,β(t) ), is chosen at random (except for x):
the β component by the verifier (the protocol is Arthur-Merlin!) and the other components by P * . Therefore, there is a non-negligible probability that the resultant vector is
i-good, in which case V accepts x. This way P * works in polynomial-time and has a nonnegligible probability to convince V of accepting x from what we derive the required contradiction. `
6.2 The case AM(k): Secret Coins Help Zero-Knowledge
In this section we consider constant-round Arthur-Merlin interactive proofs. We
show that a language having such an interactive proof which is also black-box simulation
zero-knowledge belongs to BPP, thus proving Theorem 6.1. We present this proof based
on the proof for the particular case of AM(3) as given in section 6.1. The basic ideas are
similar but their implementation is technically more involved in this general case. We
highly recommend familiarity with section 6.1 before going through the present section.
The protocol <P,V>: Let <P,V > be a k-round Arthur-Merlin protocol for a
language L. For simplicity of the exposition we make some assumptions on the form of
the protocol without restricting the generality of the proof. We consider protocols in
which both the first and last messages are sent by the prover. By adding dummy messages any protocol can be converted into one of this form. Notice that in such a protocol,
the number of rounds is always an odd number k = 2.m+1. The prover P sends m +1 messages which we denote by α1 , . . . , αm , and γ, respectively. The m messages by V are
denoted β1 , . . . , βm . The input to the protocol is denoted by x and its length by n. The
predicate computed by the verifier V in order to accept or reject the input x is denoted by
ρV , and we assume it to be a deterministic function of the conversation
ρV (x, α1 ,β1 , . . . , αm ,βm ,γ). (Our results hold also for interactive proofs in which ρV
depends on an additional random string. See Remark 6.2). We need the following technical convention. We assume that all prover messages in the protocol have a form that
allows, by only seeing the i-th message αi , to uniquely reconstruct all previous messages
sent by the prover during the conversation. This is easily achieved by simple concatenation of previous messages (using a delimiter or some length convention). We also
assume the existence of a polynomial l (n) such that all prover and verifier’s messages on
an n-length input have length l (n) (e.g. using dummy padding). Finally, we let the
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reject the conversation conversation if not.
The simulation process: We denote by M the black-box simulator for the protocol
<P,V >. The simulation process consists of several tries by the simulator M. Each try
involves feeding the verifier V * (i.e. the black-box representing it) with a value y as the
input to the protocol, and the messages αi , 1 ≤i ≤m, that simulate the messages sent by P.
(Again, we do not care about random coins for V * , we just need a simulator that is able to
simulate conversations with deterministic verifiers). The simulator M chooses these arguments, in the successive tries, depending on the random tape RM and the responses βi output by the black-box V * during the current and previous tries. After each try the simulator may decide to output a conversation of the form (y, α1 ,β1 , . . . , αm ,βm ,γ) or to perform
a new try. We assume that the output conversation has y = x, i.e. the input component in
the conversation corresponds to the actual input being simulated; that the α messages
appearing in the output conversation fit our convention on the form of the prover’s messages; and that the simulator explicitly tries the output conversation. Namely, it operates
(in one of the tries) the black-box V * on input x and α1 , . . . , αm as appearing in the output
conversation, and respectively gets as responses of V * the strings β1 , . . . , βm also appearing in this conversation. These assumptions are apparently restricting ones since the
simulator is allowed to output conversations that are not "legal conversations" between
the prover P and the simulated verifier V * . Nevertheless, a simulator that succeeds simulating the <P,V * > conversations, will output such illegal conversations with only negligible probability (otherwise the simulated conversations can be easily distinguished from
the true ones). Finally, we consider, for the sake of simplicity, only simulators that run
(strictly) polynomial-time. The necessary changes in the proof for handling the general
case in which the simulator runs expected polynomial-time are analogous to the ones
described in Remark 6.1 for the case AM(3). We denote by t̂(n) a polynomial bounding
the number of calls to V * tried by M before outputting a conversation, and put
t (n) = m .t̂(n) (notice that t (n) constitutes an upper bound on the total number of messages
α tried by M during the whole simulation).

The simulator as a subroutine: Our goal is to present a BPP algorithm for the
language L and we use the simulator M for achieving it. The way M is used is similar to
the way we used the simulator in the AM(3) case (see Section 6.1). In the present case,
the behavior of the simulator M, when "interacting" with a verifier V * , is determined by
the input x to the protocol, the random tape RM and the strings β output by V * as
responses to the strings fed by M during the different tries. Also here we define a computational process that uses M as a subroutine.
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l (n). Activate M on input x with its random tape containing RM . For each message α
presented by M, respond in the following way. (The responses will depend on the strings
α, but not on y). If α is "illegal" then respond with a special "reject-message". By illegal
we mean a message α that does not fit our above conventions on the form of the prover’s
messages. For legal α’s we respond (impersonating a black-box verifier) with one of the
β’s from the above list β(1) , . . . , β(t) according to the following rule. If the same α was
previously presented by M (i.e. during a previous try), respond with the same β as in that
case. If α is the i-th different (legal) string presented by M since the beginning of the
simulation then respond with β(i) . We denote the i-th different α by α(i) . Clearly, α(i) is
uniquely determined by x , RM and the i −1 strings β(1) , . . . , β(i −1) . That is, there exists a
deterministic function αM such that α(i) = αM ( x,RM ,β(1) , . . . , β(i −1) ). We denote by
convM ( x,RM ,β(1) , . . . , β(t) ) = (y, α1 ,β1 , . . . , αm ,βm ,γ) the conversation output by the simulator M when activated with these parameters (notice that t strings β(i) always suffice for
answering all tries of M). By our convention on the simulator M and on the form of the
prover’s messages it follows that there exists a sequence of indices 1 ≤ i 1 < i 2 <...< im ≤ t
such that for each α j , β j , j = 1,...,m, appearing in the output conversation, α j = α(i j ) and
(i j )

βj = β

. This is true since the simulator always outputs a conversation which was explicitly generated in one of its tries. The increasing property of the sequence of indices i j is
enforced by the special form of the "legal" messages α, namely, by the fact that we
respond to message α j only if we had previously responded to the messages α1 , . . . , α j −1 .
In the present setting we use the following definition of M-good vectors.

iiiiiiiii
Definition:

that a vector ( x,RM ,β(1) , . . . , β(t) ) is M-good if
convM ( x,RM ,β(1) , . . . , β(t) ) is an accepting conversation for the (honest) verifier V. We say
that ( x,RM ,β(1) , . . . , β(t) ) is (i 1 , i 2 , . . . , im )-good if it is M-good and the corresponding
We

say

conversation has α j = α(i j ) and β j = β(i j ) , for j = 1,...,m.
The following Lemma is analogous to Lemma 6.3.
Lemma 6.4: Let k = 2.m+1 be a constant and let <P,V > be a k-round Arthur-Merlin protocol for a language L. Suppose <P,V > is black-box simulation zero-knowledge, and let
M be a black-box simulator as above. Then,
(1) For strings x outside L, only a negligible portion of the vectors ( x,RM ,β(1) , . . . , β(t) )
are M-good.
(2) For strings x in L there exists a non-negligible portion of the vectors
( x,RM ,β(1) , . . . , β(t) ) that are M-good.
(This non-negligible portion is at least one half of the completeness probability of
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Proof of Theorem 6.1: Using Lemma 6.4 we get that the algorithm described in the
proof of Theorem 6.1 for the special case of AM(3) (see section 6.1) is a BPP algorithm
for the language L. a
Proof of Lemma 6.4: This proof is essentially analogous to the proof of Lemma 6.3,
although some delicate modifications are required.
Part
iiiiiii
(1): Assume that the portion of M-good vectors ( x,R ,β(1) , . . . , β(t) ) for x’s not in L is
not negligible. This means that there exist infinitely many x ∈| L for which the portion of
M-good vectors is non-negligible. Observe that there are only polynomially many different sequences 1 ≤ i 1 < i 2 <...< im ≤ t (i.e. (

t (n)
m

), and m is a constant), and then for each x

as above, there exists a sequence (i 1 , i 2 , . . . , im ) for which non-negligibly many vectors
( x,RM ,β(1) , . . . ,β(t) ) are (i 1 , i 2 , . . . , im )-good. Next, we describe a prover P * which convinces the (honest) verifier V to accept any of the above inputs x ∈| L with non-negligible
probability, thus contradicting the soundness condition of the protocol <P,V >.
The prover P * begins by choosing a sequence (i 1 , i 2 , . . . , im ) at random. Then, it
chooses

random

strings

(i −1)
RM ,β(1) , . . . ,β 1

and

uses

them

to

compute

(i −1)
α1 = αM (x,RM ,β(1) , . . . ,β 1 ). It sends α1 to V and receives back the response β1 . Now P *

chooses

(i 1 +1)

β

random
(i 1 −1)

α2 = αM (x,RM ,β , . . . ,β

(i 1 +1)

(i 2 −1)

, . . . ,β

and

computes

(i 2 −1)

). After receiving the response β2 from
the verifier, P * selects new random strings β(i 2 +1) , . . . ,β(i 3 −1) , and computes
(i −1)
(i +1)
(i −1)
(i +1)
(i −1)
α3 = αM (x,RM ,β(1) , . . . ,β 1 ,β1 ,β 1 , . . . ,β 2 ,β2 ,β 2 , . . . ,β 3 ). This process con(1)

,β1 ,β

, . . . ,β

tinues until all messages αi , βi , 1 ≤ i ≤m, are computed and exchanged. In case that the
resultant vector (x,RM ,β(1) , . . . ,β(i 1 −1) ,β1 ,β(i 1 +1) , . . . ,β(i 2 −1) ,β2 , . . . , β(t) ) is (i 1 , i 2 , . . . , im )good then computing the function convM on this vector results in an accepting (for V)
conversation (x, α1 ,β1 , . . . , αm ,βm ,γ) (with αi , βi , as defined above). But then by sending
this γ the prover P * convinces V to accept. The probability that this happens equals the
probability that the above vector (x,RM ,β(1) , . . . ,β(i 1 −1) ,β1 ,β(i 1 +1) , . . . ,β(i 2 −1) ,β2 , . . . , β(t) ) is
(i 1 , i 2 , . . . , im )-good. Since this sequence of indices and all the vector components
(excluding x) are chosen at random (recall that V chooses its messages, β1 , . . . ,βm , at random!) then this probability is non-negligible.
Part
iiiiiii
(2): The proof of this part is analogous to the corresponding proof in Lemma 6.3.
We use a set Hn of t (n)-independent hash functions (t (n) as defined in this section) to
define a family of verifiers V *h . For all h ∈ Hn , the verifier V *h responds to a legal message
α sent by the prover with h (α), and with a rejection message if α is illegal. The
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proof of Claim 1 needs a more delicate argument, as follows. As in the AM(3) case we
consider the interaction between the prover P and a verifier V *h , but now this interaction
generates a conversation of the form (x,α1 ,β1 , . . . , αm ,βm ,γ). In particular, for each h and
random tape RP for P a unique sequence of messages β1 , . . . , βm (the responses of V *h ) is
determined. We have to show that for every tape RP all sequences β1 , . . . , βm are equiprobable for h ∈R Hn . The proof of this property uses a similar argument as the proof of
claim 2: observe that the pair RP and h generates the responses β1 , . . . , βm if and only if
for every i, 1 ≤ i ≤ m, h (αP (x,RP ,β1 , . . . , βi −1 ))=βi . (Here αP stands for the function computed by P in order to determine its next message α). Thus, the probability (for h ∈R Hn )
that a given sequence β1 , . . . , βm is generated is as the probability that for every i,
1 ≤ i ≤ m, h maps αP (x,RP ,β1 , . . . , βi −1 ) into βi . Since the functions Hn are m-independent
(by definition they are t (n)-independent, but m≤t (n)), and the messages α1 , . . . , αm output
by P are all different by convention, we get that the latter probability is the same for
every sequence β1 , . . . , βm .
From this property of the pairs RP and h we conclude that the the probability that P and
V *h (for h ∈R Hn ) output an accepting conversation is exactly the same as the probability
that P and the honest V output such a conversation.
The rest of the proof follows as in Claim 1 of Lemma 6.3.

a

Remark 6.4: Notice that the prover P * described in the proof of part (1) of Lemma 6.4
is a polynomial-time prover. The other parts of the proof of Theorem 6.1 also hold for
such provers and then we get that our result remains valid also in the setting of interactive arguments.
6.3 The case IP(3)
In the setting of general interactive proofs the (honest) verifier is not restricted to
choose all its messages at random, but can compute them based on the input x, a random
("secret") string r and the previous messages of the prover. In the case of 3 rounds this
means that the only message sent by V during the protocol is computed by means of a
(deterministic) function βV (x,r,α), where α is the first message sent by P. Also, in this
case V accepts or rejects a conversation based on a predicate ρV (x,r, α,γ) (γ is the last message sent by P).
Here we outline the proof of Theorem 6.2, based on the proof presented in section
6.1 for the AM(3) case.
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which is black-box simulation zero-knowledge. Let <P,V > be such a protocol and let M
be the corresponding black-box simulator. The simulation process consists of several
tries, in each of them the simulator feeds the black-box V * with arguments y (the input)
and α (the prover’s message), and gets an answer β from V * . (Again, it suffices to consider a simulator just able to simulate conversations with deterministic verifiers, so this
simulator does not feed V * with a random tape). We assume the same conventions on the
simulator as the ones described in section 6.1 for the proof of the AM(3) case:

g
g

The simulator always outputs a conversation of the form (x,α,β,γ), where x and α are
fed into the black-box V * in one of the simulator tries, and β is the response of V * to
these arguments.
The simulator runs in strictly polynomial-time. In particular, t (n) stands for the
polynomial bound on the number of tries made by M on inputs of length n during the
simulation process (the case of expected polynomial-time simulators is handled
exactly as in Remark 6.1).

The main modification with respect to the proof of the AM(3) case is in the way we use
the simulator M as a subroutine for constructing the BPP algorithm for the language L.
Recall that the whole simulation process is completely determined by the input to the
protocol, x, the contents of M’s random tape, RM , and the responses by the verifier. This
was true for the AM(3) case and remains true here. In the former case we used M as a
subroutine by feeding it with x and a randomly chosen string RM . Then, we used t = t (n)
random strings β(1) , . . . , β(t) as the responses of the virtual verifier. In the present case we
choose a string RM as before, and t random strings denoted r (1) , . . . , r (t) , each of length
l (n), where l (n) is a (polynomial) bound on the number of random bits used by the
(honest) verifier in the IP(3) protocol <P,V >. The idea is to use these strings as the random coins of the virtual verifier for responding M’s tries. More precisely, for each try by
the simulator, consisting of an input y to the protocol and a message α, we compute
β = βV (y,r (i) ,α), and feed it into M as the verifier’s response to α. For each new try we use
a new r (i) (in increasing order of i), except in the case in which the present α was also
presented in a previous try. If so, we use same r (i) as in that case.
Note that a unique conversation is determined by x, RM and the t strings r (1) , . . . , r (t) .
Thus, as in the case AM(3), we can define convM (x,RM ,r (1) , . . . , r (t) ) to be the conversation output by M when the described process is finished. Also we denote by α(i) the i-th
different α output by M during the simulation. Clearly, α(i) is uniquely determined by
x,RM , and the strings r (1) , . . . , r (i −1) , thus we denote α(i) = αM ( x,RM ,r (1) , . . . , r (i −1) ).
By our convention on M, if conv( x,RM ,r (1) , . . . , r (t) ) = (x,α,β,γ) then M explicitly tried the
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that there exists (at least one) i, 1 ≤ i ≤ t, such that β = βV (x,r (i) ,α). This fact is used in the
following definition.

iiiiiiiii
Definition:

a vector ( x,RM ,r (1) , . . . , r (t) ) is M-good if
conv( x,RM ,r (1) , . . . , r (t) ) = (x,α,β,γ) and ρV (x,r (i) ,α,γ) = ACCEPT, where i is minimal for
which β = βV (x,r (i) ,α). According to this value of i, we call the conversation (M,i)-good
(or i-good for short).
We

say

that

Using this re-definition of the notion of M-goodness, Lemma 6.3 of section 6.1 also holds
in the present (IP(3)) case, by just changing in the formulation of the lemma the β(i) notation by r (i) . Theorem 6.2 then follows by using the BPP algorithm as described in the
proof of the AM(3) case. For the proof of Lemma 6.3 in the present case we note the following simple modifications. In the proof of part (1) we use the same reasoning as in the
corresponding proof in section 6.1 but applied to the strings r (i) instead of β(i) . We note
that the soundness probability of the protocol is now defined over the random coins used
by V, i.e. over the choices r (i) . For the proof of the other part of the lemma we slightly
modify the definition of the verifiers V *h . We still use the same family of hash functions,
but the verifier V *h works as follows: on message α sent by the prover, V *h responds with
β = βV (x,h (α),α), i.e. it computes β as the honest verifier does, but using h (α) as the random coins of V. The rest of the proof (including Claims 1 and 2) remains essentially
unchanged (up to the replacement of "responses β(i) " by "random coins r (i) "). a
Remark 6.5: As in the previous cases also the IP(3) case extends to the setting of
interactive arguments. The modifications in the proof are analogous to the ones described
in Remark 6.3.
7. CONCLUDING REMARKS
Although the results presented in this paper are negative in nature, we believe that
they have played a positive role in the development of the field.
We believe that sequential composition is a fundamental requirement of zeroknowledge protocols. It is analogous to requiring that adding two algebraic expressions,
each evaluating to zero, yields an expression which evaluates to zero. Furthermore,
sequential composition is required when using zero-knowledge proofs as tools in the
design of cryptographic protocols (an application which is the primary motivation of
zero-knowledge). The fact that the original formulation of zero-knowledge is not closed
under sequential composition establishes the importance of augmenting this formulation
by an auxiliary input (cf. [GO, Ore, TW, Gol]). It should be stressed, of course, that all
known zero-knowledge proofs satisfy also the augmented formulation.
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rounds) of zero-knowledge protocols, but we do not believe that it is a fundamental
requirement. Carrying the analogy of the previous paragraph, one cannot require that
‘‘interleaving’’ two expressions (each evaluating to zero) yields an expression which
evaluates to zero. The fact that all known formulations of (computational) zeroknowledge are not closed under parallel composition motivates the introduction of
weaker notions such as witness indistinguishability [FS2] which suffice for many applications. Namely, instead of strengthening the hypothesis of the alleged ‘‘Parallel Composition Theorem’’ (as done in the case of Sequential Composition), one relaxes the conclusion of the ‘‘Parallel Composition Theorem’’ (and this weaker conclusion turns to suffice
in many applications).
The fact that (‘‘non-trivial’’) black-box zero-knowledge proofs cannot be both of
AM type and of constant number of rounds establishes the importance of ‘‘private coins’’
in the design of constant-round zero-knowledge proofs. In other words, in the process of
such proofs, the verifier must ‘‘commit’’ (and later ‘‘decommit’’) to some pieces of
information. In fact, such commitments are the core of the constant-round zeroknowledge proofs (and arguments) for any language in NP presented in [BCY, FS1, GK]
(relying on various reasonable intractability assumptions) and in the (unconditional)
zero-knowledge proof for Graph Isomorphism presented in [BMO1].
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- 35 APPENDIX: Proof of existence of P/poly-evasive pseudorandom ensembles
In this appendix we present the proof of Theorem 3.2.
Theorem 3.2. There exists a P/poly-evasive ensemble S(1) , S(2) ,... with Q (n) = 4n, such
that for every n, each S (n)
is a (2n /4 , 2−n /4 )-pseudorandom set of cardinality 2n . Furtheri
more, there exists a Turing machine which on input 1n outputs the collection S(n) .
Proof: For any integer n, we denote by R(n) the collection of sets S ⊆ {0,1}4n of cardinality 2n which are (2n /4 , 2−n /4 )-pseudorandom; and by C(n) the set of (deterministic) circuits
of size 2n /4 having n inputs and 4n outputs.
We prove the theorem by showing, for any large enough n, the existence of 2n sets
S 1 , . . . , S 2n from R(n) such that for any circuit C ∈ C(n) , and i ∈R {1, . . . , 2n },
Prob ( C (i) ∈ Si ) < 2−n /4 . Denoting this collection of 2n sets by S(n) , we get that the resultant sequence S(1) , S(2) ,... is a P/poly-evasive ensemble that satisfies the conditions of
Theorem 3.2. We stress that considering only deterministic circuits does not restrict the
generality, since we can wire in such a circuit a sequence of "random coins" that maximizes the probability Prob ( C (i) ∈ Si ) .
We turn to show the existence of a collection of sets as described above. We do it by
proving that there exists a positive probability to randomly choose 2n sets S 1 , . . . , S 2n
from R(n) with the above evasivity property.
For a fixed C ∈ C(n) and a fixed i , 1 ≤ i ≤ 2n , consider the probability, denoted
ProbS ( C (i) ∈ S ) , that the element C(i) belongs to the S, for S uniformly chosen over all
subsets of {0,1}4n of size 2n . Clearly,
24n −1

Prob ( C (i) ∈ S ) = 1 −

( 2n )
h hhhhhhhhhhhh
(

24n
)
2n

=

1
2n
hhhh
.
< hhhh
2n
4n
2

2

We call a set S ⊆ {0,1}4n , | S | = 2n , C-bad if there exists some i , 1 ≤ i ≤ 2n such that
C (i) ∈ S. Fixing a circuit C, we have that for S uniformly chosen over all subsets of
{0,1}4n of size 2n ,
ProbS ( S is C −bad ) ≤

2n

ProbS ( C (i) ∈ S ) < 2n 2−2n = 2−n .
Σ
i =1

In [GK] it is proven that the measure of R(n) (i.e. the proportion of sets S which are
(2n /4 , 2−n /4 )-pseudorandom) is at least 1 − 2−2 . Therefore, for each circuit C ∈ C(n) the
n /4

probability, hereafter denoted as pC , to uniformly choose from R(n) a set S which is C-bad
is
pC = ProbS ( S is C −bad | S ∈ R(n) ) <

2−n
hhhhhhhh
1 − 2−2

n /4

- 36 We now proceed to compute the probability that for a fixed circuit C ∈ C(n) , a collection
of 2n randomly chosen sets from R(n) contain a significant portion of C-bad sets. We
define as "significant" a fraction pC + δn . (The quantity δn will be determined later). Let ρ
be a random variable assuming as its value the fraction of C-bad sets on a random sample
of 2n sets from R(n) . Clearly, the expected value of ρ is pC . Using Hoeffding’s inequality
[Hoe] (see also [GK]) we get that
Prob ( ρ ≥ pC + δn ) ≤ e

−2 2n δ 2n

.

i.e. this quantity bounds the probability of choosing at random 2n sets from R(n) among
which the fraction of C-bad sets is larger than pC + δn .
Recall that we are interested to choose 2n sets that are evasive for all the circuits C ∈ C(n) .
That is, we require that for any C, the number of C-bad sets among the 2n sets we choose
is negligible. In order to bound the probability that 2n randomly selected sets do not
satisfy this condition, we multiply the above probability, computed for a single circuit, by
n /4 2

the total number of circuits in C(n) which is at most 2(2

)

n /2
2−n /4
= 22 . Putting δn = hhhhh we
√d2d

get
n /2
−2 2n δ 2n
22 .e

=

n
− hhh −1
2

n /2
n
22 .e −2 2 2

n /2
n /2
= 22 .e −2 < 1 .

We conclude that there exists a positive probability that 2n sets S 1 , . . . , S 2n chosen at random from R(n) have the property that for any circuit C ∈ C(n) the fraction of C-bad sets
among S 1 , . . . , S 2n is less than pC + δn . Therefore, such a collection of sets does exist.
Finally, we bound, for this fixed collection S 1 , . . . , S 2n , and for any circuit C ∈ C(n) , the
probability Probi (C (i) ∈ Si ), for i randomly chosen from {1, . . . , 2n }. We have
Probi (C (i) ∈ Si ) = Probi (C (i) ∈ Si | Si is C −bad ) . Probi (Si is C −bad )
+ Probi (C (i) ∈ Si | Si is not C −bad ) . Probi (Si is not C −bad )
≤ 1 . (pC + δn ) + 0 <

2−n
hhhhhhhh
1−2

−2

n /4

+

2−n /4
hhhhh
√d2d

< 2−n /4

Therefore, we have shown for every circuit C of size 2n /4 that Probi (C (i) ∈ Si ) < 2−n /4 , thus
proving the required properties of the sets S 1 , . . . , S 2n .
Such a collection can be generated by a Turing machine by considering all possible collections {S 1 , . . . , S 2n } and checking whether they evade all the circuits in the set C(n) .

a

